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Abstract

Software as a service (SaaS) is a cloud service model that wins a lot of atten-
tion in the cloud computing market. It allows providers to offer applications
as a service to customers on-demand over the internet. Due to the increasing
number of cloud customers and providers, it is becoming almost impossible
to facilitate face to face negotiations over the SaaS contract. Thus, auto-
mated negotiation is needed to reach an accord between service providers
and consumers with no previous knowledge of each other.

The objective of this work is to propose, a SaaS contract negotiation model.
Our model is automated through the use of intelligent agents representing
the customers and providers in a multi agent system environment. These
agents interact by following CNP negotiation protocol. Our model is com-
posed of three phases: discovery, selection and negotiation. The evaluation
needed to make a decision is based on both Constraint Satisfaction Problem
(CSP) and Multi-Attribute Utility Theory (MAUT).Finally, we implement
our work using the JADE platform which is based on the Java programming

language.

Key words : Cloud computing, SaaS contract, Negotiation, CNP Ne-
gotiation protocol, Intelligent agents, Multi agent system, Multi-Attribute
Utility Theory (MAUT), Constraint Satisfaction Problem (CSP), JADE.

Résumé

Le logiciel en tant que service (SaaS) est un type de services Cloud qui sus-
cite beaucoup d’attention sur le marché du Cloud Computing. Il permet aux

fournisseurs de proposer, aux clients, des applications sous forme de service



qui peuvent les demander via Internet. En raison du nombre croissant des
clients et des fournisseurs Cloud, il devient presque impossible de faciliter la
négociation, en face a face, des contrats SaaS. Une négociation automatisée
est donc nécessaire pour parvenir a un accord entre les fournisseurs et les
consommateurs de services Cloud n’ayant aucune connaissance préalable les
uns des autres.

L’objectif de ce travail est de proposer un modéle de négociation des con-
trats SaaS. Notre modéle est automatisé en utilisant le paradigme des agents
intelligents qui représentent les client et les fournisseurs Cloud, ces agents
interagissent dans un environnement multi-agents en suivant le protocole de
négociation CNP . Notre modéle est composé de trois phases : la découverte,
la sélection et la négociation. Et, I’évaluation nécessaire pour prendre une
décision est basée a la fois sur le probléme de satisfaction de contrainte (CSP)
et sur la théorie de 'utilité multi- attributs (MAUT). Enfin, nous mettons
en ceuvre notre travail en utilisant la plate-forme JADE qui est basée sur le

langage de programmation Java.

Mots clés : : Cloud computing, Contrat SaaS, Négociation, Protocole
de négociation CNP, Agents Intelligents, Systéme Multi-agents, la théorie de
I'utilité multi-attributs (MAUT), le probléme de satisfaction de contrainte
(CSP) , JADE.
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GENERAL INTRODUCTION

Over the years, the way computing is provided has changed from mainframe and terminal to
PC, and then networked PC, leading to clients and servers and, lately to cloud computing
via the Internet. The difference between the early stages of computing and the more recent
cloud computing is that computational resources used to be delivered as product (hardware
or software). Now computing is delivered as a service in a more customized way. In the past,
the customers needed to adapt to what was available in the market and look for the seller
that offered a product that fitted most closely to his/her requirements. Also, in the past
the relationship between the seller and buyer ended just after the purchasing deal was made.
Now, in the cloud market, the seller has become a provider of computing as an utility and the
customer has become a client. Also, the relationship and the negotiation between them will
continue until the contract ends. Contracts in cloud computing can take many forms according
to the nature of the delivered service , this form mainly depends on the chosen cloud service
model; Platform as a Service ( PaaS), Infrastructure as a Service(laaS), or Software as a Service
(SaaS).Furthermore, this contract is the legal contract between the provider and the client, in
order to ensure that both parties are on the same page concerning the delivered service. In

cloud computing the provider and client will negotiate before signing the contract.

Currently there are only a relatively small number of cloud providers in the cloud computer
market and all of them offer solely "off-the-shelf" contracts (“ take it or leave it 7). Introducing
customized contracts to the cloud market would offer customers and providers, added benefits.
Customized contracts can only be established by negotiation. The negotiation needs to be
automated to handle the dynamic and complex environment of cloud computing.And to ensure
this aspect our solution needs to be based on intelligent agents and the interaction between

them needs to be in a suitable environment which is multi-agent system.

Today’s science covers increasingly complex problems and is driven by increasingly powerful



technologies. It is well based on computation, data analysis and collaboration as well as on the
efforts of theorists and experimentalists. To this end, the scientific community has developed

a wide range of solutions to solve the problem of ever-increasing computing power needs.

Multi-agent systems have become a dominant paradigm in the field of complex distributed
systems development thanks to their data distribution and heterogeneity characteristics, decen-
tralized control, asynchronization of treatments and partial vision of each component of these
systems [1], also the coordination and communication mechanisms recommended by the agent

approach provide satisfactory and elegant solutions.

In this work we propose an automated negotiation model for SaaS contracts in the cloud
computing environment, which consists of three phases : discovery, selection, and negotiation.
In the discovery phase, the providers of the needed service will be discovered by the client. In
the selection phase the candidate providers will be selected based on the client’s requests and
preferences. In the negotiation phase, the providers and the client will be represented by the
intelligent agents, which will negotiate on their behalf and then the client will compare all the
outcomes of the negotiation sessions and will choose the best provider to sign the SaaS contract

with.

Providers and clients should have the freedom to make their own agents, which will rep-
resent them and will perform their negotiation strategy. Developing these intelligent agents
is not an easy task, because every negotiation sessions can be different than the other. Also,
the agent needs to be able to decide when to accept the opponent’s offer, in the same time to
keep track of the counter in the negotiation session, and to decide when to end the negotiation

without an agreement.

An intelligent agent is expected to be self-interested. The Agents that we will use in this
work are Utility-based agents, which mean they use a utility function to make rational deci-
sions. Utility functions are a way of representing agent’s preferences with the aim to achieve a
goal. The ultimate goal of each agent is to maximize its utility. When two utility-based rational
agents try to maximize their utility in the negotiation process, there often occurs a conflict.
Here is where the Contract Net Protocol (CNP) might become useful. CNP is a negotiation pro-
tocol that works in a multi-agent system environment , and since this protocol is both based on

the approaches of game theory and heuristics, we can work with those approaches as well to get



to our goal.Our work deals with a multi-issue negotiation that means that the subject of negoti-
ation is multiple , and since the traditional utility function are concerned with one attribute at a
time this leads us to adopt a multi-criteria utility function otherwise known as Multi-Attribute
Utility Theory (MAUT)combined with Constraint Satisfaction Problem (CSP)which allows us
to express the constraints and preferences through agents.

The rest of this master’s thesis is organized as follows :
Chapter 1 : This chapter introduces the reader to a state of art on multi-agent systems .

Chapter 2 : This chapter treats the concept of negotiation, its definitions as well as its dif-

ferent elements, types, approaches and protocols in a multi-agent system environment.

Chapter 3 : In this chapter we present the cloud computing paradigm as well as the SaaS

contracts.

Chapter 4 : In this chapter, we introduce the problematic and the objectives of this study.

Then, we present in detail, our model.

Chapter 5 : This chapter consists of validating and implementing our model. We first describe
the different tools and language used. Then we present the implementation of the different

components included in our solution.

Finally, the manuscript ends with a general conclusion that recapitulates the work done and

proposes some perspectives.



Chapter 1

AGENTS AND MULTI-AGENT
SYSTEMS

1.1 Introduction

Computer engineering has progressed in recent years through the orientation towards an in-
creasingly high abstraction that allows us to model more complex systems. This has led to the
emergence of a new computer paradigm named Multi Agent System (MAS).

Multi-agent systems have become a new abstraction approach that can be used for analysis,
modelling and development of complex and distributed computer systems. The agent-based vi-
sion offers a powerful stock of tools, techniques that have the potential to significantly improve
software systems.

Multi-agent systems can be defined as a set of weakly coupled autonomous agents, software
components that exploit different techniques of Artificial Intelligence (Al) [2] since its concep-
tion.

This chapter intends to familiarize the reader with the key concepts and illustrate the state of

art concerning agents and multi-agent systems.

1.2 Agents

1.2.1 Definitions

The concept of an agent like all fundamental concepts is relatively vague. We can distinguish
several definitions for this term.

In what follows, some important definitions are presented:



e "An agent is an entity that senses its environment and acts upon it" [3]

e "Most often, when people use the term ’agent’ they refer to an entity that functions
continuously and autonomously in an environment in which other processes take place

and other agents exist." [4]

e “ Intelligent agents are software entities that carry out some set of operations on behalf
of a user or another program, with some degree of independence or autonomy, and in so

doing, employ some knowledge or representation of the user’s goals or desires" [5]

e "An agent is a physical or virtual autonomous entity that can act, perceive its environment

and communicate with others,and has skills to achieve its goals" [6]

Agents are the physical or virtual entities that are placed in a particular environment and are
able to take independent actions according to the feedback received from its surroundings. This
ability of agents makes them autonomous and they execute their individual goals at the same
time while sharing the common resources in a system.

Figure 1.1 depicts a high-level view of an agent within its environment. An agent receives input
from its environment and, through a repertoire of actions available to it, reacts to it in order

to modify it.

sensory input effector

Figure 1.1: Agent interacting with its environment.



1.2.2 Agent Properties
From the definitions that appear in the literature, several properties of agents can be identified:

e Autonomous :

Decision-making about one’s behaviour depends solely on one’s perceptions, knowledge,

and representation of the world (an agent may be dependent and autonomous).

e Proactive :

Generates his goals, takes initiative to meet his goals, not only driven by events.

e Flexible :

Reacts to changes in the environment; adapts to available resources.

e Social :

Able to interact to achieve goals, to help other agents in their activities.

Located :

Able to perceive the environment and to act in a limited way .

1.2.3 Agents Models

We present below, the main models of agents :

The agents can be classified in general into three types as in Figure 1.2.

an C\
J
Agents
Hybrid @

Figure 1.2: General models of agents.

1.2.3.1 Reactive agents

They are such type of agents which possesses no goal at all but still plays an important role in
the simulation. These types of agents wait until an instruction is given to accomplish a task

and does not get involve in decision making unless it is told to. [7]

6



1.2.3.2 Cognitive agents

They are complex agents embedded with intentions that take actions by sensing the envi-
ronment. They are the intelligent blocks of a system that responds to the changes in the
environment through learning capabilities. Cognitive agents are autonomous in nature and
usually possess adaptive reasoning skill sets. They are capable of decision making and require

complex calculation and programming as dynamics is involved. [§]

1.2.3.3 Hybrid agents

Reactive agents may be suitable for some types of problems and less well for others, and this
is true for cognitive agents as well .

Chaib [9] [10] [11] [12], Ferguson [13], and Georgef [14] investigated the possibility of combining
the two approaches to obtain hybrid architectures.

A hybrid agent architecture is an agent composed of several layers arranged in a hierarchy, that
combines and integrates features from both types of agents,and that combines and integrates
features that are part of both types of agents. For example, we can build reactive systems
with intelligent agents or the opposite (have cognitive systems whose agents have a reactive
character to stimuli).

There are several architectures based on a three-layer model: reactive layer, cognitive layers

and a layer of communication between agents.

1.3 Multi-agent Systems

1.3.1 Definition

The agent is the main component of multi-agent systems. According to Ferber [6] a multi-agent

system (See Figure 1.3) is a system that is composed of the following elements:
e An environment E : in other words a space generally having a metric.

e A set of objects O : These objects are located, and that means that for any object it
is possible, at a given moment, to associate a position in E. These objects are passive;

That is, they can be perceived, created, destroyed and modified by agents.

e A set A of agents : which are particular objects, which represent the active entities of

the system.



e A set of relations R : that unite objects (and therefore agents) between them.

e A set of operations Op : allowing the agents of A to perceive, produce, consume,

transform and manipulate O objects.
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Figure 1.3: Representation of a multi-agent system by Ferber [1].

1.3.2 Multi-agent Systems Characteristics

A MAS has most of the following characteristics [15]:

e FEach agent has incomplete information or capabilities for solving the problem and, thus,

has a limited viewpoint.
e There is no global control system.
e Data is decentralized.

e Computation is asynchronous.



1.3.3 Multi-agent Systems Applications

The first MAS applications appeared in the mid-1980s and increasingly have been applied to
various problems, including market simulation, monitoring, system diagnosis, and remedial

actions [16] [17] [18].

e In [19], an approach is developed to prevent interconnected power systems from catas-
trophic failures. It uses a MAS-based defence system that allows agents to have adaptive

decision criteria.

e In [20] [21], multi-agent based models are adopted in computational sociology to study
the social life by modelling the interactions between the adaptive agents and the impact

of those interactions on a collective organization

e In [22], an integrative and flexible method is proposed that uses agent-based modelling
for assessment of market designs.
Progress in Al, hardware, and sensor technologies have been achieved by the MAS commu-
nity, resulting in agent technologies that are applied successfully to real-world industrial

problems.

MASSs are implemented in the real world, in numerous areas which are outlined below:

e Airline Booking Systems : This is one of the sound areas where multi-agent systems
are increasingly being implemented [23]. The booking system involves human interaction
where travel agents across a country book seats for a particular flight. However, the travel
agents will need to go through some communication process in order to ensure which seats
have been booked and which haven’t. This communication can take place over the phone.
Now, if we were to simulate the scenario sketched above using multi-agent systems, the

agents would have to be reactive in the situation of an airline environment.

— The travel agents will be simulated using agents.

— The communication regarding seating information will take place using messages

within the network.
— Each agent will react in accordance to the feedback it receives from the airline

booking system

e Health Care : This application is an emerging area of multi-agent systems. Routine

procedures in hospitals and clinics involve the monitoring of blood pressure, temperature,



heart rate [24], etc. Currently on the wide scale, a patient will be tended by several
nurses, who will from time to time, monitor all these vital health aspects. The related
issues such as blood pressure and temperature may be discussed amongst nurses and
further action may be taken, with direct communication taking place between the nurses.
An implementation of the multi-agent System could involve having several agents that
monitor the different areas of health of a particular patient. Communication will then
take place via messages and the agents can be reactive in critical situations, by informing

the related doctors and health care staff.

e Information Extraction : As we are all aware of, the web is being used for resource
collection worldwide. One example happens to be online dictionaries, where we can search
up the definitions of words to make concepts clearer. These are mainly implemented using
multi-agent systems where agents throughout the world, holding different resource infor-
mation are contacted, and all the different ideas and concepts relating to that particular

word are presented to the user [25]. For example, the Wikipedia Encyclopedia.

1.3.4 Strengths and Limitations of M ASs

The strengths and drawbacks of using multi-agent systems are outlined below:

1.3.4.1 Strengths

> Parallel computation and robustness: A system’s operation could speed up with parallel
computation as multiple agents are deployed, each with tasks that are different from each

other.

> Flexibility: Independent tasks and time bounded requirements can be handled easily and

efficiently.

> Redundancy: Fault tolerance can be boosted due to redundant implementation of agents

and because the task is shared.

> Granularity: From a programmer’s point of view, the granularity of MAS simulators

results in relatively simple programs.

> Scalability and Reusability: Adding new agent is relatively easy to the systems whose

capabilities and functionalities are expected to vary. Agents that are designed to be
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independent and have unique characteristics can be reused in other systems which is

similar to using a particular library in different frameworks.

> [ndependency: Since the repetitive tasks could be automated, MAS simplifies the human-
machine interaction level by cooperation between autonomous agents rather than a cen-

tralized control.

1.3.4.2 Limitations

> Agent based simulations are relatively complex because every interaction between the
agents and environment has to be defined each time an agent and environment variables

are designed.

> A high computational requirement is one of the drawbacks when extensive computation

is required with large number of agents involved and with a complex environment.

> The development time in a multi-agent system model could be high due to the fact that
the components of MAS require a clear demarcation between themselves while designing.

This becomes monotonous to the developer of the model.

> Insufficient mechanism for representation of organizational structure [26].
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1.4 Interaction in a Multi-agent System

The interaction between the agents appears in several modes which are cooperation, coordina-

tion and negotiation.

1.4.1 Definition of interaction

A Multi-agent System is a smart system made up of a multitude of agents, each one of them
is responsible for achieving its own goals in order to achieve the main goal of the system. The
coherence of the system and its intelligence do not come from the intelligence of its agents, but

of their interactions.

Jacques Ferber in [6] defines an interaction as : "dynamic linking of two or more agents
through a set of reciprocal relationships. The interactions are not only the consequence of
actions taken by several agents at the same time, but also the element necessary for the con-

stitution social organizations"

In general, the interactions are implemented by a transfer information between agents or
between the environment and agents; by perception or by communication (See section 1.4.5).
The interaction between the agents appears in several modes, which are cooperation, coor-

dination and negotiation. We have given an overview of these modes in the below sections.

1.4.2 Cooperation

Among the fundamental characteristics of a multi-agent system, we find the distribution of
work among the different agents that constitute it, where each one of them is responsible for

achieving its own goals, which are a sub-problem of the global problem.

Each agent has a set of skills that allow it to solve different problems, but there are situations
where its capabilities and skills are not enough to perform certain tasks (or it does not have
necessary means) so it will need the intervention of another agent of the system that will help
it solve the problem, in other words, there is cooperation to make the system evolve towards

its goals. [27] [28]

Cooperation is therefore to involve several agents to satisfy an individual or common goal.The

cooperation situation appears when the actions of each agent satisfy at least one of the following
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conditions :
> Agents have one goal in common and their actions tend to achieve that goal.

> Agents perform actions that achieve not only their own goals but also those of others.

1.4.3 Negotiation

Agents goals in a multi-agent system may be inconsistent and their demands may be contra-
dictory. In a game situation, everyone seeks to be a winner, but achieving this goal for one of
the players makes it impossible for the other players to achieve their goal. The resources that
agents need may be rare and the use of a resource by one of the agents may prevent another
agent from achieving its goal ... etc. These and other situations prevent the desirable progress
of the system. so there must be a way that allows each agent to proceed its work: agents must

negotiate the solution.

Smith defines the negotiation [29] : "By Negotiation, we mean a discussion in which the in-
terested parties exchange information and come to an agreement. For our purposes negotiation

has three important components :
(a) there is a two-way exchange of information,
(b) each party to the negotiation evaluates the information from its own perspective,

(c) final agreement is achieved by mutual selection".

To carry out the negotiation process, it is necessary to follow a protocol that facilitates
convergence towards the solution. Negotiation is generally characterized by a minimal protocol

of actions which is : propose, evaluate, accept or reject a solution.

1.4.4 Coordination

T. W. Malone defines coordination as "the set of additional activities that need to be per-
formed in a multi-agent environment and that a single agent pursuing the same goals would

not accomplish'. [30]

The agents to be coordinated must therefore perform additional processing of the information.

Coordination becomes necessary during different types of events [31]:
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> The need for information or a result that only another agent can produce, such as a

specialist for example.

> The limitation of the resources of the environment, which can generate conflicting situa-

tions for example.

> (Cost optimization, sometimes linked to a limitation of resources, which allows several

agents deciding to coordinate to save their efforts to produce the same result.

> Agents that have different goals but whose intermediate steps are dependent on objectives

or intermediate steps of other agents.

In a system of multiple agents that are performing some activities in a shared environment
an important aspect is the method of coordination adopted for the harmonious and coherent
functioning of parts to obtain effective results. It is an important issue of research that has

been widely investigated in several areas of research

1.4.5 Communication

Communication represents the basis of all the modes of interaction that we have seen before,

either negotiation or coordination.

Communication is defined as a form of local action of an agent towards other agents. The
questions addressed by a communication model can be summarized by the following interroga-

tion: who communicates, what, to whom, when, why, and how?

e Why do agents communicate? The communication must allow the implementation of the

interaction and consequently the cooperation and coordination of actions.

e When do agents communicate? Agents are often confronted with situations where they
need to interact with other agents to achieve their local or global goals. The difficulty lies in

identifying these situations.

e Who do agents communicate with? Communications can be selective on a small number of

agents or broadcast to the set of agents.
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e How do agents communicate? The implementation of the communication requires an un-
derstandable communication language common to all agents. It is necessary to identify the
different types of communication and to define the means allowing not only the sending and
receiving of data but also the transfer of knowledge with appropriate semantics to each type of

message.

There are essentially two modes of communication between agents [32]:
1. signal communication,through the environment.

2. direct communication by sending messages.

1.5 Conclusion

Our work is situated at the intersection of the three domains: cloud computing, multi-agent
systems and automated negotiation.

In this chapter, we have presented a general overview of the multi-agent Systems. The basic
concept of this domain is the notion of agent, which represents an autonomous entity capable
of perceiving, representing and acting on its environment. MASs help to meet the standards of
software engineering in the development of systems, that is to say: modularity, reliability and
reuse. This explains the increasing use of MASs in computer systems.

In the next chapters, we present the other two domains in which the work of this thesis is

integrated.
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Chapter 2

NEGOTIATION IN MULTI-AGENT
SYSTEMS

2.1 Introduction

In systems composed of multiple autonomous agents, negotiation is a key form of interaction
that enables groups of agents to arrive at a mutual agreement regarding some belief, goal or
plan, for example. Particularly because the agents are autonomous and cannot be assumed
to be benevolent, agents must influence others to convince them to act in certain ways, and
negotiation is thus critical for managing such inter-agent dependencies. The process of negoti-
ation may be of many different forms, such as auctions, protocols in the style of the contract
net, and argumentation, but it is unclear just how sophisticated the agents or the protocols for
interaction must be for successful negotiation in different contexts. All these issues were raised
in the panel session on negotiation.

In this chapter, we present the negotiation activity in general as well as its components, types,

approaches and protocols in multi-agent systems.

2.2 Definitions

e Bussmann and Miiller in [33] proposed the following definition of negotiation: "negotiation is
the communication process of a group of agents in order to reach a mutually accepted agreement

on some matter."

e Durfee and Lesser in [34] gave the following definition: "the negotiation is a complex process

of improving agreement on common viewpoints or plans through the structured exchange of
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relevant information."

e For Wooldridge [35] :"Negotiation is seen as a method for coordination and conflict resolu-

tion."

e Negotiation for Bedou in [36] "is an iterative communication process during which there is
attack and defense of certain points of view, solutions, beliefs, knowledge, proposals of alter-
natives, so as to reach one of the agreements, and this by revision of beliefs more obtaining
new information, through argumentation, explanation, and where the agent clearly expresses

the state of his beliefs and knowledge for a given subject."

e Rahwan et al. in [37] adapted the following definition :"Negotiation is a form of interaction
in which a group of agents, with conflicting interests and a desire to cooperate, try to reach a

mutually acceptable agreement on the division of scarce resources."

e Smith [29] defines negotiation: "By Negotiation, we mean a discussion in which the inter-
ested parties exchange information and come to an agreement.For our purposes, negotiation has
four important components: 1) it is a local process that does not involve centralized control,
2) there is a two-way exchange of information, 3) each party to the negotiation evaluates the

information from its own perspective, and 4) final agreement is achieved by mutual selection."

The different definitions share a common point which is the absence of an agreement on a
given problem (all researchers agree on the purpose of the negotiation, which means to reach
a satisfactory common agreement).So generally, we negotiate to solve disagreements, prevent
a conflict, obtain a good, in short to satisfy a need, and this through an exchange process

involving at least one other person.

2.3 Negotiation Components in MAS

Of all the work done in the negotiations, there are a number of common points on which we
must now rely. Three elements predominate: a negotiation protocol, resources to negotiate and
a reasoning model. Beer [38] identified three components that are the subject of negotiation

research:

1. Negotiation protocols: the protocol defines the set of rules that govern the interaction.

This covers the types of authorized participants, the trading statuses, the events causing
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the change of trading status and the valid shares for a participant according to the current

state of negotiation.

2. Negotiation objects: the definition of the issues over which an agreement must be
reached. In many cases, for example in auctions, only one property of the object is
negotiated, usually the price. Generally may be possible that numerous properties of the
object are negotiated, for example quality, date of delivery, penalties and so on. Another
issue concerns the type of operation that participants can perform on the agreement under
negotiation. Very often the structure of the agreement is fixed and participants can only
accept or reject it. In other situations the negotiation may be much more effective if
the participants are able to change the characteristics of the agreement. For example
participant can answer to a proposal with critics or counter-proposals. The agents do not
negotiate a satisfactory agreement according to Negotiation protocol defined in advance.
Such a protocol defines the possible actions on the objects of negotiation (offers and

counter offers, possibility of failure, auction time, etc.) [39]

3. Reasoning and decision-making models of agents: concerns the design and devel-
opment of the decision making mechanism of participants on the basis of the restrictions
imposed by the negotiation protocol, on the nature of the negotiation object and in order
to achieve their goals or to maximize some sort of utility. Regarding to the utility notion,
usually agents negotiate on behalf of their owner.

Each agent has its own decision-making model which can be more or less complex de-
pending on the protocol, the nature of the negotiation objects and the possible operations
during the process. The reasoning of the agent is strongly constrained by the protocol

and the purpose of the negotiation and should help him to achieve his objectives [40]

Muller in [40] which was cited in [41], distinguishes between three elements in the negotiation

(See Figure 2.1 ) :

1. Languages, which include communication primitives for negotiation, their semantics, and
their uses in protocols.Primitives concern sending and receiving messages.The structure
the negotiation object uses a description language of the object. The protocol specifies

the possible sequences of actions and the conditions under which a request can be made,

2. Negotiation processes that may be either pre-established procedures or behaviour. The

process concerns the proposal of solutions, the analysis and revision of preferable solutions,
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3. The individual decision that can be made according to criteria of utility, strategy, prefer-

ence systems, a comparison function(matching).

Figure 2.1: The different elements of negotiation and their structures [2].

2.4 Negotiation Types

In literature, we distinguish two types of negotiation: distributed negotiation , and Integral

negotiation [42].

2.4.1 Distributed negotiation

Distributed negotiation is a process in which the negotiating agents are in a sum - to - zero logic,
that is, a "win - lose" logic. As a result, each agent’s goal is to maximize profits, and negotiation
becomes a competition where the strongest wins over the weakest [43]. Each negotiation agent
pursues individual goals and seeks to be the winner of the exchange. Everyone stands on their
positions and negotiation is seen as a confrontation (showdown).So the deal is likely to be

win-lose or lose-lose.

2.4.2 Integrative negotiation

Integral negotiation is a win-win process. Any win for one will be a win for the other. The
context created by this partnership relationship is to define clearly the problem and explore all

possible solutions to engage in an equitable solution between the two parties [44]. It generally
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leads to an agreement in which both parties consider themselves winners. The agents take into
account the interests of each in their decision: they pursue a common goal and the negotiation

enables them to coordinate. This is a distributed search in a solution space.

2.5 Negotiation Approaches

Many research studies have been done to model the negotiation between software agents and

between agents and humans. In the MAS community, there are often three approaches [45], [37]:
e Negotiation based on game theory [46] [47] [48],
e negotiation based on heuristics [49] [50] [51],

e and negotiation based on argumentation [52] [53] [54].

2.5.1 The Game Theory Approach

Game theory is a tool for studying interaction strategies between autonomous agents in au-
tomated negotiation. This approach allows agents to behave rationally when making their

decisions and strategy choices.

2.5.2 Heuristic Approach

This approach does not always provide an optimal solution because it uses approximate strate-
gies and it does not examine all the possible space of the results but it makes it possible to
provide a solution closer to the optimal one. It is based on the testing and evaluation of the
different results. This approach can not predict the exact behaviour of the system and those of

its agents and it assumes that the agent has a complete knowledge of his desires and preferences

2.5.3 Argumentation-Based Approach

To implement such a system, it is necessary to add some arguments to the agents to sup-
port proposals and counter proposals. There are several types of potential arguments such as
threats, rewards, reductions ...etc. Argumentation-Based negotiation increases the likelihood of
an agreement, saves time and reduces the risk of failure. And for that it is necessary to build
negotiating agents capable of arguing by specifying the mechanisms for the exchange of propos-

als and arguments, to implement the techniques in order to generate proposals and provide the
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corresponding arguments, to provide the techniques for accepting proposals and the arguments

associated or still technical to meet the proposals.

2.6 Negotiation Protocols

Negotiation protocol defines the rules of communication that negotiating agents must adopt

and respect in their information exchanges [55]. It also defines:
e The types of possible participants (sellers, buyers, mediator ...).
e The states of negotiation (Offers, acceptance of a proposal, end of the negotiation).
e The events that end the transitions of states (No new offers, time gone).
e The valid actions of the participants (Acceptance, rejection, counter proposal ...)

For Beer et al. in [38], a negotiation protocol is "the set of rules that govern an interaction".

Many negotiation protocols have been proposed in multi-agent systems. We will introduce

the best known.

2.6.1 Contract Net Protocol

The Contract Net Protocol (CNP) has been proposed by R. G. Smith in 1980 [29]. It is a
protocol based on the exchange of contracts, which connects an agent: the manager, with
several other agents: the contractors.This is a negotiation from 1 to n agents that interact
with each other. A contract can be developed between two participants: a contractor and the
manager. The contractor is responsible for the execution of the task and the transmission of
its results to the manager. The manager is responsible for managing the task and processing
the results. That’s why this model can be seen as a protocol for assigning tasks by contract
network.The Contract Net is part of the FIPA (Foundation for Intelligent Physical Agents)

specification (See Figure 2.2 )
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Figure 2.2: Interactions in the Contract Net protocol.

The protocol is as follows (See Figure 2.3):

1. Task announcement by the manager by sending a call for proposals (cfp)
2. Offer submission by one or more contractors.

3. Task Assignment to a contractor by the manager.

4. Transmission of the termination message to the manager by the contractor.
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Figure 2.3: The Contract Net protocol.

Many negotiation protocols are based on the Contract Net .Originally,the purpose of this pro-
tocol was to propose a model for the distribution of tasks, based on calls for offers in public

markets [56].

2.6.2 The Sian’s protocol

This negotiation protocol has been designed within Multi-agent Learning Environment (MALE)
,by Sian in 1991 [57], it is a simple protocol where an agent proposes a hypothesis to other
agents. Those agents provide their opinion on whether the hypothesis is correct or incorrect,
and whether they want to modify it. Each agent votes on the correctness of the hypothesis.
The agent that proposed the hypothesis gathers the votes and, using some heuristics, decides
whether the hypothesis is accepted or not. If the hypothesis is accepted, it informs other agents

of theacceptance. Figure 2.4 illustrates the Sian protocol.
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Figure 2.4: The Sian’s protocol.

The first message is a query-if message containing the hypothesis to validate. The other
agents can answer either by a confirm message denoting that the hypothesis is correct, by
a disagree message denoting that the hypothesis is wrong, by a noopinion message denoting
that they have no idea about this hypothesis, or by a modify message requesting to modify the
hypothesis. Based on answers from other agents, the initiator decides whether the hypothesis is
true. If it decides that the hypothesis is true, it informs the other agents via an assert message

that the hypothesis is considered true.

2.6.3 Th Speech Act Negotiation Protocol

The Speech Act Negotiation Protocol (SANP) was defined by Chang and Woo in [58] [59].1t
proposes a negotiation between two agents: the attacker and the defender. The agent initiating
the conversation is called the attacker: he will try to make his proposal accepted by his partner,
called the defender.

The protocol is broken down into several phases:

1. Starting situation the agents establish a common model of the subject and consider

whether a discussion is necessary.

2. Issuing a proposal and receiving the notice the attacker issues his proposal and the defender

answers his agreement or refusal,

3. Attack if the defender rejects the proposal, the attacker will issue his arguments
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4. Tactical phase the defender will defend his position and the attacker will try to counter
it with arguments. This process continues until they identify their differences and try to

reduce them,
5. Problem Solving each party proposes a compromise and tries to counter that of the other,

6. Final result the outcome of the negotiation may be the compromise of a party, a mutual

compromise or third party arbitration request.

2.6.4 Auction Protocol

Auction mechanisms are particular interaction protocols that fix the rules of the interaction
among one or more sellers and one or more buyers and fix the rules for determining resource
allocation and prices on the basis of bids from the market participants. In auctions the seller,
also called the auctioneer, want to sell an item at the highest possible value while buyers, also
called bidders, want to buy the item at the lowest possible price. Therefore participants to an
auction are self-interested agents that want to maximize their pay-off, but usually an auction
is not a zero-sum game, that is games in which one player’s losses are the opponent’s gains. An
auction’s outcome is usually the definition of a contract between a seller and a buyer for the
exchange of a certain product.

Many auction protocols are implemented in multi-agent systems. Among them, the English
auction and the Dutch auction are likely the most widely implemented and used. The English
auction is an ascending open cry auction where the price of the item for sale increases as long
as at least one auction participant is willing to pay the price. It stops when no participant is
willing to raise the price beyond the current bid.

The Dutch auction protocol is a descending open cry auction. Unlike the English auction, the

price decreases as long as a participant does not inform it accepts to pay the price.

2.7 Conclusion

Negotiation plays a fundamental role in the development of agents and their collaborations.
As a result, we have tried throughout this chapter to clarify the notion of negotiation in real
life as in multi-agent systems by giving some definitions, furthermore we tried to give most of
the principles that make it possible to understand the negotiation between the agents without

forgetting the concepts on which it is based.
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Chapter 3

CLOUD COMPUTING AND SaaS
CONTRACTS

3.1 Introduction

Undeniably, internet technology has been growing exponentially since its inception. Currently, a
new "trend" has appeared in the world ofInformation technology(IT), which is Cloud Computing
[60] [61] [62].1t is a steadily maturing large-scale model for providing on-demand IT resources
(compute, storage, networks, platforms and applications) as a service over the Internet. With
the evolution of virtualization, high-speed Internet access and especially the support of leader I'T
companies. Cloud Computing has become one of the fastest growing fields in the IT industry
[63], [61], [64], [65]. This increasing attractiveness of Cloud results from its efficiency and
flexibility, enabling customers to rapidly provision and access resources from anywhere and at
any-time on a pay-per-use basis. Cloud Computing allows its users to avoid the installation
and management efforts by externalizing their hardware and software resources to a large-scale
environment promoting high availability and reduced costs.

In this chapter we present the basics of Cloud Computing, this chapter is divided into two main
section. At first we present different definitions of cloud computing, and different concepts

related to it. Then we explore the Software as a Service(SaaS)contract and its different clauses.
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3.2 Cloud computing

3.2.1 Cloud Computing Definitions

Cloud computing is a large and dynamic field, so that today no one claims to have a clear
and absolute definition. Indeed,several definitions of cloud computing have been published but
most of them seem to focus only on certain aspects of this technology. Among these definitions

we cite the followings :

e Foster et al. [66] defined Cloud computing as “a specialized distributed computing infras-

tructure with four main characteristics:

1. It is enormously scalable,

2. It is an intellectual entity that delivers different levels of services to clients,
3. It is driven by economics by scale, and

4. Tts services can be configured dynamically.”

® According to the official National Institute of Standards and Technology (NIST) definition [67],“ Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly
provisioned and released with minimal management effort or service provider interaction and users are billed

according to their usage of services.”

® According to Forrester Research [68], cloud Computing is : “A standardized IT capability (services, software

or infrastructure) delivered via Internet technologies in a pay-per-use, self-service way.”

® The European Network and Information Security Agency (ENISA) [69] has defined Cloud Computing as “on-

demand service model for IT provision, often based on virtualization and distributed computing technologies.”

® Also the J. Kaplan (2008) in [70] has defined the Cloud Computing as “a broad array of the web-based
services aimed at the allowing users to obtain a wide range of functional capabilities on a 'pay-as-you-go’ basis

that previously required tremendous hardware/software investment and professional skills to acquire”.

® While B. Martin (2008) in [70] propose the following definition of Cloud Computing " Cloud Computing
really comes into focus only when you think about what IT always needs: a way to increase capacity or add

capabilities on the fly without investing in new infrastructure, training new personnel, or licensing new software”

With cloud computing it becomes easier to access data with several devices. Especially for mobile devices
this can be really useful since the only thing that is needed, is an Internet connection. In Figure 3.1 a diagram

is shown of a cloud based solution.
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Figure 3.1: Cloud computing diagram.

3.2.2 Cloud Service Models

Cloud Computing services are provided in many forms to customers according to their specific needs and
these models are classified into three types of services: 1) Infrastructure as a Service (IaaS), 2) Platform as a
Service (PaaS), and 3) Software as a Service (SaaS) [71] [72]. Other services have also been mentioned in the
existing literature, such as Hardware as a Service (HaaS) [73]. However because of non-existence of exact and
clear definition of these services, mainly three of the services are considered. These 3 services are the most

important pillars of the Cloud through which the cloud solutions are provided to the customers.

3.2.2.1 The IaaS

Infrastructure as a service (IaaS) is the most basic service model since it offers a total infrastructure. This
includes processing power and storage capacity. Sometimes firewalls and load balancers are offered but this
functionality often belongs to the PaaS model. Providers with this service model have large amounts of storage
and processing power which they supply on demand. The customers of these providers can install some operating
system images as well as applications. By doing this, the customer has a lot of freedom to create his own
environment. The downside of this is that basically only network architects can work with it since a complete
network has to be set up. In this situation the provider often owns all the equipment and the operating systems
and applications will run all in the cloud. This has as an advantage that when the hardware at the client’s side
breaks or gets stolen, it is easy to replace it. The client will just have to buy some new hardware to access the
cloud and there he can find all the data. Mark Russinovich (Microsoft) explains the TaaS solution as servers on
demand. An IaaS solution is the only service model that delivers completely platform independent resources to

its users [74].

3.2.2.2 The PaaS

Platform as a service (Paas) is typically designed for software developers and provides them with platforms to

design, develop and deploy applications. PaaS platforms are high-level integrated environments (OS, program-
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ming languages, libraries, databases, web servers . . . ) supporting the full software life-cycle. PaaS users have
full control of the applications and the environment configuration settings, but no control of the underlying in-
frastructure that is maintained by the cloud provider. This aims at simplifying the software development process
and allowing developers to focus on their applications’ core features without worrying about complex low-level
management operations. Examples of popular Paa$S platforms include Google App Engine [75], Microsoft Azure

Cloud Services [76] and Pivotal Cloud Foundry [77] .

3.2.2.3 The SaaS

Software as a service (SaaS), is the highest level of the Cloud stack that delivers complete applications to
consumers through the internet. The SaaS provider is responsible for hosting, managing and controlling the
application and its running environment (hardware infrastructure, software stack, access and security aspects,.
.. ). Details about the underlying infrastructure are transparent to SaaS users, who have simple access to the
application’s functionalities without the ability to control or customize its features. The SaaS delivery model has
notably been popularized with SalesForce [78] and its Customer Relationship Management (CRM) application.
Today the SaaS is more widespread with many new offerings such as social media platforms, e-mails, business

accounting, collaboration, management applications and online-gaming.

Apart from being the services stack these layers indicates the roles and responsibilities of the users and
providers. As the height of the layer increases, the managing responsibilities are shifted from users to the

providers, and this is shown in Figure 3.2.

This figure demonstrates how the cloud provider has more operational responsibilities for PaaS and SaaS

applications compared to IaaS.
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3.2.3 Cloud Deployment Models

There are three main types of deployment models for cloud computing (See Figure 3.3): 1-public, 2- private,
and 3- hybrid.
These cloud models share common characteristics but the main difference is because of the different groups of

users for whom the Cloud is built.

Hybrid Cloud — Combining
a Private and Public Cloud

Public Internet J\

Cloud Services

Enterprise

S

Enterprise 2

Figure 3.3: Cloud deployment models.

3.2.3.1 The Public Cloud

Public cloud is the most popular cloud computing deployment model at this moment. It provides a cloud service
opened to the public. It can support a large number of requests with low cost. Public cloud providers [71]
provide their clients with a variety of resources, including physical infrastructure, applications, software runtime
environment and security, management, deployment and maintenance of these resources.When clients are using
IT resources, they only need to pay resources and services they use. Though they share resources with other
public cloud clients, they do not need to know about other clients or how the cloud platform is structured. Cloud
provider is the only one who can control the physical facilities and make sure of the non-functional requirements
like safety and reliability. Many big IT companies, like Amazon’s AWS [79], Microsoft Windows Azure [76],
Google’s Google Apps [80] and Google App Engine [75], provide their own public cloud services.

3.2.3.2 The Private Cloud

The private Cloud, also known as enterprise Cloud, is another deployment model for cloud services. In this
model the cloud resources are not shared by unknown third parties but are exclusive to a single organization
only [81]. The cloud resources in this model may be located within the client organization premises or offsite.

In this type of cloud the general public does not have access to the private cloud neither does the organization
use the public cloud [82]. So private clouds can offer the provider and client greater control, security, and

resilience than public cloud.
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3.2.3.3 The Hybrid Cloud

The hybrid Cloud, as suggested by the name, is a combination of both public and private Cloud , this combina-
tion allows to keep the client’s privacy and low the costs of building the cloud. By using hybrid cloud, enterprise
can put the important or high security level parts of applications in their private infrastructure while others in
the public clouds to decrease costs. Though hybrid cloud is not as popular as public cloud and private cloud,

there are still some hybrid cloud products, like Amazon VPC [75].

3.2.4 Cloud Actors

There are five major actors identified by NIST [83] in the cloud reference architecture. Each actor performs a
specific set of activities, and also the roles of these actors are interchangeable depending on the configuration
of the particular cloud model.

Table 3.1 briefly lists the actors defined in the NIST cloud computing reference architecture.

Table 3.1: Actors in Cloud Computing

Actor Definition

A person or organization that maintains a business relationship with,
and uses service from, Cloud Providers.

Cloud Costumer

A person, organization, or entity responsible for making a service avail-

Cloud Provider able to interested parties.

A party that can conduct independent assessment of cloud services, in-
Cloud Auditor formation system operations, performance and security of the cloud im-
plementation.

An entity that manages the use, performance and delivery of cloud ser-
Cloud Broker vices, and negotiates relationships between Cloud Providers and Cloud
Consumers.

An intermediary that provides connectivity and transport of cloud ser-

Cloud Carrier vices from Cloud Providers to Cloud Consumers.

3.2.5 Benefits of Cloud Computing

Cloud Computing with its different deployment and delivery models offers a number of benefits to businesses
[84], [85], [86], [87], [88].

These benefits are:

a) Economies of scale resulting in low-costs of IT infrastructure, low maintenance costs and low IT adminis-

tration costs.
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b) It offers easier data monitoring.

c) The quality of E-Mail service, collaboration tools & storage services are better than any of the available

paid on-premise services.
d) Quick & effective Communication with anytime anywhere access.
e) Improved performance as a result of having access to dynamic and scalable computing.
f) Security will be taken care of by the provider.

g) Universal access to computing resources.

3.3 SaaS contract

3.3.1 Cloud Software as a service

Before Cloud computing came into view, SaaS had been successfully implemented in the servers of SaaS ven-
dors and it was delivered via Web [89]. But, when there was an increasing demand for SaaS each year [90],
SaaS vendors need to find a solution to cope with these growing requests. An obvious solution for this problem

is to host the SaaS in a Cloud computing infrastructure as it provides scalability to the SaaS that runs in a Cloud.

Based on the published definitions of Software as a Service , the best basic definition of SaaS is provided
by Chong and Carraro [91], who’s referred to as a software deployed as a hosted service and accessed over the

Internet.

A SaaS model for serving customers in Cloud is shown in Figure 3.4. A customer sends requests for utilizing
enterprise software services offered by a SaaS provider, who uses an application layer to satisfy the customer’s

request.

SaaS Costumer

@ |
T T

1.Request Software Service 2.Provide Access Information

4

Application Layer

SaaS$ Providers

Figure 3.4: A system model of a SaaS layer structure.
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3.3.2 The advantages and disadvantages of SaaS

3.3.2.1 Advantages

When we subscribe to a software service rather than purchase a software license, we get the following advantages:

e Saving money

1. Cost Reduction
We avoid overhead costs associated with the implementation of traditional software. Typical soft-
ware implementation involves the purchase and maintenance of servers, the safe storage, installation
and maintenance of software. This requires time and effort, IT, experienced staff and diverts em-

ployee efforts on a certain number of levels outside of your organization’s core mission.

2. The Use
we pay a monthly or annual subscription. Compared to a traditional software license, this payment
structure subscription is to our advantage, we can cancel or modify our subscription at any time

without losing a significant initial investment.

e Time optimization
By eliminating most of the typical runtime tasks associated with licensed software and having the software
already installed running on the SaaS provider’s data center, the deployment time tends to be much

shorter with SaaS application.

e Focus Budgets on Technology and Competitive Advantage rather than the infrastructure
When we subscribe to a hosted web-application, we free our organization of high-cost technical support

and time management, including:

— Purchase and support the server infrastructure needed to install and maintain the software inter-

nally.

— Provide the necessary equipment redundancy and hosting to ensure security, reliability and scala-

bility.

e Immediate access to the latest innovations
With traditional licensed software, we usually have to wait for the next release to benefit from the
latest innovations or move our organization to a new browser or operating system. Given the cost and
complexity of switching to a new version, it may not even be practical to upgrade each time a new version

is available.

On the other hand, with a SaaS subscription, we benefit from innovations on an ongoing basis. As

soon as a new feature or enhancement appears in the app, we can start using it.

e Join a community of interest
The purchase of a traditional software license is much of an individual affair. However, when we subscribe
to a SaaS application, we become a member of a community whose demands are the focus of concern.
SaaS changes the relationship between software vendors and customers. In a service environment, a

convergence of interest between the customer and the seller that is more intimate than the one expressed
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in the world of conventional applications.

Intimate results because :

— SaaS providers continually monitor how their customers use the app.

— Customers can easily compare themselves to their peers.

3.3.2.2 Disadvantages

Despite these advantages, there are disadvantages that cause business problems in the SaaS approach:

e Requiring a constant internet connection, can be slow in case of slow internet connections, limited features
offering, security might not meet the organization standards, danger of loss of business in case of data

loss or cloud vendor filing for bankruptcy [86], [92].

e The problem of respecting the confidentiality of company data is very often put forward as a brake on
the adoption of SaaS services. This is probably the most delicate aspect of SaaS resistance in the sense
that in the end it is reduced to the trust that the company’s decision-makers have in the provider. The
disclosure of information to unauthorized third parties may have an accidental origin, as in the case of

Google [93] in early March 2009 : Documents stored on Google Apps were visible to unauthorized users.

3.3.3 SaaS Contract Definition

A SaaS contract is an agreement between a service provider and a customer of a SaaS solution .It is used to
define the terms of service, licensing requirements, and other legal terms to clients of Software as a Service

companies.It provides an on-line reference to both the providers of the software and its users.

3.3.4 Common Clauses of SaaS Contracts

SaaS Contracts make it easy to present all legal documentation at once to service users. the content of the
contract differs from a service provider to another.Depending on their preferences SaaS service providers can

include any other documentations or conditions .Common parts of a SaaS contracts are the following :

1. Scope of the agreement

Includes the parties of the contract as well as a global definition of the contract.

2. Contract Period
the contract Period or The term of contract is the length(duration)of the agreement between the service

customer and provider.

3. Pricing
This clause is concerned with the The amount which is to be paid by the service customer for continued

use of the software.

4. Confidentiality and security
Each party shall treat as confidential all Confidential Information of the other party, shall not use such
Confidential Information except to exercise its rights and perform its obligations under this SaaS Agree-

ment, shall not disclose such Confidential Information to any third party, and shall effect and maintain
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10.

11.

12.

adequate security measures to safeguard the other party’s Confidential Information from unauthorised

access or use.

. Monitoring and control, audit and inspection

Monitoring and Control present the structure, policies, and procedures used to ensure that the objec-
tives of a contract are accomplished and providers meet their responsibilities, while audit is the process
of checking that compliance obligations have been met, including that the required inspections have

been done.

. Dispute resolution

Each party must, to the extent possible, continue to perform its obligations under the Agreement even

if there is a dispute.

Default termination and early exit

Includes termination rights , consequences of termination or expiry on both parties of the agreement, as
well as causes for service provider to restrict or suspend the customer’s access to the SaaS Service.

If a Party fails to perform or observe any material term or condition of the contract and the failure

continues, the other Party may terminate the contract.

. Service Level Agreement (SLA)

SIA is the service contract component that provides objective and measurable assessments of key elements

of the service in the provider’s standard form contract, including:

e Service availability :
means the number of minutes in a year that the key components of the SaaS Services are operational

as a percentage of the total number of minutes in such year

e Service response time :

the performance of the service is related to the response time .

Warranties and Indemnities
The requirement of one party to pay for any necessary defence costs and damage awards in the event of

a third-party claim.

Intellectual Property
includes copyright and all rights existing anywhere in the world conferred under statute, common law or
equity relating to inventions (including patents), registered and unregistered trade marks and designs,

circuit layouts, data and databases.

Penalties
If the service which was delivered does not achieve service objectives or is below the performance mea-

surement, some penalties will follow.

Limitation of liability

Describes in specific terms the level of liability of the SaaS service provider and client.
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3.4 Conclusion

In this chapter,and in the first part we discussed the cloud computing paradigm that allows companies to have
infrastructure and software directly online on the Internet. Then we showed the three cloud services IaaS, PaaS
and SaaS. These three services can be deployed in three different topologies: Public Cloud, Private Cloud and
Hybrid Cloud. After that we presented the different actors in the cloud environment and why cloud computing is
beneficial for business.In the second part we studied SaaS , a software deployment model in which applications
are accessible through the Internet as well as its pros and cons.Then we gave a global description of SaaS
contracts,their definition and some common clauses that we can find in all SaaS contracts which can ensure

that expected requirement and efficiencies are actually achieved .
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Chapter 4

PROPOSING A NEGOTIATION
PROTOCOL FOR SaaS CONTRACTS

4.1 Introduction and Motivation

In a multi-agent system, agents interact in order to accomplish tasks or to achieve goals. The interaction takes
place, usually in a common environment where the agents have different areas of influence, including various
parts of the environment on which they can act. These areas can be disjointed but in most cases, they over-
lap.By interacting in such a shared environment, agents must coordinate their actions and have mechanisms for

resolving conflicts.

The preferred mechanism for conflict resolution and coordination , inspired by the human model, is nego-
tiation .
In the case of intelligent agents and in multi-agent systems, negotiation is a basic component of the interaction,

especially because agents are autonomous [94].

In this chapter, we give a detailed description of our contribution, which consists in proposing a protocol
that allows the negotiation of the SaaS contracts between two parties; Cloud Service Customer (CSC) and
Constraint Satisfaction Problem (CSP)s .For that, we start by introducing the problem that we are trying to
solve as well as the objectives aimed at by this study .Then we present some related work and discuss a lit-

tle the contribution of the new solution, after that we present the general functioning of our negotiation process.

In the second part of this chapter, we discuss the relationship of our solution with Contract Net Protocol
model. In a third place, we introduce the global process of the proposed negotiation.Then in the fourth part,
we begin by presenting the proposed protocol in a global way. After that we try to give a detailed description
of the different internal evaluation functions of the proposals, and counter proposals, as well as the mechanism
used to generate a proposal or a counter proposal. Then in the fifth section of this chapter, we present the

architecture of a negotiating agent that we adopted in our work.And finally, we will end this chapter with a
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conclusion.

4.2 Problem Statement and Objective

Negotiation plays a fundamental role in Cooperation Activities by enabling people to resolve conflicts that could

jeopardize cooperative behaviour.

Typically in Cloud computing, and specifically in Software as a Service(SaaS), which is One of the most
important models of delivery in the Cloud ,a software is offered as a service by cloud service providers who
also define their service contract, costumers, on the other hand search for services,and in order to Select the

most appropriate one , negotiation that enables them to impose their requirements on Cloud providers is needed.

Our objective is to propose a negotiation protocol for SaaS Contacts that allows the two parties;the(SaaS)cloud
service customer and the cloud service providers to enter a negotiation concerning multiple issues of the contract
related to the service in question ,in an automated way , and for that we propose to include intelligent agents
in the functional architecture of the protocol .The proposed protocol is based on multi-agent systems (MAS).
The choice of multi-agent systems can be justified by the fact that these systems have several good properties

that make them more appropriate to our working context, among these properties we can mention [95]:
The distribution geographically and logically of entities, data or heterogeneous information;

The complexity of the global problem to be solved, which can only be manipulated by heuristic strategies

using local data or knowledge;
Dynamic environment requiring, for problem solving, reactive and adaptive entities;

Openness It is not possible to give a complete specification of the problem to be solved nor to define a global

utility function.

As a result, multi-agent systems seem to be particularly well suited to modelling the issues (distribution,
openness, flexibility and collaboration of services) underpinned by the negotiation of SaaS contracts .That’s why

the object of our study will focus on the study of MAS solutions for the modelling of SaaS contracts negotiation.

4.3 Related Work

In this part, we will review the negotiation frameworks that have been proposed in areas related to our work ,

to discuss their limitations and our contribution.

In [96], the authors proposed a broker-based negotiation to deal with the various demands of cloud customers.

Typically, the broker will select suitable providers and negotiate with multiple providers on behalf of customers.

In [97], the author proposed a complex Cloud negotiation mechanism that uses three types of agents: consumer
agents , provider agents and broker agents ,the proposed mechanism uses negotiation to establish an SLA (
cf.chapter 3 ) between cloud participants. The negotiation happens between consumer agents and broker, and

also between provider agents and broker agents.
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In [98],the authors designed a cloud SLA negotiation mechanism to support a flexible establishment of SLAs
for both providers and customers. The novelty of the SLA negotiation mechanism is that it can support

multi-issue negotiation.

In [99], the authors suggested using automated and intelligent negotiation solutions for reaching an SLA for

an open competitive computational grid.

In [100], the authors proposed an automated negotiation mechanism for grid resource negotiation. These
negotiation mechanisms are designed for price negotiation, but fail to consider other SLA issues such as service

time slot and response time.

In [101] [102], the authors considered a cloud services market in which a client creates an SLA proposal for
each provider, then providers give their offers. Afterwards, the client selects the provider whose SLA offer suits

best its requirements.

In [103], the authors proposed a broker-based framework for Software as a Service (SaaS) . The SaaS Broker
selects a suitable SaaS provider on behalf of the service consumer. Then, it negotiates the SLA terms with that

provider based on the quality requirements of the service consumer.

In [104], the authors considered a concurrent one-to many negotiation mechanism for Grid resource co-

allocation, with a consumer agent negotiating for multiple resources in multiple Grid resource markets.

4.3.1 Contribution compared to Related work

There is not much research for cloud computing in this area of negotiating contracts (SaaS contracts). and
for that reason we chose to compare our proposed model with related work (subsection 4.3) , by defining some
fields of negotiation which related works highly missed.

The negotiation for cloud computing has to show adaptability in these manners : multi-issue negotiation,

automated negotiation,and negotiating with the multiple providers.

e Multi-issue negotiation : The cloud service customer and the cloud service provider needs to negotiate

over the multiple issues with the capability of giving preferences for each issue.

e Automated negotiation : The adaptability which allows the cloud service providers and customers to

perform the negotiation process by using given intelligent agents .

e negotiating with the multiple providers : The cloud service customer should be able to negotiate with
the multiple cloud service providers and then compare the outcomes with each one in order to choose

the best offer.
In further aspects, we can deduce other limitations of related works that were listed previously:

In [96],authors suggest that cloud customers always choose using brokers to negotiate for them ,The issue with
using brokers is that brokers will work on ending the negotiation with agreement, so they can obtain a

commission from the deal.
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In [97], the proposed mechanism requires the presence of the broker agents in order for the negotiation to
happen, these types of agents work as inter-mediators between the other two types of agents,and as we

mentioned above using a broker has its own issues.

In [98], the work only supports 2 issues which are time slot (Duration) and price negotiations. Also, in their
work providers and customers have to end the negotiation with an agreement.providers and customers

have to end the negotiation with an agreement.

In [99],the authors proposed approach is based on the negotiation in grid which is totally different from the one
in cloud computing, furthermore their approach lacks a negotiation strategy that maximizes provider’s
profit since the negotiation is between users that want to use the same resource instead of providers

competing for a customer (and that’s the case in cloud computing).

In [100], the proposed mechanism is designed for price negotiation, but fail to consider other SLA issues or

SaaS contract issue in overall.

In [101] [102], the proposed solution supports one issue which is pricing, and focused only on the service

level agreement rather than the main contract.

In [103], the proposed framework doesn’t allow a direct communication between the service consumer
and provider, everything has to go through the broker, furthermore this framework is only concerned

with service level agreement.

In [104], the authors proposed mechanism is in the field of grid computing which makes the negotiation
process totally different from cloud computing. Moreover, their mechanism does not explicitly consider

multi-issue negotiations.

Given the requirements above and the limitations, we propose an agent-based, multi-issue negotiation
protocol for the SaaS Contract, this proposed work will allow the Cloud Service customer to negotiate directly
with multiple Cloud Service Providers and to choose the best deal among the ones offered by those providers -if
found-, giving them the ability to end the negotiation without an accord on both sides .The negotiation process
will be performed through intelligent agents in a multi- agent system.and unlike the approaches above our
negotiation will be concerned with the SaaS contract issues, including ones from the SLA which is a document

attached to the contract.

4.4 Proposed model

4.4.1 General running of negotiation

The negotiation in our work is defined as a process which has three main components :
e The negotiation parties
e The negotiation object

e The negotiation protocol
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The parties of the negotiation in our work are the Cloud Service Customer(CSC) and Cloud Service

Providers(CSPs).
e Cloud Service Customer is the one that uses cloud computing services.

e Cloud Service Providers are those who provide cloud services to consumers.

The object of negotiation is Cloud service contract and to be specific the Software as a Service (SaaS)
provided by the service provider.The attributes of this negotiation object are the set of parameters of this service
indicated in the SaaS contract. Clearly, an attribute ( a clause of the SaaS contract) may be negotiable or non-
negotiable. This corresponds to the possibility of modifying or not the value of the attribute in a proposal. We
can cite as an example of negotiable parameters(attributes):Price,Period...etc.As for non-negotiable parameters,
there are for example: Monitoring and control, audit and inspection,liability...etc. These parameters and others

are explained on the previous chapter.

The negotiation protocol can be described as follows ;agent A (the representative of a service customer)
with the request for proposal "cfp" is the initiator of the negotiation. And according to the proposal that it
receives from the other party; each agent B (the representative of each service provider), the agent A can answer
with a rejection, an acceptance or a counter-proposal. thus by iteration on the proposals, both agents try to
change values according to their needs. The negotiation process therefore leads to successive changes in the

parameters, in conflict.

To modify the parameter in conflict, one can already imagine several scenarios. For example it would be
possible to carry out a policy of looseness of the constraints (to be less demanding), in the realization of a

particular effort (to be more efficient), or the refusal of admittance (stick on one’s positions).

in the next section, we discuss the relationship between the Contract Net Protocol(CNP), and the proposed

protocol.

4.4.2 Applicability of CNP to the proposed negotiation protocol

The negotiation protocols that we presented on the second chapter of this study allowed us to have an overview
of the details of these used protocols.

the proposed negotiating protocol is based on the Contract Net Protocol(CNP). this protocol may be suitable
for solving our problem because it is a distributed negotiation protocol that gives agents more control, unlike
other protocols that are centralized and require a mediator whose role is to disseminate information between
agents. This protocol is both based on the approaches of game theory and heuristics.

The strategies clearly depend on the target application and are all the more detailed as they are coupled to the
application. a fine and application-specific strategy strongly determines the outcome of the negotiation and the
speed of convergence to the point of agreement.

We can distinguish simple strategies that involve linear or quadratic types of functions (or any type of hard-
wired function that are generally suitable only for negotiation on a single given criterion, and the more complex

strategies of Jennings [105] [106] [107] that implement functions of evaluation(multi-criteria weighted additive
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function) and of proposal (concession, give and take , add-drop)that are more evolved.
In recent models, agents can be both cooperative and competitive and exchanges are formalized. So for the
decisions of the agents, (acceptance / refusal) of the contracts,the strategy that implements a multi-criteria

weighted additive function and is sufficiently general and may be suitable for our negotiation protocol.

4.4.3 Global process of negotiation

in the literature and when using agents in a context of e-business negotiation, we can consider three possible

cases:

O The use of agents upstream of the negotiation: which manifests itself at the level of research and the collection
of information about the various potential partners on the virtual marketplace, more correctly the user
activates and configures a broker agent and sends it to the virtual market place during this time other
companies / brokers have sent representative agents on the marketplace, agents will try to search and

collect information on potential partners before triggering the negotiation process

O The use of the agents during the negotiation: in this case the agent will move to the negotiation process

after choosing his potential partner, so we need a negotiation model

O The use of agents downstream of the negotiation: the conclusion of an agreement after a negotiation may
turn out later to be incomplete and lacks perfection as both parties hoped .Therefore, there may be
false interpretations of the contract findings, supporting manipulations post-finding .In this perspective,
the use of intelligent agents downstream of the negotiation can be extremely useful. They can ensure
some kind of monitoring over the findings of the negotiation and its applications to ensure the necessary
follow-up. In addition, in the perspective of the absence of any problem likely to call into question the
findings of the negotiation, the intelligent agent can also be used to collect essential information for the
smooth running of subsequent negotiations with the same potential partner. For this, the intelligent
agent will try to ensure some kind of monitoring over on the partner in question ,and as soon as a need
arises, he will leave to offer his services. Finally, just as in the case of the use of intelligent agents in
upstream of negotiation, their downstream uses of negotiation is done in the pure prospect of research

and information gathering.

As part of our work, we will focus on the use of intelligent agents in both the upstream of the nego-
tiation and during negotiation. Our work will be be composed of three phases: discovery, selection and
negotiation , in which the first two phases are part of the upstream of negotiation and the third one is

the main negotiation itself (Figure 4.1).
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Figure 4.1: General Architecture of the framework’s phases

Phase 1 : Discovery

This is an important phase , because it will provide the input to the next one , the output of this phase
is the set of CSPs offers after the call for proposals sent by the CSC, both inputs of the call for proposal
and the offers are entered by the users.So each user whether it is the Cloud Service Customer or the

Cloud Service Providers, will be able to update their offers and requests via a user interface.

Phase 2 : Selection

This phase will use the output of the one that Precedes it as an input for the CSC’s selection function
, the function will go through all the offers proposed by the set of CSPs candidates, one by one , and
then filter them in order to select the best matched candidates. The selection function will include the
detailed standards of the demanded SaaS service.The output of this phase will be the CSPs that been

selected and with whom the CSC will be negotiating separately.

The discovery and selection phases work together, and we can describe their flow of action as follows :
given an initiator agent A, that presents the Cloud Service customer,and another agent B representing a
Cloud Service Provider. The agent A starts the discovery phase by sending a call for proposal(cfp) that
contains values of the SaaS contract
Agent B , and after it evaluates the call for proposal, using an internal evaluation function "proposal

evaluation' responds either with a rejection or a proposal.
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In the case where the agent B responds with a rejection,agent A excludes the CSP represented by agent

B from entering the selection phase.

In the case where the agent B responds with a proposal, it enters the selection phase , then agent A
evaluates the proposal and makes a decision based on an internal function'Providers Selection",according
to the decision agent A either excludes the CSP from being selected ,or accept the primary offer and
awards the CSP presented by agent B , in other words selects it to start the negotiation with.

The discovery and selection process we proposed is illustrated in the sequence diagram below(Figure 4.2

)

Agent A (CSC) Agent B CSP)

Call for proposal(cfp)

Rejection Evaluate cfp

Proposal

Evaluate proposal Elimination

Selection for negotiation

Figure 4.2: The proposed discovery and selection sequence diagram

our work takes into consideration the use of agents upstream of the negotiation ; presented by the
discovery and selection phases

The following algorithm 4.1, illustrates the discovery and selection of CSPs as a pre-negotiation process.
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Given an initiator agent A representing the Cloud Service Costumer(CSC), an agent B rep-
resenting candidate cloud service provider (CSPs) among many others, a set of negotiable

parameters of Saas contract.
1. The initiator agent A sends a call for proposal (cfp) to the agent B.

2. The agent B evaluates the call for proposal using an internal function “evaluate pro-

posal”.

3. The previous evaluation allows agent B to make a decision, either it responds by a

proposal or a rejection (refuse).

4. If response(B) = rejection ThenThe agent A eliminates the agent B from being

selected for negotiation.
Else

If response(B) = proposal Then The agent A evaluates the offer to select agents for
negotiation using an internal function “ select for negotiation ” and either ,selects
the agent B to start negotiation with, or eliminate agent B from being selected to

start negotiation with .

EndIf

EndIf

Listing 4.1: The proposed Discovery and selection phases

Phase 3 : Negotiation

In this stage, the Cloud Service customer will negotiate separately with each selected Cloud Service
Provider(see, Figure 4.3). Then, the outcomes of each session of the negotiation will be compared with
each other. So basically the customer is is interested by the service provided by each provider but with
some modification in the parameters of the service that means changes in the proposed offer, therefore,
and at this level, the negotiators CSC and CSP will use agents that present them on the cloud computing
marketplace, the two agents will try to come to an agreement on the parameters of the SaaS contract
in question and this by following the CNP standard. The output of this phase is the final output of the
system , so the best outcome from the customer’s perspective will be picked up, which will be the agreed

value for each parameter in the SaaS contract.
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Figure 4.3: Agent-based architecture for SaaS contract’s negotiation

We describe the negotiation phase in the following manner : given an initiator agent A, that presents the
Cloud Service customer, and that is willing to enter negotiations with another agent B representing a Cloud
Service Provider,and which it is interested in its provided service but does not agree with some provided service
parameters. The agent A starts the negotiation phase by sending the fist proposal that contains values of the
SaaS contract parameters, which it wishes to verify.

Agent B | and after it evaluates the received proposal, using an internal evaluation function, responds either

with an acceptance, a rejection or a counter-proposal.
In the case where the agent B responds with an acceptance, the negotiation process ends with success.
In the case where the agent B responds with an rejection, the negotiation process ends with failure.

In the case where the agent B responds with an counter-proposal, agent B evaluates it, using a counter-
proposal evaluation function.Based on this evaluation, agent B sends a new proposal or (counter-proposal) to
Agent A.

In this manner, the process will continue until stopping condition (criteria) is reached, This condition refer to
the number of counter-proposals sent and received by the two agents in the negotiation process.

The negotiation process we proposed is illustrated in sequence diagram below ( Figure 4.4 )
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Figure 4.4: The proposed negotiation sequence diagram

The following algorithm 4.2 illustrates the proposed negotiation protocol
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Given an initiator agent A | representing the Cloud Service Costumer (CSC), and an agent B
representing the selected cloud service provider(CSP) for negotiation, a set of negotiable parame-

ters(issues) of the SaaS contract, a counter X of counter-proposals.
1. Initiator agent A,sends a proposal p4 to agent B, to start the negotiation.

2. Repeat

a. The agent B evaluates the proposal (or counter-proposal) using an internal function “eval-

uate proposal”.

b. The previous evaluation allows agent B, to make a decision, either it responds by: a

rejection,an acceptance or a counter-proposal.
c. If response(B) = rejection ThenAgent A ends the negotiation process with failure.
_Else
If response(B) = Acceptance Then End of the negotiation process with success,
Else
_If response(B) = Counter-Proposal Then Increment the counter X,

If X = limited number of counter-proposals Then End the negotiation process

with failure.

Else Agent A evaluates the counter-proposal using an internal function “evaluate

counter-proposal”; sends a new proposal (Or counter-proposal) and goes to (a).
EndIf
EndIf
EndIf
_EndIf

Until( X = limited number of counter-proposals)OR (End of the negotiation process with

failure)OR (End of the negotiation process with success);

Listing 4.2: The proposed negotiation protocol
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4.4.4 ldentifying the SaaS contract negotiable parameters

SaaS Contracts make it easy to present all legal documentation at once to service users. the content of the
contract differs from a service provider to another.Depending on their preferences, SaaS service providers can
include any other documentations or conditions.

A customer’s room for negotiation of the SaaS contract depends heavily on the provider; smaller providers will
be much more open to wholesale changes than the larger providers.

The negotiable parameters(issues)of the SaaS contract are listed in the table 4.1 below.

Table 4.1: Negotiable parameters of a SaaS contract

Parameters Description
Price The SaaS service charges.
Contract period The duration of the SaaS contract.

Service availability | Uptime of service in a specific time.

Response time The service response time which is a measure of its performance.

Intellectual property | The owner of copyright and all rights regarding the service using output.

The Service Availability and Response Time are parameters of the SLA of the SaaS contract, and we

chose them as negotiable parameters for the overall SaaS contract

4.5 Internal evaluation functions

Negotiation is a form of decision-making, where two or more parties, together, explore possible solutions to reach
an agreement. In general, negotiation can be classified according to the number of parties involved and the
number of negotiated attributes (parameters). in terms of the number of participating parties, the negotiation
scenarios can be one-to-one, one-to-many or many-to-many. in terms of the number of negotiated attributes,

the negotiation can relate to only one attribute or to multiple attributes.

4.5.1 Constraint Satisfaction Problem (CSP) for negotiation

A constraint-satisfaction problem (often shortened to CSP) has two ingredients. The first is a set of variables,
each associated with a set of possible values (called its domain). The other is a set of constraints — a fancy

word for rules — that describe relationships among the variables [108].

When we select a value for each variable, we have what’s known as an assignment or a state. Solving a CSP

means finding an assignment that satisfies all the constraints. A CSP may have any number of solution states
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(including zero).

Even if the name is new, the idea of a CSP is probably familiar. For instance, many brain teasers — like

Sudoku or crosswords or logic puzzles — are really just constraint-satisfaction problems.

In our work we try to combine the multi-attribute utility theory (cf next section)and the constraints in the
values domain to specify a more complex preferences. Using the Multi-Attribute Utility Theory (MAUT) with
constraints allows us to express the constraints and preferences for example: the total price of objects to be

bought has to be less than 30000DA and preferably less than 2500DA.

4.5.2 Evaluation of proposals and counter proposals

The agents in the proposed protocol use the Multi-Attribute Utility Theory and constraint-based reasoning for

the evaluation, the selection, and the generation of proposals and counter proposals.

4.5.2.1 The Multi-Attribute Utility Theory(MAUT)

Multi-Attribute Utility Theory is an evaluation scheme which is very popular by consumer organisations for

evaluating products.

The purpose for using utility theory in decision making is to create a mathematical model to aid the process.

It gives the decision maker the ability to quantify the desirability of certain alternatives. [109]

It is been used as standard decision making tool in USA and many European countries. As it is multi criteria

decision making method and its simplicity and easiness in formulation of model.

Based on the MAUT, the overall evaluation u(z) of an object x is defined as the weighted sum of its evaluation

with regard to the relative values dimensions

Combined evaluation is defined by the following function:

u(zx) = Zwiui(x)

Here, u(x) is the evaluation of the object on the i-th dimension of value d; and w; is the weight that determines

the impact ofn the i-th dimension of value on the overall evaluation ,n is the number of different dimensions of
values, and Zwi =1.
n=1

Example : To illustrate how to apply the MAUT , the following example is used : A faculty director
wants to evaluate his students. In this context, the alternatives to this decision problem are the students and
the preferred attributes by the decision maker are the students grades in mathematics (M), physics (P) and
language (L). The preferred attributes (M) and (P) are expressed on the definition space Qp, = [0,20] and the
attribute (L) is expressed on the discrete definition space Q, = {A, B,C, D, E} . The decision maker wishes to

compare three students S,,S}, et S. whose grades are shown in the following table 4.2.
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Table 4.2: Example :Students grades

Mathematics (M)

Physics (P)

Language (L)

Student S, 16 16 B
Student S, 18 18 C
Student S.. 16 15 B

The director uses the same utility function ups, : [0,20] — [0, 1] for the criteria (M) and (P). He is perfectly
satisfied when a student’s grade is worth 157, = 20. On the other hand, if a student’s grade is less than or
equal to Oarp, = 8, the director is totally dissatisfied. By definition, uas,(8) = 0 and uprp(20) = 1. Furthermore,
he strongly prefers a mark of 16 to 12, whereas he prefers only moderately a mark of 12 (respectively 20) to 8
(respectively 16). Regarding the criterion (L), the director is perfectly satisfied if the student has obtained the
mark 17, = A and totally dissatisfied if he has obtained the mark 0;, = E . By definition, ur(E) = 0 and uy,(A)
= 1. In addition, the director’s level of satisfaction varies linearly between A and E. The utility functions

function wupsp, and function uy, , (cf. Figure 4.5) model the decision maker’s preferences.

Utility function uwmp Utility function ur

1 1 —o
0.8 0.8
0.6 0.6
0.4 ' 0.4
0.2 0.2
0% s 10 15 20 A B c D E

Figure 4.5: Example: Utility functions uys, and uy,

Using uarp and uy, the value of the different criteria can be calculated:

Table 4.3: Example : Utilities values

Mathematics (M) Physics (P) Language (L)

Student S, 0.75 0.75 0.75
Student S 0.875 0.875 0.5
Student S, 0.75 0.625 0.75

To complete the MAUT model, it is necessary to determine the utility associated with each student.For
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that, the director uses a weighted sum S, whose weight vector is w = (wps, wp,wr) = (0.3, 0.3, 0.4).This choice
reflects the director’s desire to give equal importance to mathematics and physics in his assessment.In addition,
the weight given to languages(40% of the weighting) is high because the decision-maker prefers students with
a balanced profile rather than high-performing students only in science.The use of 5, provides the following

results :

Table 4.4: Example : Utilities calculated using a weighted sum

Student S, Student S}, Student S.

Utility 0.75 0.725 0.7125

Thus, in the sense of this MAUT model built from uarp,uz, and Sy, the director’s preferences with regard to

his students are : S, = Sy = Se.

After presenting the principle of MAUT | we will, in what follows, show how we applied this theory for the

evaluation of a proposals or a counter proposal

4.5.2.2 Applicability for our problem

We suppose that the agents of our architecture use the MAUT and constraint-based reasoning for the evalu-
ation, the selection and the generation of proposals and counter proposals.The attributes of MAUT correspond
to the negotiable parameters(clauses) of the SaaS contract.

When agent A receives a proposal pg of another agent B, and for B to be considered by agent A it has to satisfy
all the constraints that consist of : the proposed value of each negotiable parameter, x,,has to belong to a
domain D,,, as it was specified by the agent A (this domain is a private information).Therefore, the evaluation

of a proposals,composed of a set n of parameters { z1,22, ...z, } is defined by the following function:

n

U(zi,x2, ...xn)= i wzul(xl),z w; =1
i=1

i=1

Such that x; is the i-th parameter of negotiation, u; is the utility function of the i-th parameter and w; is the

weight of the i-th parameter’s value.
Evaluation of a proposal /counter proposal

In our work, We consider a proposal as a set of five parameters (attributes) denoted by: P( Price, Period,
Availability, ResponseTime, IntellectualProperty).
Because we are using MAUT for the evaluation of proposals and counter proposals, each agent and depending on

its preferences, assigns a weight W; to each attribute xz;( this weight is a matrix that presents how important each
n
attribute for these agents) , so that Z w; = 1 /n=>5, which means that the weights of all attributes must sum up

i=1
to 1 In the same way, each agent performs an evaluation U on an attribute z;, denoted by U(x;) according to its
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private information. For example, when it receives a proposal where the attribute Period is 9, it performs the fol-

if Val(Period)<9 then
U(.TQ)(‘?)
lowing evaluation: else

U(.’E2)<—5

end

Here, x5 denotes the parameter Period.

So, at the time of receiving a proposal(counter proposal),an agent performs a computation of its util-
ity(denoted by Up), according to the received proposal, in the form of a weighted sum of evaluations given
to attributes of a proposal(counter proposal).Next, it compares it with its own Absolute Utility denoted by

Ua), where:

Us-Up< 25

Therefore, a proposal (counter proposal)could be accepted:
e In the discovery phase: if providers accept the request of the customer , they send their first proposal.

e In the selection phase: if the customer accepts the first proposal of the providers,it selects those providers

to enter the next phase with them(negotiation)with it.

e In the negotiation phase: if the customer or the providers accept the proposal or the counter proposal
they either answer by another proposal , counter proposal or if they find an intersection of preferences

they end the negotiation with an agreement.

The absolute utilityU 4 is computed only once and it is part of the agent’s private information.On the

other hand,the proposal utility P(Up) is computed each time a proposal(counter proposal) is recieved.

4.5.3 Generation of proposals(counter proposals)

Proposals generation is the main process of decision making which governs the progress of the negotiation as
well as its results.It contains the search for possible solutions based on individual preferences, which motivate

the the negotiation participants to reach an accord that belongs to the intersection of their preferences [110].

In the context of our work, in order to generate a proposal(counter proposal),the negotiation agent uses the
constraint-based reasoning to reach a possible solution taking into account the criteria it received just before

the proposal(counter proposal) is expressed.
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4.6 Negotiation agent architecture

we assume that the negotiating agents are homogeneous agents in other words they contain the same type of
components.
We motivate this choice by the need of the simplification of different interactions and the need for the unification

of the negotiation mode undertaken individually by agents.

Our agents are cognitive, they are made of the internal part responsible for the decision making. As for the
party responsible for the communication with the user, it is performed by a user interface component. The in-
teraction with the other agents, among other things the other negotiation agent(in the case of provider agent,the
interaction is with a single consumer agent), is carried out by receiving(perception) and transmitting(action)
components. We represented the negotiation by a "Processing” component which is concerned with both pre-
negotiation(discovery and selection) and negotiation. It is the essential part on which our work is based. The

architecture is shown schematically in figure 4.6.

==
Agent e . ._%
N l _____ ! 1 DB l
Perception
Processing
Decision Component » component
|
| I i L
i i
| Local Strategies [+--------- !
! Library
1
i S
ettt ! ) Action
— User Interface
I 4
| ==
User | Agent l—————
. S —— S — !

Figure 4.6: Negotiation agent architecture

4.6.1 The Perception/Action components

The Perception/Action components process receptions and messages. If it is conflicting information (proposals,
counter-proposal or critics), the message is then sent directly to the negotiation component that will process it.

Otherwise, it will be sent to the decision component.
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4.6.2 The Decision component

The decision component is the most important of the components next to the processing component. It de-
termines the behaviour of the agent towards the received messages and also indicates the appearance of the

conflict.

4.6.3 The Processing component

The processing component is based essentially on reasoning. the reasoning mode is identical for all the agents
since they are homogeneous. it also contains the methods that describe the behaviour of the agent, including
the achievement of goals, the choice of strategies, etc. The role of the processing component is to resolve the
conflict by changing the decision component in the case where the carries conflicting information.

Therefore, this component expresses the autonomy of the agent by his ability to make preferences on the choice

of solutions (goals) and how to achieve them (strategies).

4.6.4 The User Interface component

The agents presented in the architecture are supposed to represent a cloud service customer and cloud service
providers. Users work cooperatively to solve common problems. To do this, each user provides the necessary
information to the representative agent (negotiation agent). The operation is performed by the interface compo-

nent. In the opposite case, the delegated agent periodically informs his delegate about the state of negotiation.

4.6.5 The Local Strategies Library

Functionally, we used this component to provide a local strategy to the processing component. This component
presents a set of strategies functions used by our model. Each strategy belonging to the component is instantiated
by its designation and a list of arguments.Among the arguments, we can consider: the utility function and the

results provided by the decision component.

4.7 Conclusion

In this chapter we have presented the problematic of automated negotiation as well as the interest of such a
policy in the SaaS contract initiative. After discussing the applicability of CNP negotiation protocol to our
work context and the general running of the negotiation process, we have detailed the proposed protocol by
specifying the evaluation functions used and the reasoning used for the generation of proposals and counter
proposals.

Then, we have presented the architecture of a negotiation agent while explaining its different components.
The following chapter presents the aspects of implementation our model. We used the JADE platform for this

purpose.
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Chapter 5

IMPLEMENTATION OF THE
PROPOSED MODEL

5.1 Introduction

In the previous chapter of this master’s thesis, we proposed our multi-issue negotiation model for SaaS contracts
on the cloud, based on CNP negotiation protocol and multi-agent systems.

In this chapter, we will first present our work environment , we will give an overview of the programming language
as well as the software environment we used for the implementation and simulation of our model. Then, we will
demonstrate the process of weights, constraints and preferences assignments for each agent parameters values
and the absolute utility computing. Next, we will present a series of simulations to highlight our proposition.

And, finally we will end this chapter with a conclusion.

5.2 Programming language and development environ-

ment

5.2.1 The Programming language: Java

The Java language is an object-oriented programming language created by James Gosling and Patrick Naughton
employees of Sun Microsystems with the support of Bill Joy (co-founder of Sun Microsystems 1982), officially
presented on May 23, 1995 at SunWorld. Created in its beginnings to run especially on heterogeneous environ-
ments (mainly embedded), its success is mainly due to its integration with large internet browsers public [111].
It allows an object-oriented (like SmallTalk and, to a lesser extent, C ++), modular (ADA language) program-
ming and uses a syntax very similar to that of the C language. [112]

In addition to its object orientation, the Java language has the advantage of being modular (we can write generic
portions of code, which means that is usable by several applications), rigorous (most errors occur at compile
time). and not at runtime) and portable (the same compiled program can run on different environments). On

the other hand, Java applications have the defect of being slower at run time than applications programmed in

56



C for example. [112]

This software, is written in Java, and the justification is that:

e Agents developed under jade are fully written in Java. This language is therefore imposed as a conse-

quence of the later choice,

e Java is a cross-platform language that allows designers, using the principle of "write once, run every

where', to write code that can work in any environment (whatever the operating system is),

e Java has a rich class library including Graphic User Interface (GUI) management (window, dialog box),

5.2.2 Development environment : Eclipse

Eclipse [113] is an extensible, universal and versatile integrated development environment(See Figure 5.1, poten-
tially enabling the creation of development projects that implement any programming language. The application
is written in Java (with help of the SWT graphic library, IBM), and this language, through specific libraries,
is also used to write extensions. Its specificity comes from the fact of its architecture, all the functionalities of
this software workshop are developed as plugin.

There are two main reasons for considering Eclipse as a foundation for client applications:

e The quality of Eclipse : the Eclipse development environment has imposed itself by its reliability and
quality of its graphical interfaces. The massive use of the Eclipse development environment by the
Java developer community and its use as a base for commercial products (WebSphere Studio, SAP

NetWeaverStudio ...) have made it possible to test the Eclipse framework....
e The open source availability of the Eclipse framework.

In our work we used the version 2019-03 (4.11.0).

& eclipse-workspace - Eclipse IDE . 0 & - — —— - =& = ]
File Edit Source Refactor MNavigate Search Project Run Window Help
L E me 52 i fAE=#

% EC|IpSE Welcome to the Eclipse IDE for Java Developers

Review the IDE's most fiercely contested preferences Get an overview of the features

— A guided walkthrough to create the famous Hello Werld in Eclipse Go through tutorials

I

Create a new Java Eclipse project Try out the samples

Checkout Eclipse projects hosted in a Git repository Find out what is new

Import existing Eclipse projects from the filesystem or archive

ige

Enhance yeur IDE with additional plugins and install your Marketplace
favorites
] Aways show Welcome at start up.

- . e e

Figure 5.1: The Eclipse development environment.
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5.2.3 MAS observation and visualization tool: the JADE platform

The first software developments, that eventually became the JADE platform, were started by Telecom Italia
(formerly CSELT) in late 1998, motivated by the need to validate the early FIPA specifications. [114]

JADE is a software platform that provides basic middleware-layer functionalities which are independent of
the specific application and which simplify the realization of distributed applications that exploit the software
agent abstraction [115]. A significant merit of JADE is that it implements this abstraction over a well-known
object-oriented language, Java, providing a simple and friendly API. The following simple design choices were
influenced by the agent abstraction. [114]

JADE has three basic components :

e An execution environment in which agents can "live";
e A class library that programmers can use to develop their agents;
e And a suite of graphical tools for managing and administering active agents.
In addition, JADE can be distributed across multiple hosts and consists of three basic agents:

e AMS (Agent Management System) that manages the agent life-cycle, maintains a list of all agents, and

controls access and usage the communication channel between agents;
e DF (Directory Facilitator) which records agent descriptions and the services they offer;
e and ACC (Agent Communication Channel) that manages agent-to-agent communication.
The choice of this platform is justified by the following points: [116]

e JADE simplifies the implementation of an MAS through a FIPA compliant Middleware which is a class
library that users can use and extend as well as a set of graphical tools that allow debugging and

administration of MAS to be designed;

e JADE provides a transparent communication through the exchange of messages in the standard FIPA-

ACL language;

e JADE decreases the programming effort because it implements two agents: Directory Facilitator (DF)

and Agent Management System (AMS) whose features are useful to our application.

) rma@192.168.14:1099/JADE - JADE Remote Agent Management GUI o8] %

File Actions Tools Remote Platforms Help

B e deRds @9a B 80 4 Po
# 7 AgentPlatforms name |addresses state owner
¢ £1"192.168.1.4:1099/JADE" I ADDRES... |STATE  |OWNER

? @ Main-Container
E ams@192.168.1.4:1099/JADE |
© di@192 168 1.4-1099/JADE |
B rma@192.168.1.4:1009/JADE |

Figure 5.2: Java agent development environment.
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5.3 Weights, constraints and preferences on parameters

values of each agent

According to the previous sections , we have two negotiating agents , one that represents the Cloud Service
Customer(CSC), which we name customer agent, and another that represents each one of the Cloud Service
Providers(CSPs), which we name provider agent. Both agents use the constraint based reasoning. For that,
each agent has constraints and preferences on values of which the negotiable parameters of the SaaS contract
need to take. In what follows, we will demonstrate the constraints and preferences of each agent mentioned

below.

5.3.1 Constraints and Preferences

5.3.1.1 The customer agent

We suppose that the customer agent has the following constraints ( See Table 5.1 ) on the values that the five

negotiable parameters of the SaaS contract need to take.

Table 5.1: Constraints and prefrences of the customer agent

Parameters Constraint | Preference
Price <400 $ 200 $
Contract period > 20 month | 24 month
Service availability >80 % 99 %
Response time < 40 ms 20 ms
Intellectual property / True

We will see later, that the negotiating agent is based on its constraints in order to make decisions.

5.3.1.2 The provider agent

We suppose that the customer agent has the following constraints ( See Table 5.2 ) on the values that the five

negotiable parameters need to take.

in order to evaluate the SaaS contract parameters it is necessary to build a scale that represents the charac-

teristics of parameter levels.

A scale of 0 ( the worst ) to 10 ( the best ) serves as an evaluation measurement.
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Table 5.2: Constraints and prefrences of the provider agent

Parameters Constraint | Preference
Price > 300 % 350 $
Contract period < 20 month | 15 month
Service availability < 80% 70%
Response time < 40 ms 20 ms
Intellectual property / False

5.3.2 Evaluation scales of negotiable Parameters

In this part, we assign for each negotiating agent and for each negotiable parameter a scale that allows to
evaluate(select)it.
And for that, we will present a scale interpretation of each one of the negotiable parameters, in a form of a

pseudo algorithm which shows how both agents assign an evaluations of 10 to 0 to each parameter values.

5.3.2.1 Scales for the customer agent
a.The Price evaluation

if (Price <= 400) then

if (Price = 200) then

U(Price)« 9;

else

if (Price < 200) then

U(Price)« 10;

else

if (Price > 200)and(Price < 400) then

U(Price)« 5;

else

if (Price >= 400) then
U(Price)+ 0;

end

end

end

end

end

b.The Contract Period evaluation
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if (Contract Period >= 20) then
if (Contract Period = 20) then
U(Contract Period)+ 5;
else
if (Contract Period = 24) then
‘ U(Contract Period)+< 10;
else
‘ U(Contract Period)« 0;

end

end

end

c.The Service Availability evaluation

if (Service Availability >= 80) then
if (Service Availability = 80) then
U(Service Availability)< 5;
else
if (Service Availability = 99) then
‘ U(Service Availability)<« 10;
else
‘ U(Service Availability)« 0;

end

end

end

d.The Response Time evaluation
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if (Response Time <= 40) then

if (Response Time = 20) then

U(Service Availability)<« 8.5;

else

if (Response Time < 20) then

U(Service Availability)<« 10;

else

if (Response Time > 20) and (Response Time < 40) then

U(Service Availability)< 5;

else

if (Response Time > 40) then
U(Response Time)<— 0;

else

end

end

end

end

end

e.The Intellectual Property evaluation

if (Intellectual property = True) then
‘ U(Intellectual property)«+ 10;
else
‘ U(Intellectual property)<« 0;

end

5.3.2.2 Scales for the provider agent

a.The Price evaluation

if (Price >= 300) then
if (Price = 350) then
U(Price)+ 10;
else
if (Price = 300) then
‘ U(Price)< 5;
else
‘ U(Price)« 0;

end

end

end
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b.The Contract Period evaluation

if (Contract Period <= 20) then

if (Contract Period = 15) then

U(Contract Period)<— 10;

else

if (Contract Period = 20) then
‘ U(Contract Period)< 5;

else

‘ U(Contract Period)+ 0;

end

end

end

c.The Service Availability evaluation

if (Service Availability <= 80) then

if (Service Availability = 70) then

U(Service Availability)<« 10;

else

if (Service Availability = 80) then
‘ U(Service Availability)« 5;

else

‘ U(Service Availability)< 0;

end

end

end

d.The Response Time evaluation

63



if (Response Time <= 40) then

if (Response Time = 20) then

U(Service Availability)<« 8.5;

else

if (Response Time < 20) then

U(Service Availability)<« 10;

else

if (Response Time > 20) and (Response Time < 40) then

U(Service Availability)< 5;

else

if (Response Time > 40) then
U(Response Time)<— 0;

else

end

end

end

end

end

e.The Intellectual Property evaluation

if (Intellectual property = True) then
‘ U(Intellectual property)«+ 10;
else
‘ U(Intellectual property)« 0;

end

5.3.3 Negotiable parameters weights

Since the proposed protocol uses the multi attribute utility theory ( MAUT )for the evaluation of proposals and
counter proposals, each agent, according to its interests, assigns each parameter a weight w; that demonstrates
the importance of one parameter over another.

The Table 5.3 represents negotiable parameters weights for each agent.

n
For each agent , Z w; = 1 /n= the number of negotiable parameters, in our case n = 5.

i=1

64



Table 5.3: Negotiable parameters weights for each negotiating agent

Parameter Weights
Customer Agent | Provider Agent
Price 0.3 0.3
Contract Period 0.15 0.2
Service Availability 0.25 0.15
Response Time 0.1 0.1
Intellectual Property 0.2 0.25

5.4 Calculating absolute utility U4 for each agent

In our protocol, we supposed that each agent has its constraints and preferences on the values of negotiable
parameters. Each negotiating agent, computes for once its absolute utility that we noted by Uj,4.Thereafter,
that utility is been based on for decision making regarding a received proposal(or a counter proposal). So
before starting to apply the proposed protocol, we will first calculate the Uy for each agent(Customer agent

and provider agent).
a.Calculating U, for the customer agent

Since the values associated with the negotiable parameters are the preferable values then the evaluation of each
parameter is 10 (see the scales above).Thereby,

Us = 0.3*¥10+.15%10+.25%10+0.1%104-0.2%10 = 10
b.Calculating U, for the provider agent

In the same way, Since the values associated with the negotiable parameters are the preferable values then the
evaluation of each parameter is 10 .Thereby,

Us = 0.3¥104.15*10+4.25*%104+-0.1*%10+0.2*10 = 10

Throughout the negotiation course proposals( offers ) and counter proposals will be transmitted, and in
order to make a decision, they need to be evaluated.
In order to evaluate proposals and counter proposals, Proposal utility Up needs to be calculated. A proposal
can take a form of a tuple of five attributes P= (Price,Contract Period, Service Availability, Response Time,
Intellectual Property). In case a provider agent( provider or customer) sends an initial proposal(offer) with

these values : P= (350,20,80,15,true)
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Upi =5%0.3+ 5%0.15+5%0.254+-10*0.14+10*0.2
= Upi =6.5

5.5 Results and Simulations

we will run the simulation that is going to follow the three phases that we mentioned in our proposed work
which are: discovery, selection, and negotiation.
Also, through the simulation we will introduce the different interfaces of our software which will mainly concern

the customer User Interface(Customer UI ) and the Providers User Interface( Providers User Interface (UI) ) .

5.5.1 Discovery Phase

5.5.1.1 Customer side

Before the discovery phase takes place the costumer has to inform that it is ready to start the simulation( See

Figure 5.3 ).

i 1 e’

B | Customer UI = | = 22

Customer Agent is ready

L% r 9 m o

Figure 5.3: Customer agent is ready interface.

After the customer agent gets ready, the discovery phase starts.
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# " Customer UI

A-Discovery Phase

Service Found :
Provider01
Provider02
Provider(3
Provider(4

Sending CFP:

Send to : Provider01
Send to : Provider02
Send to: Provider03
Send to : Provider(4

Waiting for response ...

L™ )

Figure 5.4: Discovery phase from the customer agent side

Figure 5.4 shows the discovery phase, where the customer agent searches for service providers, lists them
if found, then it sends a Call For Proposal (CFP) for each one of provider agents and then waits to receive a
response from them.

the simulation shows that the customer agent discovered 4 providers and sent CFPs to all of them.

5.5.1.2 Provider side

In order for the provider agents to be discovered, they first need to inform that it they are ready, then, they
have to register the service they offer. After they receive the CFP sent by the customer agent each one of them

decides whether to send an offer or not.
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Provider Agent 02 is ready
Service registery
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Proposition Analysis :

Accept and send offer
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Provider03

Provider Agent 03 is ready
Service registery

CFP received

Proposition Analysis :

end

Refuse and d

Wiaiting for response . ..

Provider04

Provider Agent (4 is ready
Service registery

CFP received

Proposition Analysis :

Accept and send offer

Wiaiting for response . ..

EIEIN

L

Figure 5.5: Discovery phase from the provider agents side.

Figure 5.5 represents the four provider agents that have been discovered by the customer agent, Provider01,

Provider02, Provider03, and Provider04.

In this simulation and after all the provider agents receive the CFP, they Evaluate it.

Provider01, Provider02, Provider04 decided to accept the CFP and send their offer to the customer agent |,

while Provider03 decided to refuse it and not send an offer.

After they send their responses they wait for the response of the customer agent.

5.5.2 Selection Phase

In this phase the customer agent and if it receives offers from the provider agents , it evaluates them and selects

the providers it intends to start negotiation with.

Figure 5.6 shows the received offers from the three providers and their evaluation.

i Customer UL

=

[=]@ ]

‘ =

-
# " Customer UI

(=[@] %

8 " Customer UI

(=@ ]

EB-Selection Phase

Received offer from : Provider01
Offer Evaluation for Provider(1 :
1 Price : $150: 0.3
2: ContrPeriod : 12 months : 015
3: Availability : 80% : 0.25
4: Responselime : 55 ms: 0.1
St IntelProp:1:0.2
Evaluating . ..
Assigned Index : 52.5

B-Selection Phase

Received offer from : Provider02
Offer Evaluation for Provider02 :
L: Price : $100:0.3
2: ContrPeriod : 6 months: 0.15
3: Availability : 50% : 0.25
4: ResponseTime : 80 ms: 0.1
S:IntelProp:1:0.2
Evaluating ...
Assigned Index: 49.6

B-Selection Phase

Received offer from : Provider(4
Offer Evaluation for Provider04 :
1: Price : $200: 0.3
2: ContrPeriod : 9 months : 0.15
3: Availability : 65% : 0.25
4: ResponseTime : 80 ms: 0.1
5t IntelProp:0:0.2
Evaluating ...
Assigned Index: 70.6

|

L%

Figure 5.6: Received offers and their evaluation.

After assigning an evaluation value( Index ), the customer agent selects according to the result the providers

of which it will start the negotiation with.
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In the case of this simulation( See Figure 5.7 ) Provider0l and Provider04 were selected, whereas Provider02

wasn’t.

-

# " Customer UI | = | = 22 |

B-Selection Phase

Provider0l was Selected

Provider(d was Selected

Figure 5.7: Selected provider agents.

5.5.3 Negotiation Phase

After selecting the providers, the customer agent and providers will start negotiating.

5.5.3.1 Provider side

In Figure 5.8, Provider agents are informed that they have been selected to carry on negotiations with the

customer agent

" Provider01 Ul (=@ 2 [][&)eroviderda u =@ % |
C-Negotation Phase C-MNegotation Phase
You are selected for negotiations You are selected for negotiations

Figure 5.8: Selected providers for negotiations.
At the same time, negotiations start by receiving the counter proposals from the customer. Then each

provider agent evaluates it, assign them an index.After that they generate and send counter proposal to the

customer agent and wait for its response as shown in Figure 4.4

69



f_u " Provider01 Ul =[] = ] f_u " Provider04 Ul =[] = ]

C-Megotation Phase C-Megotation Phase

Counter offer received : Counter offer received :

1: Price: $300 :0.3 1: Price : $ 150 :0.3

2 ContrPerniod : 20 months : 0.2 2 ContrPenod : 15 months : 0.2

3: Availability : 80%6: 0.15 3: Availability : 70%: 0.15

4: ResponseTime : 15 ms: 0.1 4: ResponseTime : 10 ms: 0.1

5 IntelProp:1:0.25 5 IntelProp:1:0.25
Evaluating . .. Evaluating . ..
Assigned Index: 42.5 Assigned Index: 40.5

Generate & Send counter offer Generate & Send counter offer

Waiting for response ... Waiting for response ...

A LS

Figure 5.9: negotiations from the povider agents side.

The same process repeats until the negotiations are completed and each agent receives the result of negoti-

ations.

T o proviaernaun o iE1 i

C-Megotation Phase

¥ Provider0L Ul =N

C-Megotation Phase

MNegotiations were successfully completed

The negotiations have failed

Figure 5.10: Received result of negotiations.
5.5.3.2 Customer side

After selecting Provider01 and Provider04, the customer begins negotiating with both of them , and starts by

sending them counter offer( See Figure 5.11 ).
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" Customertl I |

C-Megotation Phase

Generate & Send counter offer to Provider(1

Generate & Send counter offer to Provider(4d)

Waiting for response ...

Figure 5.11: The begining of negotiations.

After receiving the counter offer from both providers the customer agent and as shown in Figure 5.12

evaluates the counter offers and assigns them an index.

r_l " Customer UI | = | = 28 .|1 ?Cusmmml'glﬂu1
C-MNegotation Phase C-Megotation Phase
Counter offer received : Counter offer received :
Received counter offer from : Provider01 received counter offer from : Provider04
Counter offer Evaluation for Provider01 : Counter offer Evaluation for Provider(4 :
1: Price: $175 : 0.3 1: Price: $ 190 : 0.3
2: ContrPeriod : 10 months : 0.15 2: ContrPeriod : 4 months : 0.15
3: Availability : 355 : 0.25 3: Availability : 75%: 0.25
4: ResponseTime : 50 ms: 0.1 4: ResponseTime : 50 ms: 0.1
5 IntelProp:1:0.2 5 IntelProp: 0: 0.2
Evaluating . .. Evaluating . ..
Assigned Index: 656.9 Assigned Index: 81.35

Figure 5.12: The evaluation of received counter offers.

After evaluating the counter offers the customer agent again generates counter offer for both provider agents

Provider0l and Provider04 (See Figure 5.11 ).

the negotiation process continues in the same way until the negotiations are done and one of the providers is

chosen.

in this simulation, the customer agent and after negotiating with both provider agents chooses Provider04 to

sign the SaaS contract with, and informs both providers of the negotiation result (See Figure 5.13 ).
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C-Negotation Phase

Inform ProviderQ1 with Refusal
Inform Provider(d with Acceptance

Figure 5.13: The end of negotiations.

5.6 Conclusion

In this chapter, we have tried to implement all the ideas that characterize the model we have proposed. we
used Eclipse as a development environment . And to implement our system, we chose the JADE platform.
This platform simplifies the development of multi-agent systems while providing a complete set of services and
agents. The results obtained show that the use of our model makes it possible to give better outcome for the
overall negotiation and high performance for the course of negotiation between the cloud service client and

service providers.
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GENERAL CONCLUSION

With more and more businesses turning to the Internet, many of them look up to cloud computing as a tech-
nology for solutions to some of their problems. But negotiation of cloud contracts( particularly SaaS contracts)
has not been taking a speed development in the fast world of internet . Although there were some works which
emphasized the need for negotiation in the Cloud Computing, none of them provided a practical solution that
considers the negotiation that needs to support multi-issue(attribute) negotiation with the possibility of giving
preferences for each issue and that the negotiation needs to be automated, meaning it has to be run by an
intelligent agent following a specific protocol,and that is the best way to improve negotiation speed. Our thesis

aims to serve this objective.

Throughout this master’s thesis, we presented the different technologies needed to propose a formal approach
for automatic negotiation between agents on a SaaS contract in the cloud computing market. So we were
interested in intelligent agent technology and its use in the automatic negotiation field.

Our proposed model is composed of two types of agent:

e The customer agent which represents the cloud service customer(CSC), and that follows the CNP nego-
tiation protocol and both constraint satisfaction problem and multi attribute utility theory in order to
discover the cloud service providers that offer the desired service, next, select among them(if possible)
the ones to start negotiation with, then, start the negotiation and finally choose one provider to sign the

SaaS contract with.

e The provider agent which represents each one of the cloud service provider(CSPs)and uses the same
elements as the customer agent in order to response to the call for proposal (cfp) sent by the customer

agent , and if been chosen, to start negotiation with .

In the future, we aim to detail the functionalities of both types of agents that make up our architecture. Also,
we aim to evaluate our proposed method more extensively through some real system case studies that represent
possible situations which may arise during the realization of a possible SaaS contract between the cloud service
providers and the service customer.Furthermore, we plan to include a re-negotiation phase which allows both
parties to update the agreed terms in case of the contract violation .

This work has been accepted for oral presentation at the International Conference on Advanced Intelligent
Systems for Sustainable Development (AI2SD’2019), that will be held at the Faculty of Sciences Semlalia, Cadi
Ayyad University Marrakech , Morocco, July 08-11, 2019.( See Appendix )
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