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Abstract

The Internet of Things (IoT) has emerged as a transformative force in recent years,
reshaping the digital landscape. IoT encompasses a diverse array of interconnected
entities, from tiny sensors to large-scale devices, revolutionizing various aspects of
daily life. However, this unprecedented growth also brings forth pressing security and
privacy concerns that can potentially overshadow the benefits of IoT. Securing these
systems poses multifaceted challenges, particularly for key management in resource-
constrained and expansive environments. This doctoral thesis endeavors to address
the security and privacy challenges inherent to IoT at various layers. We proposed
two robust and efficient security schemes tailored to thwart threats originating from
cyber realms. The first contribution introduces a new key management scheme that
leverages pre-distributed vectors to overcome existing limitations, thereby enhancing
security for key establishment, new node addition, refresh, and revocation processes.
This scheme further divides the network area into subareas, making our solution
not only lightweight, flexible, and scalable but also resilient to multiple attacks. It
achieves a substantial reduction in storage requirements, saving more than 81.84%.
In terms of communications, during the group-wise key establishment, it achieves
100% efficiency. Furthermore, computation overheads are significantly reduced by
reducing the number of multiplication operations by 50%, and energy consumption
is optimized, with savings of up to 99.99% during the group-wise key establishment
phase. Moreover, the results show that our scheme is more resilient against node
capture attacks by up to 96.43% during the initialization phase and by more than
9.89% after, making it suitable for use in resource-limited IoT networks. The second
contribution, specifically focusing on key revocation, introduces a groundbreaking
solution utilizing blockchain and smart contracts to address the efficiency and security
challenges associated with traditional key revocation methods. Our solution reduces
communication overhead by 93.55%, 91.87%, and 99.75% compared to other solutions
during compromising, leaving, and draining cases, respectively. While BAN (Burrows
Abadi Needham) logic plays a pivotal role in the first contribution. This validates
the efficiency and appropriateness of our solutions for IoT networks.

Keywords: Internet of Things (IoT), Wireless Sensor Networks (WSN), Security,
Key Management, Limited-resource devices, Blockchain, Smart Contracts.
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(GENERAL INTRODUCTION

The rapid expansion of the Internet of Things ([oT]) has led to a profound transforma-
tion in the way we interact with technology. From smart homes to industrial automa-
tion and healthcare applications, IoT has seamlessly integrated into our daily lives,
offering unprecedented convenience and efficiency. However, this exponential growth
in the number of interconnected devices has ushered in an era of heightened security
and privacy concerns, posing significant challenges to the stability and integrity of the
IoT ecosystem. The management of cryptographic keys within resource-constrained
devices emerges as a paramount concern, echoing the fundamental issues addressed

in this doctoral thesis.

Resource-constrained devices, which constitute the backbone of @ and Wireless
Sensor Network (), grapple with intrinsic limitations. These devices are char-
acterized by constrained computational capabilities, limited storage capacity, and
stringent energy efficiency requirements. These constraints render them ill-suited for
executing complex computational and communication operations, exacerbating the

challenges associated with secure key management.

In the context of IoT and WSNs, the importance of robust key management cannot
be overstated. Effective key management is a linchpin in securing communication,
data, and devices in these networks. The dynamic and heterogeneous nature of
IoT networks amplifies the complexity of key management, demanding innovative

solutions to ensure secure and efficient communication.

The first major contribution of this thesis, a robust and Efficient Vector-based
Key Management Scheme for IoT networks (), addresses a critical problem
- the imbalance of overheads within key management schemes. This imbalance often
leads to inefficiencies, favoring one aspect of key management at the expense of oth-
ers. introduces a novel approach that rectifies this imbalance, striving for
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equitable performance across all facets of key management, a pivotal contribution to

the IoT security landscape.

In historical context, conventional systems have traditionally relied upon cen-
tralized authorities to oversee and distribute cryptographic keys, a practice that has
proven vulnerable to various security threats. These centralized systems introduce the
precarious possibility of single points of failure and impose substantial communication
overhead. The compromise or unavailability of the central authority can trigger a
cascade of security breaches. For this, a second significant contribution, Blockchain-
based Key Revocation using Smart Contracts for IoT networks (), ad-
dresses the need for decentralization in key management. Leveraging the capabilities
of blockchain and smart contracts, aims to revolutionize the key revoca-
tion process. This innovative approach offers a promising avenue to enhance security,

reduce communication overhead, and optimize energy consumption in IoT networks.

In conclusion, this doctoral thesis embarks on a comprehensive exploration of
the multifaceted challenges posed by IoT, emphasizing the pivotal role of resource-
constrained devices and the imperative of efficient key management. Through the
introduction of EVKMS and BKRSC-IoT], this research seeks to contribute valuable

insights and transformative solutions, fortifying the security and efficiency of com-

munication within the dynamic realm of the [oT].

Thesis structure

This thesis is structured into several chapters, each of which contributes to a compre-
hensive understanding of the @ security landscape and presents novel contributions
in the form of key management solutions. The following is an overview of the chapters

and their respective content:

Chapter 1: Internet of Things Overview

In this introductory chapter, we provide a comprehensive overview of the @, its evo-
lution, and its significance in today’s interconnected world. We discuss key concepts,

trends, and the broader IoT architecture, setting the stage for a deeper exploration
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of IoT security in the subsequent chapters.

Chapter 2: Literature Review

This chapter reviews existing literature on IoT security challenges and key manage-
ment schemes. We delve into various approaches, including asymmetric and symmet-
ric schemes, providing an in-depth analysis of each. This chapter sets the stage for

our contributions by highlighting gaps in the current state of research.

Chapter 3: Contribution:

This chapter presents our first major contribution, . We start with an intro-
duction to the network model and assumptions, followed by a detailed description of
the solution steps, including initialization, pairwise and groupwise key establishment,
and more. We evaluate the scheme’s security and performance aspects. We also

compare it to existing solutions and present experimental results.

Chapter 4: Contribution: BKRSC-IoT]|

In this chapter, we introduce our second significant contribution, BKRSC-IoT]. We
provide preliminary information, notations, and assumptions, followed by an expla-
nation of the solution steps. We also perform a comprehensive evaluation, comparing

it with existing solutions and presenting experimental results.

Chapter 5: Conclusion and Future Perspectives

The final chapter summarizes the key findings of this thesis and their implications for
IoT security. We discuss the limitations of our work and propose potential directions

for future research in this field.



Chapter 1

Internet of Things Overview

1.1 Introduction

In recent years, the Internet of Things (IoT) has garnered substantial attention, offer-
ing the promise of profound advantages for humanity. This transformative concept,
initially conceived by Kevin Ashton in 1999, envisions a realm where connectivity
transcends boundaries, linking entities ubiquitously and perpetually [30]. At its core,
the IoT imbues "things” with the capacity for sensing, processing, and actuation, en-
abling these entities to collaborate autonomously, ushering in a new era of intelligent

and innovative services.

The ToT’s ambit is vast, encompassing a diverse array of application domains,
spanning from the automation of homes to environmental monitoring and healthcare
[62]. It is, in essence, a unifying force that harmonizes these disparate domains,
coalescing them under the overarching canopy of what is commonly referred to as
"smart life” [62]. This convergence has far-reaching implications, as it paves the way
for a holistic and interconnected ecosystem where technology augments the human

experience.

At its core, the IoT architecture is designed to accommodate a multitude of het-
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erogeneous devices, each equipped with unique capabilities, and integrates an array
of communication technologies. These technologies form the backbone of IoT, facili-
tating the seamless connectivity of devices, thereby enabling them to deliver essential
services to end-users. This architectural framework is the linchpin of the IoT’s func-
tionality, and understanding its intricate facets is paramount to comprehending the

[oT’s significance.

This chapter serves as an intellectual cornerstone, providing a comprehensive
overview of fundamental IoT concepts. It commences with a meticulous exploration
of 1oT’s definitions, shedding light on the varied interpretations that underpin this
paradigm. These definitions serve as the bedrock upon which our understanding of
the IoT is built.

Moreover, our academic journey extends beyond definitions to encompass the
breadth of IoT’s potential applications. From the automation of daily life to the
monitoring of our environment, the IoT offers a panoply of possibilities, each with its

unique implications for society.

As we delve deeper into this chapter, we unveil the intricate architecture of the
IoT. This architectural framework constitutes a complex interplay of elements and
protocols that orchestrate the operations of the IoT. These protocols and components
are the underpinnings of the IoT’s functionality, allowing devices to communicate,

interact, and deliver services seamlessly.

Through this academic exploration, we aim to equip ourselves with the founda-
tional knowledge necessary to navigate the complexities of the IoT landscape. As we
peel back the layers of this transformative concept, we prepare ourselves to compre-

hend its multifaceted impact on the ever-evolving field of computer science.

1.2 Definitions

The Internet of Things concept has a well-established history, with diverse inter-
pretations and definitions. As articulated by the International Telecommunication
Union (ITU) in 2012 [29], IoT is characterized as a global infrastructure facilitating
the information society’s advancement. It achieves this by interconnecting physical

and virtual entities through evolving and interoperable information and communica-
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tion technologies. IoT embodies the vision of ubiquitous connectivity, enabling the
interaction of people and objects at any time, in any place, via any means, and with

any service, as ideally summarized by Perera et al. [51].

Beyond mere machine-to-machine (M2M) communication, IoT is envisioned to
offer an extensive array of connectivity across devices, systems, and services, span-
ning various protocols, domains, and applications [p9]. This interconnected network
of embedded devices, often referred to as "smart objects,” holds the potential to rev-
olutionize automation across diverse domains, including the realization of a Smart
Grid, as elucidated by Parashar et al. [50]. The term "things” within the IoT lexicon
encompasses a broad spectrum of devices, ranging from medical implants for heart
monitoring to biochip transponders for livestock tracking, as well as sensors embedded
in coastal waters, connected vehicles, and field operation equipment aiding firefighters

In rescue missions.

Current market instances underscore the IoT’s practicality, including the adoption
of smart thermostat systems [49] and household appliances like washers and dryers
equipped with Wi-Fi connectivity for remote monitoring. This pervasive connectivity,
however, begets an exponential surge in data generation from diverse geographical
locations. Consequently, there is an escalating demand for enhanced mechanisms to

index, store, and process this deluge of data [52].

1.3 IoT Architecture

The IoT has a layered architecture, as demonstrated in Figure [L.1. It consists of three

layers namely, the perception layer, the network layer, and the application layer [39].

1.3.1 Perception Layer

The perception layer is the lowest layer of the IoT architecture. It is responsible
for collecting data from the real world. wireless sensors and actuators are the main

components of this layer.

e Wireless sensors: They are responsible for collecting data from the real world.
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Application layer

Network layer

Perception layer

Figure 1.1: IoT architecture

They play a crucial role in the IoT networks as they are the primary data source
that serves the upper layers by sending the collected data to them. In most
cases, they are equipped with a microcontroller, a wireless communication mod-
ule, and a power source. They are characterized by limited resources regarding

storage, energy, and computational capabilities.

e Actuators: They are responsible for performing actions in the real world.

1.3.2 Network Layer

Situated at the intermediary level of the IoT architectural stack, the network layer
primarily functions to facilitate communication between the perception layer and
the application layer. Predominant technologies deployed at this stratum encompass
Bluetooth Low Energy (), Zigbee, Long Range Wide Area Networks (LoRaWAN),
and IPv6 over Low power Wireless Personal Area Networks (6LoWPAN).

° : It is a wireless personal area network technology that is used for short-
range communications. This low-energy technology finds extensive application
in numerous @ contexts, including but not limited to smart residential envi-
ronments, intelligent urban infrastructures, and healthcare systems. The main
difference between and Bluetooth is that is designed for low power

consumption [17] and low data rate applications where it does not require a lot



Background

of power to operate which is beneficial for IoT applications.

e Zigbee: It is another wireless communication protocol that is suitable for low-
power and low-data rate applications. It is based on the IEEE 802.15.4 standard
[28]. In IoT, it is used in many applications such as home automation, indus-
trial control, and healthcare because of its energy efficiency, reliability, and
scalability.

Mesh networking [2| is supported in Zigbee, where devices can form self-organized
networks. In a Zigbee mesh, each device can relay data to other devices, in-
creasing network reliability and range as mentioned before. If one of the devices
becomes unreachable, there will be a path on which data can still find its way
to the intended destination through other devices in the mesh.

From another perspective, Zigbee is not suitable for applications that require
high bandwidth like video streaming.

The organization of Zigbee has defined interoperability standards by the Zigbee
Alliance [6], which is a non-profit organization responsible for defining the stan-
dards of Zigbee. These interoperability standards ensure that Zigbee devices

from different vendors can communicate with each other.

e LoRaWAN: It is a wireless communication protocol that is suitable for long-
range applications. It is based on the LoRa technology [1§8]. It is designed for

long-range and low-power IoT and machine-to-machine (M2M) applications. It
is particularly apt for scenarios requiring the transmission of modest data vol-
umes over extended ranges while maintaining minimal energy expenditure.

In addition to long-range, low power consumption, and low data rate, Lo-
RaWAN has other features such as bidirectional communication, which means
that devices can send and receive data; This feature enables information and
data to be sent to the devices that are in the field, which is beneficial in enhanc-
ing their functionality. Another feature of is scalability [b], which
means that it can support network growth by adding a large number of devices.
The topology of LoORaWAN is a star topology, where each device is connected to
a gateway, and these gateways are connected to a network server on which they
transmit the data they gathered from the end devices of the previous perception

layer.

e 6LOWPAN: It is a wireless communication protocol based on the IPv6 pro-
tocol [33]. It enables the sending and receiving of IPv6 packets over power-

constrained wireless networks and is specifically designed for use with low-power

devices and networks, which have limited power, memory, and processing re-
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sources; This makes it suitable for IoT applications.

Table @ shows a comparison between the most popular IoT communication tech-

nologies that are used in the network layer.
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Characteristic

BLE

Zigbee

LoRaWAN

6LoWPAN

Communication Range

Power Consumption
Data Rate
Network Topology

Interoperability
Security Features
Scalability

Application Areas

Device Complexity
Use Cases

Key Standardization
Bodies
Key Advantages

Key Challenges

Short (typically
<100 meters)
Low

Low to Moderate
Star

Yes (within BLE

ecosystem)

Strong

Limited

IoT devices,
wearables

Low to Moderate
Healthcare, smart
homes

Bluetooth SIG

Low power, wide
device support
Limited range,

device diversity

Short (typically
<100 meters)
Low

Low to Moderate
Mesh

Yes (within Zigbee

ecosystem)

Strong

High

Home automation,
industrial control
Moderate to High
Home automation,
industrial control

Zigbee Alliance

Mesh networking,
interoperability
Complex network

setup, limited range

Long (several
kilometers)

Low

Low
Star-of-Stars
(Gateway-based)
Yes (within
LoRaWAN
ecosystem)
Strong

High

Smart cities,
agriculture

Low to Moderate
Smart agriculture,
smart cities
LoRa Alliance

Long-range,
energy-efficient

Limited data rate,

gateway dependence

Short to Moderate
Low

Low

Mesh (Optional)
Yes (IPv6-based)

Strong
High

IoT devices, sensor networks

Low to Moderate
Environmental monitoring,
healthcare

IETF (Internet Engineering
Task Force)

IPv6 integration, efficient
header compression
Limited range, header

compression overhead

Table 1.1: Comparative analysis of prominent IoT communication technologies in the network layer
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1.3.3 Application Layer

Positioned at the apex of the IoT architectural hierarchy, the application layer consti-
tutes the uppermost level. It is responsible for enabling services and applications that
are built on top of the network layer. It is the layer that is visible to the end-user. In
this layer, the gathered data from the perception layer is analyzed and processed to
extract useful information; This information is then used to make decisions and take

actions.

Key features of the IoT application layer

The IoT application layer serves as the interface between the end-user and the IoT
network. It is considered the central hub for multiple functions that make IoT systems

useful and drive their functionality as well. This layer is responsible for:

e Data processing and analysis: As mentioned before, the data that is gath-
ered from sensors and actuators from the environment, is analyzed and pro-

cessed in this layer to transform them into meaningful insights.

e Business Logic and Decision Making: Within this layer, the decision-
making and business logic processes are implemented by creating rules, algo-
rithms, and logic to interpret data and determine appropriate actions. For
example, in smart farms, the application layer may decide to adjust water irri-

gation based on temperature readings.

e Application Services: IoT application services are developed and deployed in
this layer. These services provide specific functionalities or applications to end-
users or systems, catering to diverse domains like home automation, industrial

control, smart agriculture, and environmental monitoring.

e Data Storage and Database Management: The application layer often
includes databases and data storage solutions to retain historical data collected
from IoT devices. This historical data is valuable for trend analysis, reporting,

and long-term decision-making.

e User Interfaces: User interfaces, including web dashboards, mobile apps,

and desktop applications, are commonly integrated into the application layer.
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These interfaces empower users to interact with and manage IoT devices, access

real-time data, configure settings, and view insights and reports.

Integration with External Systems: [oT applications are often integrated
with external systems, such as cloud services, third-party Application Program-
ming Interface(s) (JAPI(s)), or enterprise systems. The application layer facili-
tates the data exchange and the collaboration with these external entities.

Scalability: Given the potential scale of IoT deployments, the application
layer must be designed with scalability in mind. It should handle increasing

data volume and user demands efficiently.

Security: Security measures, such as authentication, encryption, and access
control, are a paramount concern in the application layer. These safeguards
protect data and IoT devices from cyber threats, ensuring the privacy and

integrity of the system.

Real-Time Processing: Some IoT applications require real-time data pro-
cessing to trigger immediate actions or alerts. The application layer must have
real-time processing capabilities to meet these requirements, enabling timely

responses to critical events and situations.

Protocols and Communication: IoT applications rely on various communi-
cation protocols to facilitate data exchange between devices and the application
layer. Common protocols like MQTT, CoAP, and HTTP are employed to en-
sure effective communication. In the following points, we discuss these protocols

in more detail:

— MQTT: is a lightweight publish/subscribe messaging protocol designed
for devices with limited resources and networks that are either high-latency,
low-bandwidth or unreliable. It is an open standard protocol that is used
in many IoT applications. It is based on the publish/subscribe model,
where publishers publish messages to a broker, and subscribers subscribe
to topics on the broker to receive messages. It is a lightweight protocol
that is suitable for IoT applications because it does not require a lot of
power to operate, which is beneficial for IoT applications. It is also a reli-
able protocol because it guarantees that messages will be delivered to the
subscribers. It is also a secure protocol because it supports authentication

and encryption.

— CoAP: CoAP is a protocol situated within the application layer, specifi-

cally engineered to accommodate the stringent resource constraints of both
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devices and networks with limited capabilities. Its foundational principles
draw heavily from the REST architectural style, as expounded in [54]. It
is a lightweight protocol that is suitable for IoT applications because of its
low overhead. It supports encryption and authentication, which makes it
a secure protocol. Its predefined message types are "reset”, “confirmable”,
“non-confirmable”, and "acknowledgment”. Some of the features of CoAP
that the first versions of HTTP did not support are push notifications,
where the server can send a message to the device without the device re-
questing it, in addition to resource discovery, involving the server’s storage

of a list detailing network-available devices and resources.

— HTTP: is a protocol that is used to transfer data between a client and
a server. It is a reliable protocol because it guarantees that the data
will be delivered to the client. It is based on the request/response model,
wherein the client transmits a request to the server, and in turn, the server
replies to the client. The underlying foundation is the TCP protocol,
a connection-oriented framework that necessitates a pre-established link
between client and server prior to data exchange. HTTPS (HTTP Secure)
is a secure version of HTTP that employs SSL/TLS to encrypt the data
that is transferred between the client and the server, making it a secure

protocol.
Table @ shows a comparison between MQTT, CoAP, and HTTP.

1.4 Conclusion

In this chapter, we have covered essential aspects of the @ landscape. We initiated
our discussion with a definition of the IoT concept, followed by an in-depth explo-
ration of its multi-tiered architecture, including the perception, the network, and the
application layers. A particular emphasis was placed on elucidating the key features

of the IoT application layer.

With a solid foundation in IoT fundamentals, our academic journey now leads
us to a critical juncture. In the next chapter, we will embark on a comprehensive
literature review of key management in @ security. This review will offer valuable
insights into the existing landscape of key management strategies within IoT secu-

rity, identifying trends, challenges, and advancements. As we delve deeper into this
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Characteristic

MQTT

CoAP

HTTP

Protocol Type
Lightweight
Message
Reliability

Resource-

Oriented

Security

Typical Use

Cases

REST

Publish-Subscribe
Yes

Configurable (QoS
levels 0-2)

No

Yes

M2M
communication,
[oT with
constrained

devices
No

Request-Response
Yes

Configurable
(Confirmable and
Non-confirmable)
Yes

Yes

IoT with
constrained
devices, resource

discovery

Yes

Request-Response
No

Reliable
(TCP-based)

Yes

Yes (Supports
HTTPS -
TLS/SSL)
Web-based
applications, IoT
with high-speed

networks

Yes

Table 1.2: Comparative study of MQTT, CoAP, and HTTP

specialized domain, we lay the groundwork for the contributions and research that

will follow, enriching our understanding of IoT security and its critical components.
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Chapter 2

Literature Review

2.1 Introduction

The present chapter embarks on an extensive exploration of the landscape surround-
ing the security challenges encountered within the realm of the @ As discussed
in the preceding chapter, "Chapter 1: Internet of Things Overview,” the IoT has
witnessed exponential growth, revolutionizing the way devices interact and commu-
nicate. However, this rapid proliferation has brought forth a multitude of security

concerns that demand rigorous examination and comprehensive solutions.

The objective of this literature review is to dissect and evaluate the existing body
of knowledge regarding IoT security challenges and, more specifically, the various
key management schemes proposed to mitigate these challenges. Key management is
undeniably a linchpin in the broader scope of IoT security, as it directly impacts the
confidentiality, integrity, and availability of data transmitted and stored within the

[oT ecosystem.
Building upon the foundational knowledge presented in Chapter 1, this chap-

ter delves deeper into the intricacies of IoT security. It begins by identifying and

categorizing the overarching security challenges that plague IoT deployments. Sub-
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sequently, it conducts an exhaustive survey of existing key management schemes,
further subdivided into asymmetric and symmetric schemes, each playing a pivotal

role in securing [oT communications.

In the following sections of this chapter, we conduct an in-depth analysis of
these key management schemes, scrutinizing their applicability, strengths, and weak-
nesses. This analysis spans a wide spectrum of approaches, ranging from matrix-based
methodologies to polynomial-based solutions, each tailored to address specific IoT sce-
narios and constraints. Furthermore, we examine the trade-offs between security and

performance, as well as deployment strategies for heterogeneous IoT environments.

Ultimately, this literature review seeks to provide a comprehensive foundation
for the subsequent chapters, which will delve into the design and evaluation of novel
key management schemes. By synthesizing existing knowledge while critically assess-
ing the nuances of each approach, this chapter strives to contribute to the evolving
discourse on IoT security, propelling us towards more resilient and secure IoT ecosys-

tems.

2.2 10T Security Challenges

[oT] devices have come to the forefront as a disruptive influence in the modern dig-
ital landscape, enabling a multitude of applications, ranging from smart homes to
industrial automation. However, amidst the rapid proliferation of these devices, one
of the most pressing challenges that researchers and practitioners alike must grap-
ple with is the inherent resource and power limitations that define IoT ecosystems.
This challenge is pivotal in the realm of IoT security, where the ability to ensure
the confidentiality and integrity of data and communications hinges on the device’s

computational capabilities, memory, and energy supply.

Resource-constrained IoT devices, by their very nature, are characterized by lim-
ited computational resources, often featuring low-power processors and modest mem-
ory capacities. These devices are designed to perform specific tasks efficiently while
consuming as little energy as possible. While this design philosophy makes IoT devices
suitable for their intended applications, it simultaneously renders them vulnerable to
security threats. Traditional cryptographic algorithms, known for their computa-

tional complexity, may strain the processing capabilities of these devices, making
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them susceptible to attacks that exploit computational weaknesses.

Furthermore, the constraint on memory capacity can hinder the storage of cryp-
tographic keys and security parameters. In many IoT scenarios, especially those
involving remote and unattended deployments, the ability to securely manage keys
and credentials is paramount. The scarcity of memory resources can limit the device’s
ability to store cryptographic material securely, potentially exposing sensitive data

to unauthorized access.

Another facet of this challenge lies in the limited energy supply of IoT devices,
often relying on battery power. These devices are expected to operate for extended
periods without frequent battery replacements or recharging. Security mechanisms
that demand continuous, energy-intensive cryptographic operations can significantly
reduce the device’s operational lifespan, making energy-efficient security protocols a

necessity.

In the context of IoT security, addressing these resource and power limitations is
not merely a matter of convenience but a fundamental requirement. Failing to account
for these constraints can lead to vulnerabilities that malicious actors can exploit to
compromise the confidentiality and integrity of IoT data and communications. There-
fore, any comprehensive security protocol for IoT must consider innovative strategies
that balance security with resource efficiency, ensuring that security measures do not

unduly burden the devices.

In the subsequent sections of this literature review, we will delve deeper into the
strategies and solutions proposed by existing key management schemes in mitigating
these resource and power limitations. Additionally, we will assess the extent to which
these schemes have succeeded in optimizing resource utilization and energy efficiency,

thereby paving the way for more secure and sustainable IoT ecosystems.

2.3 Existing Key Management Schemes

The realm of IoT security is characterized by its dynamic and ever-evolving nature,
driven by the growing ubiquity of connected devices. A fundamental aspect of secur-
ing these networks lies in the efficient management of cryptographic keys, which is

critical for ensuring data confidentiality and integrity. Key management schemes in
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IoT networks have been proposed extensively in the literature, each offering unique
approaches to address the complex challenge of securing resource-constrained devices

while navigating the resource and power limitations inherent to the IoT ecosystem.

2.3.1 Asymmetric Schemes: Balancing Security and Resource

Constraints

Asymmetric key management schemes have emerged as a promising avenue for achiev-
ing strong security in IoT networks. These schemes, exemplified by the [12, [I|, 31, 40,
4, 10, 42, 56| works, rely on the computational complexity of mathematical problems
to safeguard cryptographic keys. The robustness of these cryptographic schemes relies
fundamentally on the computational challenge associated with deriving the private

key from its corresponding public key.

However, the allure of strong security comes with a trade-off. Asymmetric schemes
impose substantial computational and communication overheads on IoT devices,
which are inherently resource-constrained. The computational complexity of solv-
ing mathematical problems can strain the limited processing power and memory
capacity of IoT nodes. This strain becomes more pronounced as the complexity of
the underlying mathematical problem increases. Consequently, while asymmetric
schemes offer robust security, they may not be well-suited for resource-constrained

IoT environments.

2.3.2 Symmetric Schemes: Pre-distribution and Post-distribution

Strategies

Symmetric key management schemes provide an alternative approach to loT security.
These approaches can be categorized into two distinct subgroups: pre-distribution
techniques and post-distribution strategies, each possessing its individual array of

benefits and associated complexities.
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Pre-distribution Schemes

In pre-distribution schemes, represented by well-known schemes like Blom’s scheme
[16] and its extensions by Du et al. [22] and others [67, 69, 45, 46, 47, 44], and
before deployment, shared context and keys are preloaded into IoT nodes. While

these schemes offer a high level of security, they face two primary challenges.

First, pre-distribution schemes demand significant storage overhead. IoT devices
must store a substantial number of keys and associated data, which can strain the
limited memory resources available on these devices. This storage requirement can
be a limitation, particularly in scenarios where IoT nodes are severely resource-

constrained.

Second, pre-distribution schemes require robust network connectivity. For rela-
tively large IoT networks, ensuring consistent connectivity among nodes becomes a
challenge. In sparsely connected networks or those with limited initial deployment

infrastructure, pre-distribution schemes may encounter practical difficulties.

Post-distribution Schemes

Post-distribution schemes, as exemplified by AbuAlghanam et al.’s work [1] and Gau-
tam et al.’s scheme [27], and others |11, 24, 58, 61, 25, 63|, distribute keys after IoT
device deployment. This approach mitigates some of the storage and connectivity

challenges associated with pre-distribution schemes.

Nevertheless, post-distribution schemes introduce their own set of considerations.
They often involve a higher communication overhead, as keys must be communicated
to nodes after deployment. This increased communication may lead to potential
vulnerabilities, such as interception and eavesdropping, during the key distribution

process.

In the following sections, we will delve deeper into specific key management
schemes, providing detailed insights into their methodologies, strengths, and limi-
tations. These discussions aim to contribute to a comprehensive understanding of
the intricate landscape of IoT key management and its direct relevance to addressing

resource and power limitations, a critical aspect of IoT security.
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2.3.3 In-Depth Analysis of Key Management Schemes

Blom’s Scheme: An Exploration of the Matrix-Based Approach

Blom’s scheme [16] stands as an early and influential example of pre-distribution key
management schemes. It aims to create a matrix of keys with dimensions N x N, Each
element within the matrix signifies a key, correlating to two nodes identified by specific
identifiers. Blom’s scheme operates using three pivotal matrices: a public matrix G,
a random matrix D, and a secret matrix A. G has A+ 1 rows and N columns, D has
A+ 1 rows and A + 1 columns, and A has A + 1 rows and N columns. To facilitate
the construction of a new key matrix K, typically represented as K = AG. The

importance of symmetry is emphasized to ensure that K[i, j] = K[j, ].

Upon deployment, each node broadcasts its public column G|z, i] to neighboring
nodes. This act precedes the computation of pairwise keys K, j| or K[j,i] between
nodes ¢ and j by multiplying the shared column G|z, ] with the corresponding row
Alj, x], which can also be expressed as Gz, j] * Afi,xz]. Blom’s scheme introduces a
threshold parameter A, signifying the maximum number of compromised nodes the
network can tolerate without compromising its overall security. If the number of
compromised nodes exceeds this threshold, it becomes possible to deduce the entire

keys matrix K, rendering the network insecure.

Du et al.’s Extension: Optimizing Connectivity and Resilience

Du et al. [22]| built upon the foundation laid by Blom’s scheme and introduced a
novel extension that focuses on enhancing network connectivity and resilience against
compromising attacks. This extension introduces the concept of key-spaces, where
a set of random symmetric matrices, denoted as D matrices, are employed. A node
may hold the entire set of D matrices or a subset of them. Communication between

two nodes is only possible if they share a common key space.

The key insight behind Du et al.’s extension is to reduce unnecessary connectivity
among nodes, which not only enhances network resilience but also improves communi-
cation efficiency. However, this approach comes with increased storage requirements,
as each node must store an identifier and 7 key spaces. This storage overhead signif-

icantly exceeds that of Blom’s original scheme, which only necessitates the storage
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of A + 1 matrix elements. Additionally, the computational load increases due to the
generation of public columns for nodes, with each node performing 2\ + 1 multipli-
cations and A additions, compared to Blom’s proposal, which requires only A + 1

multiplications and A additions.

Yu and Guan’s Deployment Knowledge-Based Solution

Yu and Guan [67] introduced a key management solution based on Blom’s scheme,
tailored for specific deployment scenarios, particularly in IoT contexts. The authors
considered dividing the deployment area into several sub-areas, with nodes grouped
accordingly. During the initial key pre-distribution phase, a common global matrix
G, akin to Blom’s, is assigned to all nodes. Each group of nodes is assigned a unique
secret matrix A. Additionally, a set of matrices B is assigned to each individual node.
These matrices are preloaded onto nodes, along with their corresponding column of
the G matrix, the row of the A matrix associated with their group, and a selection

of rows from their assigned B matrices.

Key establishment between nodes occurs in three distinct cases: when nodes be-
long to the same group and share the same A matrix, when nodes do not belong to
the same group but share at least one B matrix, and when nodes share neither group
nor B matrices. Each of these scenarios necessitates specific calculations for pairwise

key establishment.

While Yu and Guan’s solution offers improved network connectivity and resilience,
it also introduces storage and energy consumption challenges. The scheme requires
extensive storage capacity due to the multitude of matrices that need to be preloaded
onto nodes. Moreover, the increased computation required for generating public
columns and performing key calculations can have implications for energy efficiency,

particularly on resource-constrained IoT devices.

Zhang et al.’s Matrix-Based Approach for Heterogeneous Devices

Zhang et al. [69] proposed a matrix-based key management scheme tailored for
smart homes and IoT environments featuring heterogeneous devices from various

manufacturers. This scheme relies on two fundamental keys: the master secret key
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and the session keys. Upon joining the network, a node extracts the master secret key,
typically generated using a key generation approach, such as Wang et al.’s method
[66]. This master secret key secures communications between the home gateway and
the constrained node.

One notable advantage of this scheme is its energy-efficient approach. By del-
egating intensive operations to home gateways, the network minimizes energy con-
sumption at the device level. However, each device is still required to perform 2\ + 1
multiplications, which represents an increase compared to Blom’s scheme’s relatively
modest requirement of A + 1 multiplications. Additionally, communication overhead
is higher compared to previous schemes, as devices need to communicate with their

mesh routers to establish session keys.

Mesmoudi et al.’s SKWN Scheme

In the domain of hierarchical wireless sensor networks, the contributions of S. Mes-
moudi et al. stand out, particularly as outlined in [43|. The authors propose a
sophisticated key management scheme, termed SKWN, that encompasses key es-
tablishment, renewal, and the integration of new nodes. Utilizing machine learning
algorithms, SKWN dynamically adjusts its security levels based on ongoing network
activities. An Intrusion Sensing Algorithm (ISA) component facilitates real-time in-
trusion detection, obviating the need for persistently high security settings in the
absence of active threats. SKWN is praised for its scalability, flexibility, and robust
security architecture. Nonetheless, the scheme has a high communication overhead,
reflected in the large number and size of messages exchanged during its operational

phases.

Further elucidation on key revocation scenarios, where Mesmoudi et al. outline
two primary cases based on node types: the Cluster Head (CH) and the Cluster
Member (CM).

e Cluster Head compromise: When a compromised CH is identified by the
Base Station (BS), key revocation is initiated for both the CH and its associated

CMs, followed by a key renewal process for the remaining nodes.

e Cluster Member compromise: If a CH identifies a compromised CM, the
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key of the compromised CM is revoked. The other CMs in the cluster are

notified, and a key renewal process is initiated.

However, there are key limitations that warrant further investigation:

e Leaving or draining scenarios: The scheme does not consider key revocation
for nodes that exit the network or are incapacitated due to battery drainage.
This presents a gap in the protocol that could have significant implications for

real-world deployment.

e Communication overhead: As previously noted, the large number and size

of messages could be a concern for resource-constrained sensor networks.

e Dynamic security level: The adaptability of the security level, while innova-

tive, may expose the network to vulnerabilities during periods of lower security.

e Intrusion detection efficiency: The computational cost and effectiveness of
the ISA component for real-time intrusion detection have not been detailed,

posing questions about its scalability and reliability.

Nafi et al.’s Matrix-Based Scheme with Security Trade-offs

In a study by Nafi et al. [45]|, another matrix-based approach was presented, in-
fluenced by the foundational work of Blom’s scheme. The design involves the pre-
distribution of an N x N matrix, which does not need to be symmetric. It is char-
acterized by the removal of the initial materials after the deployment and discovery
phases. To calculate shared session keys between arbitrary pairs of nodes, the scheme
employs determinant calculations for square matrices of dimensions 2 x 2 that contain
the elements of the intersection of their rows and columns. The authors also proposed

other different phases, starting from node addition to key refresh.

While offering high connectivity and security during the pairwise key establish-
ment phase, this scheme exhibits a trade-off in security during the new node addition
phase. During this phase, group-wise keys are communicated in plaintext through
a public channel, introducing potential vulnerabilities. Additionally, the scheme re-
quires substantial storage capacity, as each node must store an N x N matrix, which

can be a challenge for resource-constrained IoT devices in large-scale networks.
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The key revocation process in the described scheme operates under two different
scenarios, each necessitating specific actions to maintain the security and integrity of

the network.

e Case 1: Malicious activity detected by a gateway node

In this instance, the revocation process is initiated by a gateway node detecting
anomalous behavior from an IoT device, indicative of a security threat. The

following steps are executed:

— Key deletion: The gateway node removes the pairwise key associated

with the identified malicious node.

— Matrix update: The corresponding row and column for the malicious
node in the neighbors’ matrix are removed. Additionally, the node’s id is

deleted from the neighbors’ vector.

— Group key re-establishment: A new group-wise key is generated by

rerunning the relevant algorithm.

— Notification: The gateway node disseminates a message to neighboring
nodes containing the malicious node’s id, a nonce, and the newly generated
group key.

— Acknowledgment and cleanup: Receiving nodes authenticate the re-
ceived message, remove any data linked with the malicious node, and send

an acknowledgment back to the gateway node.

e Case 2: Voluntary exit from the network

In contrast, this scenario involves an IoT device voluntarily exiting the network.

The node undergoes the following steps:

— Leave notification: The leaving node sends a LEAV E message to its

one-hop neighbors, including its id and a nonce.

— Cleanup: Upon receiving this message, neighbor nodes erase all relevant

data associated with the leaving node.

— Acknowledgment: An acknowledgment message is sent back to the leav-

ing node by each neighbor.

— Memory drain and exit: The leaving node wipes its memory after
receiving acknowledgments from all its neighbors and subsequently departs

from the network.

24



Literature Review

A. K. Gautam et al.’s Polynomial-Based Scheme

A. K. Gautam et al. [27] introduced a polynomial-based scheme, primarily utilizing
Lucas polynomials based on the Fibonacci series. This scheme is designed for clus-
tered IoT networks, where cluster heads play a pivotal role in generating polynomials

and random numbers.

One challenge of this scheme lies in the random selection of cluster heads. This
randomness can lead to substantial energy consumption, particularly when a resource-
limited node is selected as the cluster leader. The scheme exhibits resilience in some

aspects but raises concerns related to energy efficiency.

Nafi et al.’s Bivariate Polynomial-Based Scheme

Nafi et al. [46] proposed a scheme based on bivariate 2n-degree polynomials. Each
node is preloaded with its corresponding polynomial, which includes the network
key K,. The scheme distinguishes between direct and indirect key establishment

mechanisms, providing secure communication options for both scenarios.

However, this scheme relies on substantial preloading, including the node’s mem-
ory with the polynomial’s general form and the network key. It exhibits good con-

nectivity but introduces challenges related to storage and computation overheads.

The researchers introduced a stage dedicated to removing nodes identified as
compromised or departing. During this phase, nodes adjacent to the node in question
are instructed to purge it from their local adjacency lists. Concurrently, they are also
directed to modify their existing polynomial functions by reducing them by a single
term for each leaving node. Furthermore, these adjacent nodes are tasked with erasing
cryptographic keys that were previously shared with the compromised or departing
node. However, the proposal falls short in explaining the communication methods
needed for alerting adjacent nodes about a compromised or leaving node. Also, the

authors don’t specify how one would identify a compromised node.
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AbuAlghanam et al.’s Hybrid Approach for Smart Cities

In their work, AbuAlghanam et al. [[L] presented H2KD, a layered framework that
blends asymmetric elliptic curve methods with symmetric cryptographic techniques.
The architecture of this scheme involves phases for pre-deployment of keys, initial-
ization, establishment, and updates. It distinguishes itself by its capacity for hetero-

geneity, scalability, and defense against attacks involving node capture.

Nevertheless, a significant shortcoming is the absence of a secure mechanism for
key updates; new keys are transmitted in an unencrypted format during the updating

stage.

Bai et al.’s Rabin Cryptosystem for Smart Homes

Bai et al. [12] proposed an asymmetric scheme designed for smart home applications
based on the Rabin cryptosystem. This system relies on the difficulty of factoring
large integers, similar to the RSA algorithm but using modular squares and modular

root squares.

While offering cryptographic strength, this scheme introduces vulnerabilities re-
lated to number factorization attacks and lacks an evaluation regarding energy con-

sumption.

Nafi et al.’s Pairwise Key Management with One-One Functions

Nafi et al. [47] presented a pairwise key management scheme that employs one-
one functions and their inverses to calculate pairwise keys. This scheme involves
several phases, including key preloading, addition, revocation, key refresh, and key

establishment.
The scheme excels in connectivity and resilience against node capture attacks
but introduces concerns related to storage requirements, energy consumption, and

susceptibility to brute-force attacks, dependent on the chosen one-one functions.

In this scheme, key revocation is essentially a decentralized process driven by local
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observations made by neighboring nodes. This approach can be delineated through

its critical features:

e Passive key revocation by neighbors

In contrast to active message-driven revocation, this scheme relies on passive
monitoring. Each node is responsible for unilaterally revoking the keys of neigh-

boring nodes that have not communicated within a specified time interval 7.

e Periodic key regeneration

The scheme mandates periodic key regeneration, which occurs every 7, time
unit. This adds a layer of dynamicity to the key management, reducing the

window of opportunity for an attacker to misuse a compromised key.

e Server-driven updates

The server periodically sends updates in the form of new one-to-one functions
to all nodes, occurring every 2 x T, time unit. This central role of the server

supplements the decentralized aspect of key management in the network.

o Attack-triggered refresh

In the case of an identified attack, the server proactively sends a "refresh” mes-
sage via the gateway node to update all nodes. This message carries the number

of detected attacks to recalculate and potentially update the value of T’

¢ Communication overhead

Upon receipt of a refresh message, nodes must reply to acknowledge, effectively

mirroring the communication overhead found in [45].

Kandi et al.’s Decentralized Blockchain-based Scheme

In this work, attention is directed towards a blockchain-based key management
scheme as posited by the authors in [34]. Unlike traditional centralized schemes,
this decentralized model aims to address the single point of failure problem that
plagues centralized systems. The scheme is characterized by a two-layered architec-
ture where one layer is dedicated to key management and the other is responsible for

managing the keys of nodes.
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Mechanics of Key Revocation: The scheme employs unicast and broadcast
methods for revoking the key of a departing node. Specifically, a unicast refresh
message containing the departing node id and a randomly generated key Kp is sent
to the affected node set. This is followed by a broadcast refresh message to other

sets, ensuring the updation of keys among the remaining nodes.

Blockchain Participants and Verification: The scheme incorporates Blockchain
Participants (BPs) who are notified upon a node’s departure. They then create a new
transaction containing the leaving node id and additional data. This transaction is
verified by all BPs through signature and hash checks, as well as by confirming the

membership status of the departing node in the received information.

Strengths and Weaknesses:

e Decentralization: The scheme successfully decentralizes the key revocation
process, eliminating the central point of vulnerability present in traditional
methods.

e Transaction Verification: The use of blockchain for transaction verification
adds an additional layer of security, making the scheme robust against malicious

activities.

e High Communication Overhead: Despite its merits, the scheme suffers
from high communication overhead, largely due to the need for every con-
strained node to participate in the key revocation process. The increased com-
munication overhead remains a challenge that may restrict its practical appli-

cability, especially in networks with constrained resources.

Msolli et al.’s Hash-Based Scheme with Path Establishment

Msolli et al. [44] introduced a hash-based scheme based on Eschenauer and Gligor’s
probabilistic approach. This scheme utilizes Shift-AES as an encryption algorithm
and encompasses three key phases: pre-distribution, key discovery, and path estab-

lishment.

While this scheme offers connectivity and resilience, it faces challenges related to

28



Literature Review

communication and computation overheads, particularly as the number of interme-

diate nodes increases during path establishment.

2.4 Conclusion

In this chapter, we have provided a comprehensive overview of the existing literature
on the security challenges of @ and key management schemes. The examination
of various key management approaches, both asymmetric and symmetric, has shed

light on the complexities and trade-offs involved in securing IoT networks.

Our analysis of specific schemes, such as Blom’s Matrix-Based Approach, Du
et al.’s Connectivity Optimization, and other notable contributions, has highlighted
the diverse strategies employed to address security concerns in IoT environments.
This literature review has served as a foundation for our research, providing valuable

insights into the state-of-the-art in IoT security.

Having established a solid understanding of the IoT security landscape in the
preceding chapters, we now transition to our contributions in the field. In Chapter
3, we introduce our novel approach, designed to address some of the key
challenges identified in the literature. Building upon the insights gained from the
literature review, we present our research findings, methodologies, and contributions,
which aim to enhance the security and manageability of IoT networks. Chapter 3
will delve into the details of and its application in real-world IoT scenarios,
paving the way for a deeper exploration of our research outcomes in subsequent

chapters.
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efficient vector-based key
management scheme for IoT

networks

3.1 Introduction

The concept of the @ revolves around connecting physical objects, such as sensors
and devices, to the internet. These IoT devices possess communication capabili-
ties, enabling them to autonomously exchange data with both each other and their
surrounding environment. The applications of IoT have expanded across various
domains, including industries, healthcare, agriculture, transportation, and energy
management [9, 55, [7]. For instance, IoT devices play a pivotal role in remotely mon-
itoring patient health, optimizing agricultural practices, enhancing transportation

safety, and reducing energy consumption in smart buildings.

In the dynamic landscape of IoT networks, secure communication is paramount,
especially considering the sensitive nature of data exchange between IoT devices.
Securing communication within IoT networks is a complex challenge due to the
susceptibility of wireless channels and the inherent resource constraints of IoT de-
vices. These devices often operate with limited resources, adding to the intricacy

of key management processes, including key establishment, distribution, revocation,
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renewal, and addition. Therefore, the development of efficient and robust key man-
agement solutions is imperative to ensure the security of communications within IoT

networks.

represent a subset of IoT networks, Consisting of small, energy-limited,
and cost-effective sensor nodes, these networks are designated for the collection of
environmental data and wireless communication. s have been instrumental in
shaping key management strategies within IoT networks. Many initial approaches for
securing communications and managing cryptographic keys were originally designed
for WSNs. Despite the advent of a more expansive @ ecosystem that includes a
variety of internet-connected devices, s continue to hold a vital role in low-power
[oT scenarios. This is primarily due to their inherent attributes, such as constrained

resources and energy limitations.

Notwithstanding the challenges posed by IoT networks, WSNs continue to play a
vital role in the broader IoT ecosystem, particularly in low-power IoT applications.
With the ongoing evolution of the [oT device landscape, there will unquestionably be

a rising demand for key management schemes that are both efficient and cost-effective.

In academic literature, a variety of key management strategies have been proposed
with the objective of tackling the security challenges inherent in IoT network com-
munications. However, many of these previously discussed approaches prioritize one
aspect, such as communication overhead, at the expense of others, including storage
and computational costs. This imbalance results in key management schemes that
excel in specific IoT network assumptions but fall short in others. Hence, there is
a pressing need for a new key management scheme that meticulously balances all
relevant performance criteria to ensure effective communication security within IoT

networks.

This chapter presents , a newly devised key management scheme, de-
signed to tackle the challenges associated with securing IoT network communica-
tions. [EVKMS strikes a balance between resilience and efficiency by leveraging pre-
distributed vectors to protect stored keys and sensitive data transmitted across inse-
cure channels. Our objective with EVKMS is to address the limitations of existing
key management solutions, providing a robust and efficient approach for enhancing

communication security within IoT networks.

EVKMS boasts several key features, including:
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e Minimizing the size of pre-loaded data.

e Enhancing resilience against node capture attacks throughout various phases,

including initialization.
e Supporting scalable networks that accommodate new node additions.

e Enabling secure establishment of pairwise and group-wise keys among IoT de-

vices without exposing sensitive data through communication channels.
e Facilitating efficient group-wise key establishment with zero communications.

e Minimizing computational overhead.

The subsequent sections provide an outline of the structural organization within
this chapter. We commence by presenting a comprehensive exposition of our pro-
posed scheme, elucidating the network model, assumptions, and the various phases
that comprise its implementation. Following this, we subject our scheme to a rigor-
ous assessment, encompassing both formal and informal security analyses, as well as
a thorough evaluation of its performance across multiple dimensions. These assess-
ments span aspects such as data storage, computational complexity, communication
overheads, and energy consumption. Finally, we conclude this chapter by summariz-

ing our key findings and insights drawn from our research endeavors.

3.2 Network model

Our suggested approach is built on a network model that shares the same components
with Nafi et al. [45] work as shown in Figure B.1. The primary components of the

model are as follows:

3.2.1 Remote server

A cloud-based server that is accessible via the Internet. In most cases, it offers

for facilitating data exchange and communication.
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3.2.2 Gateway nodes

These nodes possess both Internet connectivity and ample resources. Serving as
intermediaries that link resource-constrained nodes to the remote server, they utilize

a secure asymmetric communication protocol.

3.2.3 Limited-resource nodes

These nodes are equipped with sensors and are considered the primary data source.
They have limited resources concerning storage, energy, and computational capabil-

ities. They are connected to the gateway nodes via a wireless network.

3.3 Assumptions

We make assumptions that:

e The exchange of information between the gateway nodes and the remote server

is considered secure.

e Every gateway node is granted trustworthiness and strengthened through the
utilization of Trusted Platform Module (ITPM)).

e The remote server has no limitations or constraints regarding the availability

of the resources.

e FEach gateway node establishes communication with the remote server via the

Internet.
e No direct Internet access is available for constrained nodes.
e Each subset is connected to either one or two neighboring subsets.
e Each subset may include one or more gateways.
e First local identifiers within subsets are always assigned to gateways.

e Security and authentication among gateways are ensured using public key cryp-

tography.
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Remote server

Q Constrained device - = = Borders between sub-areas

Figure 3.1: The proposed network model

3.4 Solution steps

In our approach, we outline six distinct phases: initialization, the establishment of
pairwise and group-wise keys, the addition of new nodes, the revocation of keys, and

key refresh. The notations used throughout this process are listed in Table @

3.4.1 Initialization phase

The secret pool encompasses randomly generated positive numbers, which are gen-

erated offline by the remote server. These numbers are then divided into m separate
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Notation Meaning

n The overall count of nodes present within the network

d The overall count of node neighbors

m The count of subareas

x The count of nodes in each subarea

N; The node ¢

a; The subarea @

Vp The vector of secrets of the previous subarea.

V. The vector of secrets of the current subarea.

Va The vector of secrets of the next subarea

Vie The current vector of secrets of the subarea i

P, The vector of pairwise keys of the previous subarea

P. The vector of pairwise keys of the current subarea

P, The vector of pairwise keys of the next subarea

P The current vector of pairwise keys of the subarea ¢

P’ The vector of pairwise keys without nullable values

|P’| The size of P without nullable values

I The vector of the neighbor nodes’ identifiers

] The size of I

S; The secret of node ¢

K; The session key that has been established between the remote server and
gateway ¢ through the utilization of their public and private keys.

K, The pairwise key between node ¢ and node j

K, The group key of a subarea

Vi, ] The combination of j values from vector V, starting from index 4 (in-
cluding index ). If an index included in this combination exceeds the
vector’s range, the combination resumes from the vector’s beginning.

fr A hash or a lightweight symmetric encryption function using the key k.

e} A security parameter against brute force attacks

lgia The size of the group identifier

ls The size of the secret

Iy The size of the key

lmac The size of the MAC

Liype The size of the message type

message The size of message

lolock: The size of encryption block

E The size of the encrypted data

SID; The local identifiers of the nodes in the subset k

SGUID,  The global identifiers of the nodes in the subset k

T, Revocation period

Table 3.1: Symbolic notations
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groups, with each group holding a specific number of these random numbers, referred
to as secrets. To ensure the integrity of subsequent processes, it is important that

each secret is different, preventing any duplication of keys.

Furthermore, The nodes are organized into subsets, similar to how the secrets are
grouped. However, there’s a specific arrangement: each subset should be connected
to at least one neighboring subset. For instance, the first subset connects only to the
next one, the last one connects solely to the previous, and middle subsets maintain
connections with both their previous and next subsets. Intriguingly, each subset
must include a minimum of one gateway node, and the count of nodes within each,

designated as x, equates to the number of secrets associated with that specific subset.

Now, what distinguishes each group of secrets and nodes is a unique positive
number, assigned from 1 to m, where m is the total number of these groups. The
server employs a random assignment procedure to allocate the secrets to the nodes
within the same group based on these identifiers. Importantly, these groups might

not have an equal number of nodes, meaning that the size of each group can vary.

In preparation for deployment, a crucial preliminary step is required, primarily
ailmed at preloading specific data into the memory of the nodes. The data to be

preloaded encompass the following elements:

e Vector Sets: These consist of up to three distinct vectors denoted as V),
V., and V,. These vectors are populated with random and unique positive
numbers. Notably, each node’s Global Unique Identifier () is the result of
the concatenation of its local identifier and the identifier of its associated group.
Depending on the particular scenario, these vectors may contain the identifiers

of nodes residing in the previous, current, and next sub-areas.

e Group identifiers () Up to three group identifiers pertaining to the
previous, current, and next sub-areas are included, contingent upon their exis-

tence.

e Hash Function: An essential component is a hash function designed to accept
both plaintext and a secret as input, providing a critical cryptographic function

within the system.

e Security Parameter: The security parameter, denoted as «, holds significance

as it governs key aspects of the security protocols employed within the system.
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When we refer to [GUID|, we imply “uniqueness across the network.”

Each node is part of its respective current subset, which indicates that V, has
the key to its respective secret. The local identifiers of the nodes within a given
subset are strictly non-repetitive because each node is represented as an element of
its corresponding principal vector denoted as V.. This assertion is grounded in the
fundamental property of vector indexing, where the indices associated with the vectors
are inherently unique. The presence of distinct indices for each vector facilitates
the replication of local identifiers across multiple vectors while ensuring their non-

repetition within the same vector.

The nodes are deployed randomly by dispersing them throughout the deployment
area using a helicopter, as an example. The system should be partitioned into m sub-
deployments, with each sub-deployment assigned to a specific subset of nodes. These
sub-deployments should be executed sequentially, following the order of the nodes’
identifiers. The deployment strategy arranges the subsets in a linear chain, with each
subset having a previous and next subset, except for the first and last subsets, which
only have one adjacent subset. From an alternative perspective, the arrangement of
nodes within a subset’s sub-deployment is stochastic and does not necessarily follow
a linear pattern. This deployment strategy involves dividing the given area into m
sub-areas, where each sub-area is assigned a specific subset of nodes. The quantity
of subsets is contingent upon the characteristics of the deployment area and the
available deployment capabilities. Hence, an increase in the number of options leads
to a corresponding increase in the number of subsets that can be generated. Following
the deployment, the sub-areas remain fixed in terms of surface area, except the first
and last ones. These two sub-areas have the potential to be extended by adding

additional nodes in the future. An example of the result is depicted in Figure B.9.

Illustrative example

It is worth mentioning that the numbers presented in this particular example are
intentionally kept small to enhance simplicity and ease of understanding. However,
in practical application, the numerical values can be significantly larger. In this
particular instance, we consider a system with a total of n = 9 nodes. These nodes

are divided into m = 3 distinct subsets. The cardinality of each subset is denoted by
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Figure 3.2: Deployment area after its division

Ty, as indicated in equation @

VEEN,1<k<3:

T =3

(3.1)
To = 2
XT3 =4

The variable k£ denotes the numerical identifier of the subset. The initial subset ex-
clusively possesses a subsequent subset, the second subset possesses both a preceding
and subsequent subset, whereas the third subset solely possesses a preceding subset.

Each subset is assigned a distinct identifier, which is a positive number ranging from

1 to m. The subsets in the example are identified as 1, 2, and 3.

Subsets are characterized by the isolation of their local nodes’ identifiers. In
a given subset, it is not permissible for nodes to have duplicate local identifiers.
However, it is acceptable for nodes to have duplicate local identifiers across different

subsets. In this particular case, it’s acceptable for nodes to possess identical local

identifiers when distributed across distinct subsets. The local identifiers for these

subsets symbolized as SIDy, are as follows:
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VkeN,1<k<3:
SID; = {1,2,3}
SID, = {1,2}
SID; = {1,2,3,4}

(3.2)

The global identifiers of nodes consist of the combination of their local identifiers
and their subsets’ identifiers. As shown in Figure B.3, the global identifiers SGUID,

of the subsets are provided as follows:

VkeN1<k<3:
SGUID, = {11,12,13}
SGUID, = {21,22}
SGUID;s = {31,32,33,34}

(3.3)

Each node possesses a secret value, which is a randomly generated positive number
provided by the server and stored in the node’s memory before its deployment. The

nodes’ secrets within the various subsets SSEC), can be identified as follows:

VEeN,1<k<3:
SSEC, ={8,5,7}
SSEC, ={2,6}
SSEC; ={4,1,3,9}

(3.4)

The three subsets can be represented by the combinations of their previous and
next subsets’ identifiers as follows: (none,2), (1,3), and (2, none).

As demonstrated in the previous example, the vectors of the previous, current,

and next subsets are as follows:

e The first subset has:

— Vi, does not exist as it is the initial subset and therefore does not have

any preceding subsets.

— Vi, contains the nodes’s secrets 8, 5, and 7, which are identified globally

as 11, 12, and 13, respectively.
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— Vi, contains the nodes’s secrets 2 and 6 which are identified globally as 21
and 22.

e The second subset has:

— V5, contains the nodes’s secrets 8, 5, and 7, which are identified globally
as 11, 12, and 13.

— Vi contains the nodes’s secrets 2 and 6, which are identified globally as
21 and 22.

— V4, contains the nodes’s secrets 4, 1, 3, and 9, which are identified globally
as 31, 32, 33, and 34.

e The third subset has:

— V3, contains the nodes’s secrets 2 and 6, which are identified globally as
21 and 22.

— V3. contains the nodes’s secrets 4, 1, 3, and 9, which are identified globally
as 31, 32, 33, and 34.

— V3, does not exist as it is the final subset and therefore does not have any

subsequent subsets.

The example is illustrated in Figure B.3.

3.4.2 Pairwise key establishment phase

This phase comprises two sub-phases: node discovery and key agreement. They are
pivotal in establishing pairwise keys between nodes. In the following sub-sections, we

delve into the details of each sub-phase.

Neighbors discovery

The objective of this sub-phase is to identify the neighboring nodes of each node.

Following the completion of the deployment phase, each node denoted as 7 initiates

the discovery sub-phase by broadcasting a discovery message to all neighboring nodes
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Figure 3.3: Illustrative example of the initialization phase

within its radius. Included in this message is the node’s [GUID), a nonce Nonce;, and
an encrypted digest. The encryption is done using a lightweight symmetric algorithm

such as ChaCha20 or a hash function, depending on the desired security level. The

encryption key or secret used is V;.[i,]. The following communication is presented
for consideration:

N; = Nj :Discovery, GUID;||Nonce| fv, .o (GUID;||Nonce;)

(3.5)

Any receiver whose physical address is lower than that of the sender will disre-
gard the message. The remaining nodes verify the integrity of the received message by

computing the digest of its first part, which consists of the concatenation of GUID;
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and Nonce;. This computation is performed using V;.[i, o] as a secret or an encryption
key, and the resulting digest is then compared to the digest of the received message.
If the comparison equality is not met, the message is disregarded. Upon successful
completion of the verification process, the receiver node proceeds to include the node
id in its neighbors’ vector and initiates the computation of the pairwise key, as elab-
orated in the subsequent sub-phase. Subsequently, node j responds to node i by
sending an Acknowledgment (ACK|) message. This message includes the values of
GUID; and Noncej, as well as a digest obtained by encrypting the concatenation of
GUID; and Nonce; using the encryption key or secret V.[j,a]. The content of the

communication is as follows:

Nj — N; :ACK,GUID;||Noncej|| fv, 15,0 (GUID;||Nonce;) (3.6)

The comparison of physical addresses is conducted using an alphanumeric ap-
proach. This operation prevents nodes from initiating discovery with other nodes

that have already initiated it, due to the asynchronous nature of distributed systems.

Upon receiving a response from node j, node ¢ proceeds to verify the message’s
integrity. This is done by calculating the digest of the first part of the message,
which consists of the concatenation of GUID; and Nonce;. The encryption key or
secret used for this calculation is denoted as Vj.[j,a]. The calculated digest is then
compared with the digest received in the message to ensure their consistency. If the
outcome of the equality comparison is unsuccessful, the message is disregarded. In
contrast, if the transmission is successful, the receiving node proceeds to compute the
pairwise key K;, as described in the subsequent sub-phase , and then includes

node 7 in the vector of pairwise neighbors.

Key agreement

Within the context of the key agreement sub-phase, every node engages in the com-
putation of a pairwise key. This computation involves the multiplication of the
confidential values held by the two respective nodes, followed by the encryption of
the resultant product through a preconfigured lightweight encryption function. The
outcome of this multiplication operation serves as the shared secret, from which the

pairwise key is subsequently derived. The pairwise key calculation process is as fol-
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lows:

Kij = fvifiawvieliol(Vieli, @] * Viclj, o) (3.7)

For every establishment of a pairwise key between two nodes denoted as ¢ and
j, the resulting pairwise key is allocated storage within one of the neighbor vectors,
namely P,, P, or P,. This allocation is contingent upon the sub-area affiliation of the
other node involved in the key establishment process. To elucidate this, suppose node
1 is situated within the first sub-area while node j belongs to the second sub-area. In
this scenario, node 7 archives the pairwise key in vector P,, while node j retains it

within vector P,.

It is noteworthy that each node ¢ preserves its private secret .S; within vector P.,

where the index corresponds to its local identifier, denoted as 1.

Furthermore, it is important to observe that if node j, hailing from the prior,
current, or subsequent sub-area concerning node %, is not classified as a neighbor of
i, then ¢ undertakes the task of populating the associated index within the respective

neighbor vector P in the subsequent manner:

e If there exists at least one neighboring node denoted as k of node ¢ within the
designated sub-area of node j, where the local identifier Idy is greater than that
of 7, node 7 proceeds to populate the corresponding index within the respective

neighbor vector P with a null value.

e Conversely, if no neighbor node £ of node ¢ within the assigned sub-area of node
7 possesses a local identifier Id;, greater than that of j, node 7 takes the action
of resizing the corresponding neighbor vector P to accommodate a maximum

index value of /d; — 1.

If the size of any of the P vectors containing nullable values exceeds that of
the corresponding P vector devoid of nullable values, in addition to the size of its

corresponding index values, node ¢ takes the following actions:

Node 7 stores a P vector without the nullable values, and concurrently, it retains

another vector containing the corresponding index values, as represented in equation
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(@) This operation serves to potentially reduce storage requirements, particularly
in scenarios where a node has limited coverage within its primary and neighboring

sub-areas.

P I if |P|> |P'|+|I]
P else

(3.8)

In Figure @, we depict the interactions between two nodes denoted as ¢ and
j during the pairwise key establishment phase. To initiate the neighbors’ discovery
sub-phase, node 7 broadcasts a discovery message referred to as m1 to all nodes within
its communication range. The message m1 includes critical information such as the
node identifier GUID;, a nonce denoted as Nonce;, and its corresponding Message
Authentication Code (MAC). Upon reception of this message, node j is respon-
sible for verifying its integrity by computing the message digest and subsequently

comparing it with the received M AC' value.

Following the successful integrity verification process, node j proceeds to send an
ACK message designated as m2, which incorporates its node identifier GUID);, the
nonce Nonce;, and its corresponding Message Authentication Code M AC. Subse-
quently, both nodes, ¢ and j, enter the key agreement sub-phase, where they perform

the necessary calculations to derive their pairwise key denoted as Kj;.

K;;
Node; -
ml m2
Node; : >
K Time

ml : Discovery, GUID;||Nonce;, MAC(GUID;||Nonce;, Vi.[i])
m2: ACK,GUID,||Nonce;, MAC(GUID,||Noncej, Vjc[4])

Figure 3.4: Pairwise key establishment phase
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Figure @ illustrates the pairwise key establishment process between two nodes ¢

and its neighbor j.

Node % broadcasts a discovery message with GUID, nonce, and digest

Node j checks
if the physical address of node %
is greater than its one

Yes No

Node j checks
the integrity
of the message

Invalid

Valid

Node j replies with an AC'K message containing its GUID, a nonce, and digest

Node % checks
the integrity of the ACK
message

Invalid

Valid

Ignore the message

Calculate and store K;;

Figure 3.5: Process of establishing a pairwise key between two nodes

Illustrative example

This example is built upon the preceding initialization phase’s . For the sake of
simplicity, we consider a security parameter « set to 1. Let’s consider an example
involving the establishment of pairwise keys for specific nodes, namely nodes 11, 12,

22, and 34. Each of these nodes transmits a message containing the following:

N1y — * @ Discovery, 11||15]| fs(11]]15)
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Niy — * : Discovery, 12||19]| f5(12]]19)
Nog — x : Discovery, 22||9]| fs(22]]9)
N3y — 1 Discovery, 34||14]| fo(34]]14)

Upon receiving and verifying the broadcasted messages, we consider the neighbor

nodes of each node as follows:

11 ° {N12,N13,N217N22}
12 - {Nll,N137N21,N22}
Nay {Nn,le,Nm,Nzl}
N3y {sz Nag, N3, N3g, Nag, N34}

Each of these nodes then proceeds to calculate its pairwise keys as follows:

K112 = Ki211 = f3:5(8%5) = f5.8(5 % 8) = f40(40)

K3 = Kz = far(8 % 7) = fr.s(7 % 8) = f56(56)
Ko = Ko = fs(8%2) = fo5(2 % 8) = f16(16)
Ki192 = K11 = fsus(8%6) = fous(6 % 8) = fus(48)
K213 = Kiz12 = four (5% T) = fr.5(7 % 5) = f355(35)
Kiao1 = Kor12 = fsaa(5%2) = f2.5(2 % 5) = fi0(10)
Kia20 = Koz 12 = fru6(5 % 6) = fe.5(6 % 5) = f30(30)
Koz = Kizpa = fou7(6% 7) = fr.6(7 % 6) = f12(42)
Koo = Ko = [fo:2(6 % 2) = far6(2 % 6) = f12(12)
Kaz31 = K120 = fora(6 % 4) = fuu6(4 % 6) = f24(24)
Kazgo = Ksao = fou1(6% 1) = fr.6(1 % 6) = f5(6)
Kooy = Ksz00 = [ou3(6 % 3) = f3.6(3 % 6) = fi5(18)
Koz1 = Kzioz = fox0(6 % 9) = fo.6(9 % 6) = f54(54)
Ksio1 = Ka1310 = fou2(9% 2) = fai0(2 % 9) = f15(18)
Ksuz1 = Kzi30 = foua(9% 4) = frio(4 % 9) = f36(36)
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Ky = K3a34 = fou1(9% 1) = fra0(1 % 9) = £4(9)
Ksy33 = Ks331 = fou3(9 % 3) = f3.0(3 x9) = for(27)

The computed pairwise keys are stored in the nodes’ memory and utilized in the

subsequent phases of the protocol.

Figure B.g depicts the pairwise key establishment phase.

/ Group 1 Group 2 " Group 3 \

z : The node id i
@ Y : The node secret @ Studied node

Ny P, |8 f10(40) | f56(56) |  P. [ f16(16) | fas(48) |
N12Z P, f40(40) | 5 |f35(35) | P, |f10(10) | f30(30) |
Na: P, | £15(48) | £50(30) | £2(42) | P. [ f12(12)[6 ] Pu [£2u(24) ] F6(6) [f15(18) [ fa(54) |

5

F36(36) | fo(9) [fr(27)]9]

D P, | f15(18) | f54(54) | P,

Figure 3.6: Example of establishing a pairwise key
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3.4.3 Groupwise key establishment phase

The increase in communication cost has a notable impact on performance and energy
metrics, particularly when transmitting identical data to multiple nodes. To mitigate
this, we have employed a method for identifying node neighbors by combining the use
of the M AC' with certain plaintext data. However, it is important to note that the
practicality of this technique is limited due to the unclear distinction between public

and private data.

To address this challenge, the adoption of a group-wise key becomes imperative.
With such a key in place, a group of nodes can collaborate efficiently to avoid re-
dundant message content transmission. In this context, each node, denoted as 1,
belonging to the same group as the gateway ¢;, computes an identical group-wise key

according to the following equation:
Kgi = [, [g)(Viel0]|[Vic[Vie-length — 1][|Vic[g]) (3.9)

Before encryption, it combines both its current secret vector’s first and last elements

with the gateway secret, utilizing the latter as the encryption key.

Illustrative example

Expanding upon the preceding illustration example, it’s important to note that all

the nodes, including the gateways, preserve identical secrets within their memory.

For each gateway node GGy, and all the nodes within its sub-area that include it in

their list of neighbors, the calculation of the group-wise key proceeds as follows:

VEeN,1<k<3:
Kg, = f8<8H7H8) = f8(878)
Ke, = f2(2][6]2) = f2(262)
Ky = f1(4][9][4) = f1(494)

(3.10)

Once the group-wise keys are computed and stored, the constrained nodes proceed
to clear their memory of the secret vectors. However, they retain the vectors related

to pairwise keys, denoted as P,, P., and F,, they retain the identifiers of various
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neighboring groups as well. These retained data will prove useful in subsequent

phases of the operation.

In contrast, the gateway nodes preserve all of this information in their memory,
as it is essential for use in the upcoming phases. This decision stems from the fact
that gateway nodes have secured their memory through the use of [TPM, which is

not available to the constrained nodes.

3.4.4 New node addition phase

In the context of the new node addition phase, the server takes the initiative by iden-
tifying the accessible gateway node within the newly deployed sub-area of the node
network. Subsequently, it generates a fresh pairwise key denoted as K, intended to
secure the communications between the gateway node and the new node. Alongside

this, the server also generates a random positive numeric secret.

The gateway node plays a pivotal role in this phase by incorporating the newly
generated secret into its existing secret vector. Subsequently, it responds to the
server’s action by transmitting an AC'K message. This message includes the vectors

Vp, Ve, and V,,, which collectively represent the secrets of the sub-area.

In parallel, the server assigns a unique local identifier to the new node. This
identifier is calculated as count(V;.) + 1, signifying the count of nodes within its
respective sub-area, which in turn becomes the identification number for the new
node. Additionally, the server associates this new node with the group identifier of

the gateway.

Moreover, the server preloads the generated keys onto the new node and proceeds
to dispatch an encrypted message. This message contains K, , and the secret desig-
nated for the new node, further facilitating secure communication between the new

node and the gateway node.

The interactions between the server and the gateway node are formalized through
equations (B.11)) and (B.19), encapsulating the following exchanges:
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S — G, : {REQ, Nonce,, Sy, Kpng, } i, (3.11)

G; — S : {ACK, Nonce,,V,, V., Vo } i, (3.12)

Upon successful deployment of the new node, it initiates communication by trans-
mitting an /N FORM message to the reachable gateway node within its designated
sub-area. This message serves as a notification of the successful deployment of the

new node to the gateway.

N, — Gi : {INFROM, Nonce, }k,,,, (3.13)

The gateway undergoes a calculation process to derive the new group-wise key.
This calculation involves hashing its previous group key, utilizing the newly acquired
secret associated with the new node.

K, = Hash(K,,S,) (3.14)

In order to safeguard the network from potential forward privacy attacks, a hash
function is employed in the calculation of the new group key, as depicted in equation
() This security provision guarantees that, should an attacker successfully com-
promise a node and acquire its current group key, the attacker would still lack the
means to reconstruct the old group key. The old group key is essential for decrypting

previous messages, rendering it inaccessible to malicious actors.
Subsequently, the gateway proceeds to disseminate the secret associated with
the new node to nodes residing within its current, previous, and next sub-areas,

contingent upon their presence. Importantly, this message is encrypted using the old

group-wise key as a security measure.

G; — % : {INFROM, Noncegy, Sy} k, (3.15)
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Each of the nodes within this group employs the equation () to compute
the new group-wise key. Subsequently, they transmit an AC'K message back to the
gateway as a confirmation of the successful reception of the previous message. This
step ensures that the newly calculated group-wise key is synchronized among all

relevant nodes.

Nj — G : {ACK, Nonce ;. (3.16)

The gateway proceeds by transmitting an AC'K message to the new node, signi-
fying that the discovery process is prepared to be started. This message also encap-
sulates the newly established group-wise key, ensuring that the new node is equipped

with the necessary information to proceed with the discovery process.

Gi — N, : {ACK, Succ(Noncey), Ky} k,,, (3.17)

Subsequently, the new node initiates the discovery process by dispatching a dis-
covery message to all of its neighboring nodes. This communication employs the

same pairwise key establishment technique as previously employed.

N,, — * :Discovery,
GUID;||Succ(Nonce,,), (3.18)
fs, (GUID,||Succ(Nonce,))

The neighboring nodes that receive the discovery message from the new node
undertake the calculation of pairwise keys for each relevant connection (new node,
neighboring node). Following this calculation, they respond by transmitting AC'K

messages back to the new node.

N; = N, :ACK,
GUID;||Succ(Nonce;), (3.19)
fs,(GUID;||Succ(Nonce;))
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The new node proceeds by computing a pairwise key for each pair, consisting of

the new node and its respective neighbor node.

Knj = fSn*Sj (Sn * Sj) (320)

A graphical illustration of the new node addition phase is presented in Figure @,

offering a clear depiction of the key steps involved in this process.

Server node

Y

ml m2
Gateway node >
m4 m5 mb
Node; >
m3 \ /17 m8
New node, . >

ml :

m2 :

m3 :

m4 :

mb :

mb :

m7 :

m8 :

Time
{REQ, Noncey, Sy, Kng, } &,
{ACK, Noncey, V,, Ve, V. } k,
{INFROM, Nonce,}k,,
{INFROM, Noncey, Sn}k,
{ACK, Nonce;}k,,
{ACK, Succ(Noncey), Ky} k.,
ACK,GUID,||Succ(Nonce,), fs,(GUID,||Succ(Nonce,))

ACK,GUIDj||Succ(Nonce;), fs,(GUID;||Succ(Nonce;))

Figure 3.7: New node addition phase
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Illustrative example

In the following illustrative example, which is the continuation of the previous exam-
ples, we explore the process of adding a new node to the network. To demonstrate
this, let’s assume that we are deploying a new node within sub-area 3 of the network.
Here are the detailed steps:

e Selection of Reachable Gateway: The server chooses the reachable gateway
node with GUID = 31 as the new node’s gateway. It generates a new pairwise
key Kngsl,ss
secret S,, = 10.

for secure communication and assigns a random positive number

e Preloading Keys: Following communication with the gateway node, the
server preloads the generated keys onto the new node and sends them encrypted

in message m1 to the same gateway.

e Deployment Notification: Once the new node is successfully deployed, it
sends an INFORM message m3 to its nearest gateway to notify it of its de-
ployment.

e Calculation of New Group-wise Key: The gateway calculates the new
group-wise key K, by hashing its old group key using the new node’s secret:
K,, = Hash(494, 10).

e Broadcasting the New Node’s Secret: The gateway broadcasts message
m4 to nodes in its current, previous, and next sub-areas. In this case, it sends
the message to Nayi, Nog for the previous sub-area and Nz, N33, N34 for the

current sub-area.

e Confirmation and Key Calculation: Each node receiving the broadcast
message calculates the new group-wise key using the same equation as specified
in Equation . They respond with an AC'K message mb to confirm the

reception of the broadcasted message.

e Launch of Discovery Process: The gateway sends an AC'K message m6 to
the new node to indicate that the discovery process is ready to begin. This

message also contains the new group-wise key K,, = Hash(494,10).

e Discovery Message Broadcast: Utilizing the pairwise key establishment
technique, the new node broadcasts a discovery message m7 to all its neighbor-

ing nodes.
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e Neighbor Responses: Neighbor nodes that receive the discovery message
calculate pairwise keys for each pair (new node, neighbor node) and respond

with AC K messages m8.

e Pairwise Key Calculation: The new node calculates pairwise keys for each

of these pairs.

This process is visually represented in Figure @ to provide a clear understanding

of the new node addition phase in action.

3.4.5 Key refresh phase

In the "Key refresh phase,” nodes undertake the crucial task of refreshing their secret
materials including secrets, pairwise or group-wise keys to enhance network security
and guard against potential attacks. This key refresh process is initiated under four

distinct circumstances:

e New Node Addition: When a new node joins the network, all nodes must

refresh their group-wise keys, as elaborated in the new node addition phase.

e Node Leaving: In instances where an existing node departs from the group or
the network, the responsible gateway takes action by generating and dispatching
d—1 messages to its non-departed neighbors (a message to each of them). These
messages contain a random positive number denoted as r. Each receiving node
calculates a new group-wise key using the function K, = f,(K,) and updates its
pairwise keys using K;; = f,(K;;). Additionally, it modifies its secret following:
S; =5, %7,

e Periodic Refresh: At regular intervals of time, every node autonomously
refreshes its pairwise and group-wise keys by applying a hash function to the
existing keys. This process is conducted to ensure that the keys remain re-
silient and robust against potential attacks, particularly those that rely on the

exploitation of the keys using brute force.

e Refresh Request: In response of each node to a refresh request issued by its

gateway, each node is obligated to refresh its pairwise or group-wise keys.
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Figure 3.8: New node addition phase example

These key refresh procedures are instrumental in maintaining the security and

integrity of the IoT network, ensuring that cryptographic keys remain robust and
resilient against potential threats.
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3.4.6 Key revocation phase

In the "Key revocation phase,” the network accommodates its dynamic nature by
allowing any node to exit the network, particularly when it operates with a limited
battery capacity. When a node intends to leave the network under such circumstances,
it initiates a leave request to its neighboring or interconnected nodes. The objective
is to optimize memory usage by removing the old and deprecated keys from nodes
that rely on them. Simultaneously, it transmits a group-level LEAV E message to

notify its departure.

Each recipient node, upon receiving the leave request, responds with an AC' K mes-
sage, signifying its compliance with the key erasure task and the necessary updates to
its neighbor vectors. Once the majority of nodes have responded, the departing node
proceeds to clear its memory, which includes keys and other pertinent information.

This process is visually depicted in Figure @

Another scenario for key revocation occurs when a node remains inactive or un-
reachable for a duration equal to or longer than 7). In this case, its neighboring nodes
take the initiative to delete its information from their memory and update their neigh-
bor vectors accordingly. This periodic operation serves to enhance memory efficiency

within the network.

3.5 Evaluation

3.5.1 Security analysis

In this section, we undertake a security analysis of our scheme which considers both
formal and informal. It commences with an informal analysis, followed by a formal
assessment. Additionally, a comparative examination of related works from a security
standpoint is provided. The notation used in the preceding section is consistently

applied throughout this analysis.
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Figure 3.9: Node revocation phase
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Informal security analysis

This section is dedicated to conducting an informal analysis of the security aspects
of our scheme. Our analysis begins by outlining the security goals, followed by an

examination of the security properties.

Security goals Our scheme is built upon a set of core security goals, each address-

ing critical aspects of IoT network security:

e Confidentiality: This goal revolves around safeguarding sensitive informa-
tion from unauthorized access during transmission. It is important to consider
that adversaries cannot decipher the messages transmitted by legitimate nodes.
Breaching confidentiality can result in severe consequences, spanning a wide
range of security breaches, including data theft. The risk escalates when sensi-
tive data, such as cryptographic keys, is involved, as compromising them could
lead to violations of other security goals and properties. An example of a con-
fidentiality attack is eavesdropping.

e Integrity: Integrity is a paramount concern that revolves around preventing
unauthorized alterations to data. It entails ensuring that adversaries cannot
tamper with the messages originating from legitimate nodes. Violating integrity
can have catastrophic repercussions on the system, as it opens the door to
malicious data manipulation. Man-In-The-Middle attacks exemplify attempts

to compromise integrity.

e Authentication: Authentication is the process of verifying the identity of
communicating nodes, guaranteeing that the node involved in communication
is indeed the entity it claims to be. It is essential to thwart adversaries’ attempts
to impersonate legitimate nodes. Replay attacks represent a prevalent form of
authentication attack.

e Forward Secrecy: Forward secrecy serves to ensure that past communications
remain secure, even if an adversary manages to obtain a new secret key. In
essence, it dictates that adversaries should be incapable of decrypting messages
sent by legitimate nodes in the past.

e Backward Secrecy: Similar to forward secrecy but with a nuanced differ-

ence, backward secrecy aims to safeguard current and future communications
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against adversaries who might gain access to an old secret key. Consequently,
adversaries must not possess the capability to decrypt messages transmitted
by legitimate nodes in the future. This safeguard is crucial for preserving the

long-term security of the network.

Security properties Expanding upon the security properties of our scheme, we

delve into the specifics of how it addresses critical security aspects:

e Confidentiality: In the first scenario, during the pairwise key establishment
phase, our scheme addresses confidentiality concerns effectively.
While adversaries can eavesdrop on messages exchanged by legitimate nodes,
they cannot access sensitive information within these messages. The reason
behind this is that our scheme refrains from exchanging secrets between nodes,
as these secrets are preloaded into the nodes’ memories. Consequently, the
nodes only share public information, including group and node identifiers, along
with a M AC for message integrity. Adversaries are thwarted from reading
sensitive data since they lack knowledge of the M AC encryption secret used by
legitimate nodes.
In the other scenarios, the exchanged messages between different node types

are fully encrypted, rendering them inaccessible to adversaries.

e Integrity: The scheme ensures message integrity even in the face of eaves-
dropping adversaries. The structure of our messages fortifies integrity in two

ways.

— First, the second part of each message is encrypted using the first part,
and the M AC' authenticates the first part. Attempting to modify the first
part of a message by an adversary would invalidate the M AC.

— Second, the secret key encrypts the second part of the message, making
it inaccessible to non-legitimate nodes. This same principle applies when
pairwise or group-wise keys are used, as the encryption provided by these
keys safeguards message integrity. Non-legitimate nodes are devoid of
knowledge of these keys, rendering them ineffective in tampering with the

messages.

e Authentication: Authentication is crucial, and our scheme provides robust

protection against impersonation attempts in different scenarios:
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— Case 1: Before establishing a pairwise key between two nodes, adver-
saries cannot successfully impersonate legitimate nodes. The nodes mutu-
ally authenticate each other using their public local and group identifiers,
alongside a M AC of the message containing this information. The encryp-
tion secret behind the M AC' remains unknown to non-legitimate nodes,

preventing them from generating a valid M AC' for impersonation.

— Case 2: Upon the successful establishment of a pairwise key between two
nodes, the risk of impersonation is eliminated. The nodes authenticate
each other using the same unique key, and the messages they exchange
are encrypted exclusively for these two nodes, leaving no room for imper-

sonation.

— Case 3: In scenarios involving group-wise keys, the nodes within the
group authenticate each other using this key. Messages exchanged among
them are encrypted by the same group-wise key, a secret inaccessible to

any nodes outside the group, thus thwarting impersonation attempts.

e Replay Attacks: Our scheme effectively mitigates replay attacks. Even if
adversaries gain access to messages sent by legitimate nodes, replaying these
messages is futile. Each message incorporates a unique nonce encrypted using
M AC's as well as pairwise and group-wise keys before and after their key estab-
lishment processes. These encryption measures safeguard the nonce, rendering

any attempts by adversaries to read or alter it ineffective.

e Forward Secrecy: Forward secrecy is a safeguard in our scheme, ensuring that
new nodes cannot decrypt old messages exchanged by group members before
their inclusion. The establishment of a new group-wise key upon adding new
nodes results in a key distinct from the old one. Consequently, the new nodes
remain unaware of the old group-wise key, preventing them from decrypting

messages sent before their inclusion in the group.

e Backward Secrecy: Similar to forward secrecy, backward secrecy is upheld
by our scheme. When old nodes leave or are compromised, they cannot decrypt
messages sent by new group members after their departure. The independent
establishment of a new group-wise key among new group members results in
a different key from the old one. Additionally, the old group-wise key remains
unknown to the departing nodes, precluding them from decrypting messages
sent after their exit from the group. This safeguard ensures the continued

security of the network even in the face of node departures or compromises.
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Formal security analysis

Within this section, BAN logic [19], [26] is employed to formally evaluate the security
of our protocol. This assessment provides a comprehensive analysis of the formal
protocol’s security and its alignment with our predefined security goals. To carry out

this assessment, we employ the following notation:

e S and R represent principals within the protocol.

e T and U denote statements that are pertinent to the security analysis.

Notation Table B.9 provides an overview of the notations utilized in this section.

Notation Meaning

S|=R Principal S believes what is communi-
cated by R.
S<aR Principal S can see the messages of R.

S|~R Principal S explicitly attributed a mes-

sage to R.

S=R Principal S has authority or control
over R.

#(T) The variable T is unique, in other
words, T is considered fresh or newly
generated.

(T,U) Concatenation of statements 7" and U.

{T}, Variable T' is encrypted using key U.

SR Principals S and R share the secret key
k.

SR k is the public key of principal R.

S <R Principals S and R share the secret s.

Table 3.2: Formal security notations

Postulates Table B.3 itemizes the postulates used in this section.
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Postulate name

Rule

Meaning

Message

meaning

Nonce

verification

Decomposition

S|=RE S, Sa{T)x
S|=RI|~T

S|=#(T),S|=R|~T
S|=RI=T

S<(T,U)
S<T

S |=#(T)

S |=(T,0)

S|= (1,0)
S|=T

If S believes that K is shared with R, and .S
sees the encrypted T using K, then S believes
that R once said T'

If S believes that T is fresh, and believes that R
once said 7', then S believes that R believes T'

If S sees the concatenation (T, U), then it sees
T

If S believes that T is fresh, then it believes
that (7, U) is fresh

If S believes the concatenation (T',U), then it
believes T'

Exchanged messages

Table 3.3: Postulates

In the realm of message exchange within our protocol, in-

volving the pivotal S and R principals, we observe a sequence of exchanged messages

that assume utmost significance during the discovery sub-phase. In this intricate

communication process, both A and R engage in the following message exchanges:

M) S — R:{GUIDg, Nonces, MAC(GUIDg||Nonces, Ss)}

My) R — S :{GUIDg, Nonce,, MAC(GUIDg||Nonce,,Sgr)}

Idealization The conceptual representations of the aforementioned messages take

the following idealized forms:

I,) S<{GUIDg, Nonce,,{GUIDg, Nonce,}s, }

I,) R<{GUIDg, Nonces,{GUIDg, Nonces}ss}

Goals Our scheme goals of security are as follows:
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G) R|=S &5 R

Gy) Rl=S|=S &8 R

Gsy) S|l=5 &5 R

G) S|=R|=S &5 R

Assumptions Our protocol operates under the following assumptions:

Ag) S|I=R|=S52E R
Ss
A;) RI=S|=S=R

Ayg) R\ES\ES&R
As) S |= #(Noncer)
Aw) S |= #(Nonces)
An) R|= #(Nonces)

A1) R |= #(Nonceg)

Verification and proof Using BAN logic rules and the previously outlined as-

sumptions, we can derive the following formulas:

Applying the decomposition rule to If, gives:
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R<{GUIDg, Nonceg,{GUIDg, Nonces}sq }
R<(GUIDg, Nonceg)

R<{GUIDg, Nonces{GUIDg, Nonce}s,}
R<({GUIDg, Nonces}s,)

By applying the message-meaning rule to Fj and Fp, we can deduce the following:

Fy)
R|= S 25 R, R<{GUIDs, Nonces}s,
R|=S |~ {GUIDg, Nonceg}

By applying the decomposition rule to Ay and Ajj, we can derive the following:

Fy)
R |= #(Nonceg)

R |= #(GUIDg, Nonceg)

Using Fg and Fj, we can deduce the following:

Fs)
R |=#(GUIDg, Nonceg), R |= S |~ {GUIDg, Nonceg}
R |= S |={GUIDg, Nonces}

After discovering that principal S is a neighbor of R, the key agreement sub-phase

commences, with R initiating the process by calculating the shared key Kgg.

Applying the decomposition rule to assumptions Ag and Ap yields:

Fy)
RI=SZRRI=S2ER

R|=S &5 R
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This concludes the verification of the goal Gj.

By applying the decomposition rule on Aj and Ag, we obtain:

F7)
Ss SR
RI=S|=S= R R|I=S|=S=R

RI=S|=85 &5 R

Which concludes the verification of the goal Gg.

By applying the decomposition rule on Ig, we get:

Fy)
S <{GUIDg,Noncer,{GUIDg, Noncer}s,}

S < (GUIDg, Nonceg)

Fy)
S <{GUIDg, Noncer{GUIDpg, Nonceg}s, }

S <a({GUIDg, Noncer}sr)

By applying the message-meaning rule to formulas Fg and Fp, it yields:

Fl(])
S|= 825 R S <a{GUIDg, Noncer)sn
S |= R |~ {GUIDg, Nonceg}

By applying the decomposition rule to assumptions Ag and Afg, we get:

Fu)
S |= #(Nonceg)

S |= #(GUIDg, Nonceg)

From Ffg and Ffj, we conduct:

F19)
S |= #(GUIDg, Nonceg), S |= R |~ {GUIDg, Noncer}

S |= R |={GUIDg, Nonceg}
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Upon the discovery of the principal R as a neighboring to .S, the initiation of the
key agreement sub-phase is undertaken by S, wherein the shared key Kgg is derived.

Through the application of the decomposition rule to assumptions Af and Ag, we

can derive the following:

Fi3)
S|=S2R,S|=S2ER

S|l=S &8 R

This concludes the verification of the goal Gg.

By applying the decomposition rule to assumptions Ag and Ag, we obtain:

F14)
SI=R|I=SZ2 R S|=R|=S2E R

SI=R|=85 &8 R

And that concludes the verification of the goal Gg.

Security comparison

Table @ presents a comprehensive security comparison between our scheme and the
most recent related works discussed previously, focusing on various well-known attack

scenarios.

In our proposed scheme, we achieve a notably high level of resilience against node
capture attacks, primarily due to our approach of dividing the network into distinct
subsets and subareas. In contrast, other related works such as [45, 46, [, 47| exhibit
lower resilience in this regard. This difference can be attributed to their practice
of preloading key materials into the memories of all nodes during the initialization

phase, which poses vulnerabilities.

The adaptability of resilience against node capture attacks is a distinctive feature

of the scheme presented in [44]. It offers configurability, allowing for high, medium,
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or low resilience levels, depending on factors such as network connectivity. However,
this flexibility comes with trade-offs. To optimize connectivity and performance, the
scheme may preload a larger number of keys per node, resulting in lower resilience
against node capture attacks during the initialization phase. This choice also impacts

storage requirements.

It’s noteworthy that [44] does not address the resilience levels against replay at-
tacks, forward secrecy, and backward secrecy in their evaluation. In contrast, [12]
demonstrates high resilience against node capture attacks, primarily because of the
centralized nature of smart home systems, where all devices establish direct connec-

tions with third-party entities and the home gateway.

Considering a different aspect of security, our scheme demonstrates a heightened
resilience against eavesdropping attacks. This enhanced security is attributed to the
incorporation of the M AC' technique during the pairwise key establishment phase.
In this phase, adversaries are limited to intercepting public information, such as the
GUID. Additionally, our scheme ensures that no sensitive data is exchanged during

this phase; instead, all messages are encrypted at other stages of communication.

In contrast, [45] lacks similar resilience to eavesdropping attacks. This is primar-
ily due to the exchange of group keys in plaintext during the node addition phase,
rendering them vulnerable to interception. Similarly, [1] does not offer robust pro-
tection against eavesdropping attacks, as it lacks a secure mechanism for updating

keys, leaving them exposed to interception in plaintext form.

In terms of resilience against brute force attacks, our scheme offers configurability,
thanks to the a security parameter. This parameter can be adjusted to align with the
desired security level for the network. On the other hand, the other schemes generally
exhibit a relatively high degree of resilience against brute force attacks. However, it’s

worth noting that the configurability in our scheme comes with certain trade-offs.

One notable trade-off is the impact on storage. For instance, in [45], the scheme
preloads all nodes with the complete set of network key materials. While this ap-
proach enhances security, it also results in high storage requirements, especially as
the network size increases. Similarly, schemes like [47] may experience performance
challenges due to the larger size of their one-one functions, which necessitate more ex-
tensive computations. Therefore, while our scheme provides flexibility in adapting to

different security levels, it’s essential to consider the associated storage implications
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carefully.

Factorization attacks are another important consideration. Our scheme demon-
strates resilience against such attacks, primarily due to its utilization of hash functions
for key generation after secret multiplication. This approach enhances security by

mitigating vulnerabilities associated with factorization attacks.

However, when examining schemes like [[12], they may not exhibit the same level of
resilience against factorization attacks. This is because [12] relies on the asymmetric
Rabin cryptosystem, which has known vulnerabilities to factorization attacks. In such
systems, the private key can potentially be derived by factorizing the corresponding

public key, making them susceptible to factorization-based security breaches.

Therefore, the choice of cryptographic mechanisms and algorithms plays a criti-
cal role in determining a scheme’s resilience against factorization threats, with our
scheme’s approach of using hash functions contributing to its robustness in this re-

gard.

3.5.2 Performance analysis

The performance evaluation of our scheme involves a comprehensive comparison with
recent related works, specifically [45] and [47]. This evaluation focuses on key metrics
encompassing communication, computation, storage overheads, and energy consump-
tion. To conduct these assessments, we employ simulations involving nodes situated
within a square area of 100m?, with node counts ranging from 10 to 100, and each
node potentially having 10 to 30 neighbors. The simulation is implemented using
Rust-lang [13].

Furthermore, we evaluate the scheme’s resilience against node capture attacks
through simulations involving 1000 nodes and 100 subsets, with each node having
approximately 14 neighbors. This evaluation is carried out using JavaScript [L4].
In both simulation scenarios [13, [14], it is assumed that the number of gateways

constitutes 10% of the total node count.

In the evaluation process, certain metrics, such as storage, are assessed on an

individual node basis, while others, like resilience against node capture attacks, are
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Scheme Year F1 F2 F3 F4 F5 F6 F7 F8
EVKMS B HIGH v v/ v/ (Configurable) v v /
Nafi et al. 2020 LOW v v X(Group key in node addition) v o/ 7
[45]

Nafi et al. 2021 LOW v v/ v v v/
[46]

H2KD [1] 2022 LOW v vV X(Key update) v o/ 7
Bai et al. 2022 HIGH v v / v X v /
[12]

IFKMS 2022 LOW v v/ 4 v 7/

[47]

Msolli et 2023 LOW oo v VAR
al. [44]

Table 3.4: Comparative study and security evaluation against some known attacks

F8: Backward secrecy

F1: Initialization node capture, F2: Node capture, F3: Replay, F4: Eavesdropping, F5: Brute force, F6: Factorization, F7: Forward secrecy,
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evaluated at the network level. The results are derived from averaging the outcomes
of 1000 simulation runs. This averaging approach is employed to mitigate the impact
of random variations and provide a more reliable estimation of the system’s overall

performance characteristics.

In our simulations, we utilize mica2dot motes, which are equipped with an Atmegal28
microcontroller. The selection of the Atmegal28 microcontroller is motivated by its
attributes, including a low-power 8 — bit architecture, 128 K' B flash memory, 16 K B
SRAM, 4K B EEPROM, 54 1/O pins, a clock speed of 16 M Hz, and an operating
voltage of 3.3V . These specifications render it highly resource-constrained, making

it suitable for testing the efficiency of our protocol.

Moreover, we propose enhancements aimed at reducing energy consumption by
conducting comparative assessments of certain operations with respect to an Atmega328 P

microcontroller E.

We have provided a comparative analysis in Table @, evaluating the performance
of our scheme against the key management protocols discussed in the related work sec-
tion. The table offers insights into the relative performance of each scheme regarding
memory utilization, communication overhead, and computational complexity during

the key establishment phase.

It’s important to highlight some key aspects of the table’s content:

e Storage overhead reflects the schemes’ memory consumption immediately after

establishing the pairwise keys and storing them in the nodes’ memory.

e Communication overhead values represent the load on a node within the schemes
during the pairwise key establishment phase. These values are assessed by con-
sidering the size of messages sent and received among constrained devices across

the entire network.

e Computation overhead metrics gauge the computational burden placed on a
node within the schemes during the pairwise key establishment phase. This
assessment considers the number of multiplications and additions performed by

a node when establishing pairwise keys between just two nodes.

'http://www.cmt-gmbh.de/Mica2dot . pdf
Zhttps://wwl.microchip.com/downloads/en/DeviceDoc/Atmel-7810-Automotive-Microcontrollers-ATmega

Datasheet.pdf
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e Additionally, it’s worth noting that the storage overhead estimations for all the

compared schemes do not consider the established keys.

Within our scheme, the storage overhead varies among nodes. Gateway nodes, for
instance, store a maximum of 3 identifiers from their adjacent subsets, in addition to
d+ 1 nodes’ secrets, each associated with its respective local identifier. This explains
why they store d + 1 elements instead of just d. Conversely, constrained nodes only
need to store their own secrets and local identifiers, resulting in a smaller storage

footprint.

In contrast, in the [47] scheme, nodes are required to store d + 1 nodes’ identifiers
and d + 1 one-one functions, along with the inverse of their own. Meanwhile, in [45],
each node must store its required secrets in the form of a (d + 1)(d + 1) matrix. This
is due to the fact that d = d of these secrets belong to neighboring nodes, while a row
and a column, totaling 2d + 1, contain the secrets of the node itself. [44] mandates

storing m * (l;4 + l;), where m represents the key ring size.

Concerning communication overhead, both our scheme and [45] only require the
exchange of 2 messages between two nodes to establish a pairwise key. Conversely,
[47] necessitates 3 messages, where 2 of them contain the same content as the other
two schemes (message type, node identifier, nonce, and a M AC'), while the third
involves the encryption of two concatenated nonce values. On the other hand, [44]

mandates sending the identifiers of all its keys, equivalent to m * ;4 for each node.

In terms of computation overhead, our scheme involves only 1 multiplication of
the two nodes’ secrets and 1 concatenation operation to obtain its [GUID. In contrast,
[45] requires 2 multiplications and 1 subtraction to calculate the determinant of the
2 % 2 nodes’ secrets matrix. Conversely, [47] involves calculating the result of 2 one-
one functions, performing 3 hash operations, and executing 1 encryption operation.
In the case of [44], it requires m * log(m) comparisons, 2 hash operations, and one

encryption operation.

Resilience to node capture attack

In the context of our scheme, three potential scenarios arise when considering re-

silience to node capture attacks.
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Scheme Year Memory Communication Computation
Blom [16] 1984 2(A+1) * e A+1 A+ 1 multiplications & A additions
Du et al. [22] 2005 (A + 174+ Dlpe 7 indexes & The 2 + 1 multiplications & A additions
seed of the column
of G or the node id
Yu et al. [67] 2008 (24 w)(A+1)lme A+1 A + 1 multiplications & A additions
Zhang et al. [69] 2018 (A + 1)lye request and 2 + 1 multiplications & A additions
row;(Ae)
Nafi et al. [45] 2020  (d41)(d+ 1)is 2 Hello messages 2 multiplications & 1 subtraction &
MAC
Nafi et al. [46] 2021  (d+1) xlog(q) 2 Hello messages 2 evaluated polynomial terms &
generation of a random key
H2KD [ 2022 lig + I 3% lig + 1o B
Bai et al. [12] 2022 g+l 6*lig+ 21 3+« XOR+ H
IFKMS [47] 2022 (d+1)#lig+ (d+2) 1y 2(ly+lig+lop+lp)+le 2F +3H+E
Msolli et al. [44] 2023  m* (lig+1,.) mxl;q, m*logMbits m xlog(m) comparisons & 2H + F

EVKMS

Gateway: 3 lgiq + (d+ 1) * (I + lia)
Constrained: 3*lgiq +ls + (d+ 1) * lig

2 Hello messages

1 multiplication & 1 concatenation
& MAC

Table 3.5: Comparative study of the literature review schemes’ performance

SIWMAH -UoUNqLIIUO])



Contribution: EVKMS

First, let us consider the situation where the adversary captures a gateway node.
In this case, the adversary’s ability to decrypt messages from other nodes is severely
limited due to the protection provided by [36, 8] employed in gateway nodes.
Similarly, in the [45] scheme, the presence of [TPMs ensures resilience to gateway
node capture attacks. However, the [47] scheme is vulnerable in this regard, as the
adversary can access all the information stored in the memory of a captured gateway

node.

Now, let us explore the second scenario where the adversary captures a constrained
node at the early stages of network deployment when nodes still retain the preloaded
vectors and sensitive materials in their memories. In this situation, the adversary
can decrypt, at most, the links connecting the captured node’s group with nodes in
the adjacent groups. However, the adversary cannot compromise the links involving
nodes in other groups. In contrast, both the [45] and [47] schemes face a more
severe vulnerability. If the adversary captures a single constrained node, they can
compromise all network links because these schemes preload all the network key

materials and sensitive data on each of their nodes’ memories.

The results of our simulations, based on 1000 runs, were used to determine the
fraction of compromised links when considering the capture of 1 to 20 nodes. These
results are presented in Figure , illustrating the varying degrees of resilience in

different schemes.

In the [47] scheme, the adversary can compromise all network links if they man-
age to capture at least one node, regardless of its type. This severe vulnerability
stems from the fact that all nodes store key materials in their memories without any

protection.

On the other hand, the [45] scheme provides better protection. In this scheme,
the adversary can only compromise the links shared by the constrained nodes, as
@s safeguard the memories of gateway nodes. However, this protection is limited

to links involving constrained nodes.

In contrast, our scheme offers significantly higher resilience against node capture
attacks. When the adversary captures nodes, they can only compromise the links
shared by the constrained nodes within the same subset as the captured nodes and
those belonging to adjacent subsets. Importantly, our scheme ensures that even

gateway nodes’ memories are protected by [TPMs.
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To quantify the difference in resilience, when capturing 20 nodes, our scheme

proves to be up to 96.43% more resilient compared to both the [45] and [47] schemes.

In the third scenario, the adversary captures one of the constrained nodes after
erasing their initialization information from their memories, which occurs after the
pairwise and group-wise key establishment phases. In this case, the adversary can de-
crypt only the messages can be exchanged among the neighbors of the captured node.
As a result, the adversary compromises a total of d bidirectional links, corresponding

to the connections between the captured node and its one-hop neighbors.

In the [45] scheme, the adversary’s capabilities extend further. They can com-
promise not only the links between the captured node and its one-hop neighbors but
also the links among the neighbors themselves. This expanded vulnerability arises
because the adversary gains access to the keys of the captured node and the secrets
of the other nodes in its vicinity, allowing them to compromise the links involving

these nodes as well.

In contrast, the [47] scheme offers a level of protection by only enabling the adver-
sary to compromise the links between the captured node and its immediate neighbors,

without affecting the links among the neighbors themselves.

Following the execution of 1000 simulations, we analyzed the fraction of compro-
mised links for various numbers of compromised nodes, as detailed in the resilience
simulation study [14]. These findings have been visually presented in Figure B.11l

The results clearly demonstrate that our scheme exhibits superior resilience against
this type of attack in comparison to other schemes. Specifically, our scheme outper-
forms [47] by a margin of 9.89% and surpasses [45] by an even greater margin of
54.69%. This showcases the effectiveness of our security measures in mitigating the

impact of node capture attacks on network integrity.

Storage overhead

Regarding the storage overhead in our scheme, we need to store three vectors, each
containing m elements representing the preloaded secrets of nodes. Additionally, we

store the pairwise keys of neighbor nodes in the form of a vector with a length of d,
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Figure 3.10: Fraction of compromised links in the case of a node capture attack before

erasing the initialization sensitive data from the memory of nodes
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Figure 3.11: Fraction of compromised links in the case of a node capture attack after

erasing the initialization sensitive data from the memory of nodes

where d represents the number of node neighbors.

Assuming that the group id size, lyq, is 2 bytes, the node id size, [;4, is 2 bytes,
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the pairwise key size is 16 bytes, and the size of each neighbor secret is 4 bytes, we

can perform the following calculations:

Each node has an average of 14 neighbors, as per [21]. In our case, we assume each
node has 15 neighbors, with 5 in each group. In the worst case, our scheme stores
d+ 1 node identifiers. With these assumptions, the storage overhead of our scheme is
calculated as follows: 3 gid+Is+dx*lp+ (d+1)xljg = 3%2+4+15% 16+ 16 %2 = 282
bytes

This storage overhead is significantly lower and negligible when compared to the

storage capacity of sensor devices.

In contrast, other schemes, especially matrix-based ones, have much higher storage
overhead. Taking Nafi et al.’s matrix-based scheme [45] as an example, it needs to
store (d 4+ 1)(d + 1) + d elements in memory. This results in a storage overhead of:
(d+1)* %1y +d*l, = 256 x4+ 15 % 16 = 1264 bytes, which is considerably higher than

in our scheme.

For [47], the storage overhead is calculated as follows: (d+4)xl;g+(d+2)*l f+dx*l), =
(15 +4) x4+ (15 +2) x 16 + 15 * 16 = 560 bytes, which is also higher than in our

scheme.

Figure provides a visual comparison of the storage overhead between our
scheme, [45], and [47]. This comparison considers the constrained devices’ storage
overhead in our proposal and utilizes the same constraints and parameters for all the

other proposed schemes in the figure.

During the deployment phase of our scheme, the storage requirements entail main-
taining the preloaded secrets of each node. Specifically, we need to manage three
distinct vectors denoted as V), V,, and V,, as previously explained, each associated
with a node’s preloaded secrets. It is important to note that the size of these vectors,

denoted as z, can vary for nodes, as the number of nodes in each subset may differ.

Additionally, we are tasked with storing three group identifiers, one for each subset
of the network. Consequently, the storage overhead during the deployment phase in
our scheme can be expressed as 3xlg;+3*x*l;. By plugging in the values, this leads to
a storage overhead of 32+3x4 = 6+ 12x bytes. This comprehensive storage allocation

accounts for the varying sizes of vectors and ensures efficient storage management
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Figure 3.12: Storage overhead comparison during the pairwise key establishment

phase

during the deployment phase.

In contrast to other schemes, our scheme demonstrates significantly lower storage
overhead during the deployment phase. Let’s consider two prominent examples for

comparison:

e In the scheme presented by Nafi et al. [45], a constrained node is required
to store an entire matrix with dimensions n x n, where n represents the total
number of nodes in the network. Consequently, the storage overhead for this
scheme becomes n xn x [, where [, is the size of an individual secret. In essence,
this leads to a storage requirement of (n?) x 4 = (2n)? bytes, a considerably

higher figure when compared to our scheme.

e In the context of the [47] scheme, the storage overhead for necessary preloaded
data amounts to n x ;g + (n + 1) x ;. This results in a storage overhead of
4n 4 16(n + 1) = 20n + 16 bytes, once again surpassing the efficiency of our

scheme.

During the deployment phase, Figure visually compares the storage overhead
of our scheme with those in [45] and [47]. Notably, the storage overhead analysis
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focuses on a single network node, considering two variables: network size and subset
sizes, instead of fixing one while varying the other. The figure clearly illustrates that

our scheme consistently maintains the lowest storage overhead during deployment.

Both alternative schemes exhibit varying storage overheads depending on the total
number of nodes in the network. While [@] demands the storage of an entire matrix,
which can become substantial, [@] requires a linear number of key materials. In
contrast, our scheme adapts its storage overhead requirements based on the number
of nodes within the same and adjacent subsets of the current node. This dynamic
approach allows our scheme to efficiently handle massive networks, achieving storage
savings of up to 81.84%, particularly as the network size expands to include 100 nodes,

with 30 nodes in each subset.

-10*

—EVKMS

)
-

Storage overhead (bytes)

10 20 30 40 50 60 70 80 90100 5 10 15 20 25 30
Size of the network Size of the subset
Figure 3.13: Comparison of storage overhead of different schemes during the deploy-

ment phase according to the network and the subset sizes

Communication overhead

The communication cost is intricately linked to the number of exchanged messages
and their respective sizes. In Table @, we conduct a comprehensive evaluation of
communication costs within each phase of our scheme. This evaluation includes a

breakdown of sent and received messages, their sizes, and the associated energy cost,
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all segmented by node type. It’s crucial to recognize that communication costs may
vary according to node type in certain scenarios. For example, during the initializa-
tion phase, no mandatory messages need to be exchanged, resulting in negligible com-
munication energy costs. Conversely, during the pairwise key establishment phase,
each node must send a broadcast message and receive d acknowledgment (ACK)
messages from its neighboring nodes. The size of each message includes parameters
such as the message type, sender node’s , and nonce, among others.

For our evaluation, we assume specific parameters: 10 < d < 30, lype = 1,
lauip = 4, lponece = 4, 16 < lpyac < 64, and m = 58, with the unit of size being
bytes. Additionally, we assume that encryption employs a block cipher algorithm,
which outputs one or more blocks for [47] and [44].

Figure provides the results of simulations [13] illustrating the communication
overhead of our scheme, [45], [47], and [44]. The evaluation is conducted concerning
variables such as the number of neighbors, M AC size, and encryption block size, all
within the context of the pairwise key establishment phase. Equation illustrates
how the encryption block size can impact the communication overhead for [45| and
[44] schemes.

lmessage if lmessage mod lblock =0

lmessage - ( \\lmessage

lblock

(3.21)
J + 1> * lpoc.  Otherwise

The findings presented in this figure demonstrate that our scheme exhibits a slight
advantage over the [47] and [44] schemes in terms of communication overhead. This

advantage can be attributed to specific factors within each scheme’s design.

In the case of [47], it requires an additional encrypted message exchange compared
to our scheme, as detailed in Table @ This additional message contributes to a

marginally higher communication cost for [47].

On the other hand, the communication overhead of [44] is directly influenced by
the encryption block size, as elucidated in Equation . This dependence on block
size introduces some variability in the communication overhead for [44], leading to

fluctuations.

In contrast, the [45] scheme necessitates the exchange of messages of identical size
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as our scheme. Therefore, its communication overhead aligns closely with that of our

scheme.
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Figure 3.14: Pairwise key establishment communication overhead comparison (m =
58)

In the group-wise key establishment phase, our scheme distinguishes itself by not
incurring any communication overhead. The group-wise key is exclusively established

through computational operations utilizing the preloaded secrets of the nodes.

Contrastingly, other schemes like [45] necessitate communication overhead for
group-wise key establishment. In [45], gateways are required to send and receive mes-
sages, including AC'K messages, totaling d messages for each gateway. Constrained
nodes in this scheme also contribute to the communication overhead by receiving at

least one message and sending one AC'K message for each constrained node.

To provide a clearer perspective on this distinction, Figure illustrates the
communication overhead comparison between our scheme and [45] for various neigh-
bor counts during the group-wise key establishment phase. Notably, our scheme’s
communication overhead remains at zero, as it relies on local computation facilitated
by the preloaded subset secrets of the nodes. In contrast, [45] experiences higher com-
munication overhead, particularly for gateway nodes, due to the need to exchange
multiple messages. This discrepancy in communication overhead is evident in the

figure.
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Figure 3.15: Group-wise key establishment communication overhead comparison

Computation overhead

In our scheme, establishing pairwise keys with neighbor nodes involves a single mul-
tiplication and concatenation operation for each key, resulting in a total of d multi-

plications and d concatenations to establish all pairwise keys.

In contrast, [45] requires each node to perform 2d multiplications and d additions

to establish all pairwise keys with its neighbors.

To evaluate the computational costs associated with different operations such as
hashing, encryption, and decryption, we reference measurements provided in [65] and
[35]. According to [65], the energy consumption for AES — 128 encryption and de-
cryption operations, including key setup, is 1.62u.J and 2.49uJ per byte, respectively.
Additionally, the energy consumption for the Secure Hash Algorithm 1 () is
5.9uJ per byte. These measurements are based on the mica2dot device, which features
an Atmegal28 microcontroller. Measurements in [35] encompass various microcon-
trollers, including the Atmega328P.

Table @ provides an overview of the computation overhead in our scheme during

both the pairwise key establishment and group-wise key establishment phases. As

depicted in the table, our scheme exhibits slightly lower computational overhead
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Phase Node Sent Received Sent bytes  Received Energy
type messages messages bytes
Initialization All 0 0 0 0 0
Pairwise key All 1 d Liype + d(lyype + (Liype + Inonce +
establishment Inonce + Inonce+lgat+  lgia + lia + lnac) *
lgia+lia+lmac  lia + lnac) EPSB + d(lyype +

Inonce + lyiq + lig +
lnae) * EPRB

Group key All 0 0 0 0 0
establishment
New Gateway 3 d+1 3E (d+1)E 3Ex EPSB + E x
node (d+1)* EPRB
addition
New node 2 d E + lype + E+(d- (E + liype +
Inonce + 1) (lype + Inonce + lyiq + lig +
lyia+lia+lnae  Inonce+lgg+  lnee) ¥ EPSB +
lia = lmac) (B + (d—=1)(liype +

Inonce + lyiq + lig +
Inae)) * EPRB

Simple 2 2 E + liype + E + liype + (E+liype +Inonce+
node Inonce + Inonce + lgia + lia + lmac) *
lgia+lia+mae  lgia+lia+lmee EPSB+ (E+
type+inonce+lgia+
lig + lmac) * EPRB

Node Revoked 1 d E dxE Ex (EPSB+dx*
revoca- node EPRB)
tion
other 1 1 E E E(EPSB +
nodes EPRB)
New node All 1 d E d«E E « (EPSB+
joining key EPRB)
refresh
Node Gateway d d dxE d«E (d+ E)(EPSB +
leaving EPRB)
key
refresh Simple 1 1 E E E« (EPSB +
node EPRB)
Periodic key All 0 0 0 0 0
refresh
Key Gateway 1 d E dx E E « (EPSB + (d *
refresh EPRB))
request
Simple 1 1 E E Ex (EPSB +
node EPRB)

Table 3.6: Analysis of communication costs per phase
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compared to [45] and other related schemes. Notably, there is potential to further
optimize our scheme’s computational overhead by employing more efficient algorithms
such as ChaCha20 instead of AES — 128 and BLAK E2 instead of SHA-1, which
have demonstrated lower energy consumption based on measurements in [35] and [3],

respectively.
Phase Encryptions Decryptions Hashes Energy (u.J)
Pairwise key establishment 0 0 2d 2d * (5.9)
Group-wise key establishment 1 0 0 1.62

Table 3.7: EVKMS computation costs during the pairwise and group-wise key estab-

lishment phases.
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Figure 3.16: Number of multiplications according to the network size during the

pairwise key establishment phase.

In relation to the network size, Figure offers a graphical depiction of the
multiplication counts needed in the pairwise key establishment phase. This graph
presents simulation results for both [45] and our scheme, with [47] and [44] excluded
due to their varying numbers of multiplications, which can be dependent on specific

factors.

The results clearly demonstrate that our scheme outperforms [45] in terms of

computational efficiency. Specifically, our scheme achieves a reduction of 50% in the
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number of required multiplications compared to [45]. This efficiency gain is a sig-
nificant advantage, especially as the network size grows, as it reduces computational
overhead and contributes to improved performance.
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Figure 3.17: Computation energy consumption according to the network size during

the group-wise key establishment phase.

Figure illustrates the results of a simulation analyzing computational energy
consumption during the group-wise key establishment phase, with a focus on con-
strained nodes. This simulation involved [45] and our scheme, considering a message
size of 16 bytes for [45] and the highest security level for our scheme, which employs
hash operations rather than encryption.

The outcomes clearly showcase the significant energy efficiency of our scheme
compared to [45]. In our scheme, constrained nodes perform only a single hash
operation to establish a group-wise key. In contrast, [45] requires constrained nodes to
undertake more complex operations, including receiving encrypted keys, decryption,
and encryption for ACK messages. As a result, our scheme exhibits substantial energy

savings, reaching up to 99.99% when considering a network of 100 nodes compared
to [45].

It’s worth noting that these results reflect the worst-case scenario for our scheme
and the best-case scenario for [45]|, as using key lengths of less than 16 bytes could

pose security risks for [45].
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Energy consumption

The energy consumption for communications in various phases of our scheme is in-
fluenced by several factors, including the number of neighbors of the node, the hash

size, and the size of encrypted data, as outlined in Table @

The size of encrypted data generated by Advanced Encryption Standard ()
encryption depends on both the input data length and the chosen mode of operation.
For instance, when encrypting 16 bytes of plaintext data using AES—128 in Electronic
Code Book (ECB) or Cipher Block Chaining (CBJ) mode, the size of the encrypted
data remains at 16 bytes (equivalent to one block of 16 bytes). In these cases, each
plaintext block is independently encrypted, and the plaintext is padded to a multiple
of the block size (16 bytes) before undergoing encryption. Additionally, each block
is XORed with the previous ciphertext block before encryption, following the AES
encryption standard [23].

The evaluation of energy consumption for our protocol and related protocols oc-
curs within the same environment and setup used for assessing communication over-
head. Energy consumption in our protocol and others is directly tied to the number
of messages exchanged and their sizes. Thus, energy consumption increases as these
factors increase and decreases as they decrease. According to measurements from
[65], the energy cost of sending one byte from a mica2dot device is EPSB = 59.2u.J,
while the energy cost for receiving one byte is EPRB = 28.6.J .

Figure offers a comparative view of the communication energy consumption
for our scheme as well as the [45], [47], and [44] schemes during the pairwise key es-
tablishment phase. Energy consumption is assessed concerning M AC' and encryption
block sizes, with the number of neighbors varying from 10 to 30. In the case of [44],
we consider a keyring size of m = 58 as the probability of sharing at least one key is
high when |S| = 1000.

As evident from the figure, our scheme consumes a comparable amount of com-
munication energy to the [45] scheme, which is calculated as d * (lyype + lig + lnonce +
lmac) * EPRB for received messages and (Itype +lid+ lhonce +lmac) ¥ £ PS B for sent mes-
sages. However, our scheme performs fewer computation operations, requiring only
one multiplication and one concatenation. In contrast, [45] needs two multiplications

and one subtraction, resulting in lower energy consumption for our scheme.
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Additionally, the [47] scheme consumes more communication energy than our
scheme due to the additional encrypted message. On the other hand, [44] requires
more energy than the other schemes, and its energy consumption fluctuates. This
fluctuation is attributed to the nature of the Shift-AES block cipher encryption al-
gorithm, as indicated in equation .

m* lig if (m*1l;g) mod lpjoer =0

lmessa e —
g QMJ + 1) * lpiock  Otherwise

lbiock

(3.22)

The comparison of energy consumption for group-wise key establishment com-
munications is illustrated in Figure . In this analysis, energy consumption is
determined based on the size of exchanged messages during the group-wise key es-
tablishment phase. Specifically, we assume a fixed size of encrypted data, denoted as
E =16 bytes while varying the number of neighbors from d = 10 to d = 30.

Notably, our scheme demonstrates minimal energy consumption for the required
communications during the group-wise key establishment phase. Unlike our scheme,
the [45] scheme incurs energy consumption because it needs to exchange messages. In
[45], each gateway node must send and receive d messages, and each constrained node
must send and receive at least one message, as depicted in Figure . These message
exchanges result in increased energy consumption for the [45] scheme compared to

our approach, where no such exchanges are required.

Figure provides an overview of the total energy consumption concerning net-
work size during the group-wise key establishment phase, considering only the energy
consumption for all constrained nodes [13]. This comprehensive analysis combines

the results of communication and energy consumption.

Our scheme stands out as more energy-efficient compared to the scheme proposed
in [45]. The key reason behind this efficiency is that our scheme eliminates the
need for communication during this phase, resulting in no communication energy
consumption, as illustrated in Figure . Additionally, our scheme outperforms in
terms of computation efficiency, as shown in Figure .

When benchmarked against the schemes outlined in [47] and [44], our approach

yields energy savings of up to 99.99% in a network with 100 nodes. This substantial

reduction in energy consumption attests to the heightened efficiency of our scheme
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Figure 3.18: Communication energy consumption comparison during pairwise key
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group-wise key establishment phase.

3.6 Conclusion

In conclusion, this chapter has provided an extensive exploration of , a
key management scheme designed to bolster the security of communications within
IoT networks. employs innovative techniques, including the use of pre-
distributed vectors and area division, to safeguard cryptographic keys and sensitive
data during transmission over insecure channels. It demonstrates scalability, support
for new nodes, and efficient operation without imposing excessive computational de-

mands.

Our rigorous performance evaluation has demonstrated acevkms’s superior per-
formance compared to existing schemes, offering promising solutions to the intricate

security challenges faced by IoT networks.

Looking ahead, it is crucial to acknowledge that while our simulations have show-
cased ’S commendable performance, they may not capture the nuances of
computational overhead accurately. Complex operations such as multiplication war-
rant further investigation through real-world experiments, which constitute a promis-

ing avenue for future research.
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With the groundwork laid by EVKMS, we now transition to the subsequent chap-

ter, which introduces another pioneering contribution: BKRSC-IoT|. This innovative
approach harnesses smart contracts, along with blockchain technology to address the

critical issue of key revocation within IoT networks, ushering in a new era of security

and performance.
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Key Revocation using Smart

Contracts for IoT networks

4.1 Introduction

The advent of the @ has ushered in a transformative era in human interaction with
technology, permeating domains like smart homes, wearable devices, and industrial
automation. However, this surge in interconnected devices has brought forth signif-
icant security and privacy concerns. Among these challenges, effective key manage-
ment for resource-constrained IoT devices stands as a critical security issue. Within
this context, the process of key revocation emerges as a pivotal phase in key manage-

ment schemes.

Traditional systems have historically relied upon centralized authorities to oversee
key revocation, a practice fraught with vulnerabilities, single points of failure, and
substantial communication overhead. Centralized systems risk systemic disruption if
the central authority is compromised or becomes unavailable, thereby exposing the
entire system to potential security breaches. Moreover, key revocation in centralized
systems often incurs high energy consumption and communication overhead due to
the constant need for devices to interact with the central authority to manage their

cryptographic keys.
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Blockchain, originally conceived as a decentralized and distributed ledger tech-
nology, has garnered attention for its ability to provide a trustless and tamper-proof
environment, applicable to a wide array of use cases. Its inherent attributes, including
decentralization, immutability, and security, position it as a promising solution for

key management within IoT networks, particularly in the context of key revocation.

This chapter introduces a pioneering solution that harnesses blockchain
technology to decentralize the key revocation phase within IoT networks, showcasing
the feasibility and effectiveness of employing blockchain-based smart contracts for
key revocation in resource-constrained IoT devices. Additionally, this chapter aims
to conduct an in-depth analysis of the potential advantages inherent in blockchain-
based key revocation within IoT networks, including heightened security, reduced

communication overhead, and improved energy efficiency.

The subsequent portions of this chapter thoughtfully explore BKRSC-IoT], cov-
ering aspects such as its background, smart contract design and implementation,

performance and security assessment, and, finally, a conclusion that encapsulates key

findings and outlines future research directions in this evolving field.

4.2 Preliminaries

Blockchain, aptly named for its composition of interlinked blocks, serves as a de-
centralized ledger technology. Its inception can be traced to 2008, marked by the
seminal publication of a paper by Satoshi Nakamoto detailing decentralized, peer-to-
peer cash transactions [48]. The core tenet of Blockchain is the establishment of a
distributed ledger, shared among all network participants. This ledger, housing an
exhaustive account of network transactions, is disseminated across all participants
and harmonized via a consensus algorithm—a protocol designed to engender agree-
ment among these stakeholders. Blockchain confers the advantages of distribution,

security, traceability, and immutability [41], 64].

The literature offers a spectrum of consensus algorithms designed to address the

challenge of achieving a shared consensus among blockchain participants. Prominent
among these are Proof of Work (PoWl) [48], Proof of Stake (PoS) [60], Delegated
Proof of Stake (DPoS) [37], and Practical Byzantine Fault Tolerance (PBFT]) [20].

These algorithms assume a pivotal role in ensuring the security of the Blockchain.
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Blockchain can be categorized into three distinct types: public, private, and con-
sortium [68]. In public Blockchain, unrestricted participation is extended, enabling
anyone to join the network and engage in the consensus algorithm. In contrast, pri-
vate Blockchain confines participation to a predefined set of participants within the
same organization. Consortium Blockchains strike a balance by allowing participants
from diverse organizations to partake in the consensus algorithm. The distinctive
merits of private and consortium Blockchains lie in their agility and energy efficiency
relative to public Blockchains. However, they are constrained in terms of participant

inclusivity compared to public Blockchains.

Smart contracts, a concept originating from Nick Szabo in 1994 [57], represent self-
executing programs within the Blockchain. These contracts automate the execution of
agreements between two or more parties, thus mitigating costs and time expenditures

without necessitating the involvement of a trusted intermediary.

The applications of Blockchain span various domains, offering solutions to chal-
lenges related to key management and data integrity, as exemplified in works such
as those by Ma et al. [41], Lei et al. [38], Kandi et al. [34], and Hameedi et al. [32].

4.3 Proposed solution

4.3.1 Network model

Our network model comprises three fundamental components as like in [15]:

e IoT Devices: These nodes serve as the cornerstone of the [oT] network, re-
sponsible for data collection from the environment and transmitting it to the
gateway nodes. This category encompasses a broad spectrum of devices, ranging
from compact sensor nodes to extensive sensor-equipped industrial machinery

and appliances.

e Gateway Nodes: Occupying a crucial role, these nodes are responsible for
receiving data from the IoT devices and relaying it to the remote server, as
well as the reverse. Each of these nodes also functions as a participant in the
blockchain.
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e Remote Server: This node is tasked with receiving data from the gateway
nodes, processing and storing it for future use.

From an alternate perspective, our network model exhibits a two-layer structure,
akin to the framework presented in [34]. The first layer is responsible for node key

management and encompasses the IoT devices, while the second layer, comprising
the gateway nodes, manages the blockchain aspects.

Figure @ illustrates the network model of our proposed solution.

Remote server
Layer 1
Gateway node
Blockchain participant
Constrained node
Layer 2 Block id Block id Block id Block id
Block hash Block hash Block hash Block hash
Prev. Block hash Prev. Block hash Prev. Block hash Prev. Block hash
Timestamp Timestamp Timestamp Timestamp
Transactions Transactions Transactions Transactions
) ) ) )
C—— ) ) ) C—— )
C——) C—) C—) C——)
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Figure 4.1: Network Model
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4.3.2 Notations

Table El] provides an overview of the symbols and notations employed in this chapter.

Notation Significance

lins Size of the transmitted message in bytes

L Size of the received message in bytes

d Count of a node’s neighboring nodes

n Total number of nodes within the network

N Quantity of member nodes within a specific set

Ngm Number of member nodes associated with the gateway ¢
Ne Count of cluster members

Table 4.1: Symbols and Notations

4.3.3 Assumptions

We make the following assumptions:

e The proposed solution is built upon an underlying scheme that employs blockchain

technology to manage, at the very least, its key distribution phase.

e The selected consensus algorithm is , chosen for its superior energy efficiency

compared to [PoW| consensus, as documented in [53)].

e The chosen blockchain type is private, it was favored for its efficiency in terms
of energy consumption and transaction processing time when contrasted with

public blockchains.

4.3.4 Solution steps

In this proposal, a node may be revoked under three circumstances: (1) when a node
is compromised, (2) when a node voluntarily departs from the network, and (3) when

a node’s battery is drained.
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Compromised node

If one of the blockchain participants detects that a connected constrained node has
been compromised, it initiates a transaction containing the compromised node’s de-
tails, including its identifier and the time of compromise. After the transaction
is signed by the owner, it is broadcasted to other blockchain participants. These
participants validate the transaction and append it to the blockchain by executing
the associated smart contract, ensuring the node is already part of the network.
Upon successful inclusion of the transaction in the blockchain, blockchain partici-
pants that have the compromised node in their list of connected nodes transmit a
KEY REVOCATION message to them. This message conveys the compromised
node’s identifier. Subsequently, the receiving nodes eliminate the compromised node
and its key materials from their memory, responding with an message to the
originating blockchain participant.

Leaving node

If a node wishes to exit the network for any reason, such as transitioning to an idle
mode to conserve energy, it transmits a LE AV E message to its connected blockchain
participant. The participant then generates a transaction encompassing the depart-
ing node’s details, including its identifier, the departure request time, and the reason
for leaving. This transaction is subsequently broadcasted to other blockchain partic-
ipants for validation. After successful validation and addition of the transaction to
the blockchain by executing the associated smart contract, which verifies the node’s
existing connection to the network, participants with the departing node in their
connected nodes list send a DISCON N EC'T message to their connected nodes. The
DISCONNECT message includes the identifier of the departing node. Receiving
nodes then remove the departing node from their connected nodes list and respond
with an ACK message. When the departing node receives the DISCONNECT
message, it erases all its keys except the pairwise key with the blockchain participant

before disconnecting from the network.
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Drained node

When a node’s battery is drained, there is no need to transmit a LEAV E message
to inform other nodes of its departure. Instead, blockchain participants trigger the
drain’s smart contract, checking the timestamp of the last transaction to determine
if the duration since the node’s last interaction with the network is less than a pre-
defined threshold. If the duration is below the threshold, a transaction is created
containing the drained node’s information, including its identifier and the time of de-
pletion. Subsequently, each blockchain participant having the drained node in its list
of associated nodes dispatches a KEFY REVOCATION message to its connected
nodes. The KEY REVOCATION message contains the identifier of the drained
node. Receiving nodes then remove the drained node and its key materials from
their memory and acknowledge the sending blockchain participant with an ACK

message.

4.4 Evaluation

4.4.1 Security analysis

In this part, we conduct a comprehensive analysis of the security facets embedded

within this proposal.

The security of this proposed solution is primarily underpinned by the security
features of the foundational scheme upon which it is built. This scheme manages the

encryption of messages exchanged between various entities within the network.

Furthermore, the transparency afforded by the blockchain architecture facilitates
the auditing of the revocation process, while smart contracts enable automation.
Notably, our proposed solution enhances security by refraining from storing key ma-

terials in the blockchain.
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4.4.2 Performance analysis

This part entails the performance evaluation of our proposal. Initially, we provide
a comparative analysis of our solution against existing solutions. Subsequently, we
delve into the performance assessment of the solution, focusing on communication

overhead and the energy consumption of constrained nodes.

Comparison with Existing Solutions

Solution Node type Communication Energy nodes Total energy
consumption count consumption
& CH lns + (ne — 1) %l EPSB * lps + 1 EPSB % l,, +
EPRB*(n.— 1)y, EPRB*(ne.— 1)y,
CM Lins + L EPSB % l,,, + N Ne* (EPSB % lys +
EPRB % l,,, EPRB * ;)
(i3, 7] Gateway lns + 1% Loy EPSBxl,s +nx 1 EPSB *l,s +nx
’ EPRB %y, EPRB %l
Constrained 5 + L, EPSB % 1,5 + n n* (EPSB x ly,s +
EPRB %y, EPRB * ;)
BKRSCIoT Gateway lins + 10 % Ly EPSB % l,,s +n * 1 EPSB % l,,s +n x
EPRB %y, EPRB %y,
Constrained l,s + L, EPSB xl,,, + Ngm Ngm * (EPSB
EPRB %y, lms + EPRB % l,y,,)

Table 4.2: Comparative study in case of compromised node

Table , Table @, and Table @ present a comparative analysis of our proposal
alongside selected existing solutions in scenarios involving compromised, departing,
and depleted nodes, respectively. This comparison is founded on factors such as the
quantity of exchanged messages, individual node energy consumption, the number of
nodes participating in the communication, and the total energy consumption across
the entire network.

The process begins with an evaluation of communication overhead, achieved by
summing the product of each node’s transmitted and received message lengths and
the number of messages exchanged. Subsequently, each node’s energy consumption
is determined by multiplying the calculated communication overhead by Energy per
one sent byte (| B) and Energy per one received byte (EPRB). Finally, the total
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Solution Node type Communication Energy nodes Total energy
consumption count consumption
(13, 1) Leaving lins + d * Ly EPSB xl,,s + 1 EPSB % l,,s +
’ EPRB xd * l,,, EPRB * d *
Others lms + Imr EPSB %1, + d d* (EPSB % lpms +
EPRB %y, EPRB % l,,,)
B4 Leaving (ns — Vs + (n— (g — 1)lps * 1 (ng — 1)l *
Dlr EPSB+ (n— EPSB+ (n—
lpr x EPRB lpr x EPRB
Others lms + Imr EPSB * 1, + n n* (EPSB # lms +
EPRB . EPRB * ;)
Gat Ims + (d 4+ Dl EPSB %l 1 EPSB %l
BKRSC.IT Cateway s+ (d+1) * L + * I +
EPRB * (d+ 1)l EPRB * (d+ 1)l
Others Ims + Ly EPSB %1, + Ngm Ngm * (EPSB *
EPRB %y, lms + EPRB * )
Table 4.3: Comparative study in case of leaving node.
Solution Node type Communication Energy nodes Total energy
consumption count consumption
(i, 7] Gateway lns + (0= D)l EPSB %1, + 1 EPSB % l,,s +
’ EPRBx(n—1)xly, EPRBx(n—1)xly,
Constrained s + (n — 1)l EPSB xl,,, + n n* (EPSB x lys +
EPRB %, EPRB * ;)
BKRSC.IoT Gateway s + (Ngm)lms EPSB x1,,s + 1 EPSB x1,,s +
EPRB % (ngm)lmr EPRB * (Ngm)lmy
Constrained l,5 + Ly EPSB x 1, + Ngm Ngm * (EPSB %
EPRB * l"’L’f' l"’LS + EPRB * l’!”/f')

Table 4.4: Comparative study in case of drained node.

energy consumption across the network is computed by multiplying the derived node

energy consumption by the number of participating nodes.

Our findings prominently prove that, when it comes to the quantity of messages

exchanged and energy utilization, our solution outperforms existing alternatives. Ad-

ditionally, the number of nodes engaged in the communication process is also notably

reduced in our solution in contrast to the existing alternatives.

To illustrate these comparisons, let’s consider an example. In the first scenario of
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node compromise, the number of exchanged messages across all compared schemes,
including ours, remains constant. The distinguishing factor lies in the number of
involved nodes, which depends on the number of gateway member nodes and clus-
ter members in and [43], respectively. In the worst-case scenario, the
number of involved nodes in is less than or equal to the total number

of nodes in the network compared to [43].

The second scenario, involving a departing node, similarly maintains an identical
number of exchanged messages across all compared schemes, including ours. However,
the number of involved nodes varies, contingent on the number of neighbors of the
leaving node in [45, 47|, and the number of gateway member nodes in our solution.
From an alternative perspective, the number of involved nodes in [34] equals the total
number of nodes in the network, representing the worst-case scenario, which makes

our solution outperform [34].

In the third scenario, wherein a node’s energy is depleted, the number of ex-
changed messages for constrained nodes remains consistent across all compared schemes,
including ours. In contrast, our scheme exhibits a number of exchanged messages less
than or equal to other solutions’ message count in the worst-case scenario involving

one gateway.

Additionally, the number of involved nodes in our scheme is also fewer than or
equal to the number of involved nodes in other solutions, demonstrating the superior

efficiency of our scheme.

Experimental Results (Simulation)

This section presents the simulation results of our proposed solution. The simulation
was implemented using the Rust programming language, where we used it to compare

our proposal with two others: [45, 47].

The simulation primarily focuses on evaluating the total communication overhead
and energy consumption of nodes within the network. The setup involved deploy-
ing 100 nodes randomly across a square area of 100m?2. The proportion of gateway
member nodes was set at 10% of the total number of nodes. Each node’s number of

neighbors ranged from 10 to 15.

99



Contribution: BKRSC-1IoT

For each of the three scenarios involving compromised, departing, and drained
nodes, the simulation was executed 1000 times. The simulation adhered to the model

outlined in [65], which factors in an value of 59.2uJ and an value of

28.6J for the transmission and reception of one byte, respectively.

Communication overhead Figure 1.9, Figure 1.3, and Figure 1.4 depict the com-
munication overhead necessary for all constrained nodes within the network in sce-

narios involving compromised, departing, and depleted nodes, respectively.
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Figure 4.2: Communication overhead required by all the constrained nodes in the

network in the case of compromised nodes.

Our solution exhibits greater efficiency in terms of communication overhead, as
demonstrated by the results. This efficiency is attributed to the decentralization of
Blockchain and the delegation of a significant portion of the communication overhead
to the gateway nodes. Each gateway is tasked with communicating exclusively with
its attached constrained nodes. Consequently, unlike the cases observed in [45] and
[47], the number of involved nodes increases in those approaches. Additionally, in
most scenarios, the bulk of communication tasks are carried out by the constrained
nodes, while the gateway maintains communication with all network nodes, resulting

in increased communication overhead for the constrained devices.

For the departing node scenario in our proposal, the departing node communicates
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Figure 4.3: Communication overhead required by all the constrained nodes in the

network in the case of left nodes.
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Figure 4.4: Communication overhead required by all the constrained nodes in the

network in the case of drained nodes.

directly with its gateway, which, in turn, communicates with other nodes to inform
them. This implies the exchange of only one message for sending and receiving. In
contrast, in [45], the leaving node is required to send and receive d messages,
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leading to an escalation in communication overhead.

Energy Consumption

Figure 1.5, Figure [1.6, and Figure [.7 present the simulation results of the energy
consumed by the constrained nodes as a consequence of their communications in the

three scenarios involving compromised, departing, and depleted nodes, respectively.

The number of affected nodes ranges from 1 to 10. These figures illustrate that
our solution surpasses existing alternatives in terms of energy efficiency for the con-
strained nodes in all three scenarios. This superiority is attributed to the reduced
number of constrained nodes involved in communication tasks and the effective del-

egation of communication responsibilities to the gateway nodes.

It’s noteworthy that Figure {.5, Figure [£.6, and Figure [.7 exhibit striking simi-
larities to Figure .9, Figure .3, and Figure 1.4, This resemblance is attributable to
the direct correlation between communication energy consumption and the number

and size of messages exchanged.
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Figure 4.5: Energy consumption of communication between all the constrained nodes

in the network in the case of compromised nodes.
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Figure 4.6: Energy consumption of communication between all the constrained nodes

in the network in the case of left nodes.
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4.5 Conclusion

In conclusion, the concept of key revocation holds a pivotal position within the
realm of comprehensive key management solutions. This chapter introduced a novel
blockchain-based approach, underpinned by smart contracts, designed to effectively

address the intricate challenge of key revocation within IoT networks.

Our proposal leverages the transparency and automation inherent in blockchain
technology to establish a decentralized scheme that significantly reduces communica-
tion overhead and energy consumption. Moreover, our meticulous security analysis
and rigorous performance evaluation have underscored the robust security attributes
of our proposed solution, intricately linked to the security of the underlying base

scheme, while notably refraining from storing any key materials within the blockchain.

Through comprehensive simulations, we have demonstrated the superior efficiency
of our proposal in comparison to existing solutions. However, it is imperative to
acknowledge the intrinsic limitations of this study, particularly in light of potential

vulnerabilities that may arise in the event of a compromised blockchain participant.

Looking forward, our research trajectory envisions the expansion of our proposed
solution to address a broader spectrum of key management challenges within IoT
networks. This includes the pivotal phases of key distribution and the seamless
incorporation of new nodes, promising avenues that offer potential enhancements in

the security and efficiency of IoT networks.
As we conclude this chapter, the forthcoming general conclusion of this thesis will

consolidate these findings and chart the course for future research directions within

this dynamic and evolving field.
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CONCLUSION AND FUTURE
PERSPECTIVES

In conclusion, this doctoral thesis delves into the intricate realm of the 0T and
its evolving significance across numerous domains. @’s transformative potential is
undeniable, as it integrates billions of smart and autonomous devices, allowing them
to collect, process, and share data to provide advanced services. However, this digital

revolution is accompanied by formidable security challenges, primarily because of the
resource limitations of [oT] devices and the inherent vulnerabilities.

A critical observation within this thesis highlights the inadequacy of the tradi-
tional proposed security schemes, for safeguarding @ networks. These protocols
improve one aspect of security or performance over another, and they often fail to
achieve a balance between them. This imbalance is particularly evident in key man-

agement schemes.

The core contributions of this research are embodied in two distinctive security
mechanisms: EVKMS and BKRSC-IoT|. EVKMS introduces a novel approach to key

management, emphasizing a balanced strategy for ensuring secure communications

within IoT networks. It leverages pre-distributed vectors to obfuscate stored keys and
sensitive data sent via unsecured channels. Notably, shows not only scalabil-
ity and minimal computational overhead but also the straightforward integration of
new nodes, all without unnecessary operations. Performance evaluations underscore
EVKMS’s superiority over existing schemes, making it a promising solution for IoT
network security. Nevertheless, it is essential to recognize that simulations, while

informative, have limitations in assessing the precise computational overhead of op-
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erations employed in the scheme. Future work will involve real-world experiments to

address this gap.

The second major contribution, BKRSC-IoT], focuses on the critical issue of key
revocation in @ networks. It is recognized that securing sensitive data exchange
among @ devices necessitates robust key management solutions, especially in the
context of key revocation. Existing solutions require enhancement to accommodate
the resource constraints of [0 devices and to reduce communication overhead. The
proposed solution employs blockchain and smart contracts to minimize communi-
cation overhead and energy consumption in @ networks, addressing these limita-
tions. Security and performance analyses validate the effectiveness of this solution,
demonstrating significant reductions in communication overhead during compromis-

ing, leaving, and draining scenarios, marking it as a robust and efficient option for

[oT] networks.

In terms of future perspectives, several crucial areas beckon for exploration and
development. It is imperative to continue improving the efficiency of the proposed
security mechanisms while sustaining their rigorous security standards. Further re-
search should also explore the use of machine learning algorithms and blockchain
technology for anomaly detection in @ environments. These areas represent excit-
ing avenues for further investigation, contributing to the evolving landscape of @

security.

In an academic context, this thesis advances our understanding of @ security
and paves the way for robust, efficient, and scalable solutions to protect @ networks
in the face of evolving threats. Future research will undoubtedly build upon these
foundations, seeking to fortify IoT security measures and accommodate the dynamic
nature of this field.
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