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Abstract

Abstract:
Cyber-Physical Systems (CPS) operate across different spatial and
temporal scales and exhibit complex, context-dependent behaviors.
The intricate nature of CPS poses significant conceptual and tech-
nical challenges, as understanding and managing such systems often
exceed individual capacities. To address these challenges, advance-
ments in modeling languages, formal methods, and tools are essential,
alongside interdisciplinary collaboration among domain experts, for-
mal methods researchers, and tool developers.
This thesis proposes a multi-phase and iterative approach for design-
ing, defining, and analyzing the dynamic and secure behavior of CPS,
addressing the gap between theoretical formal methods and their
practical application in CPS development.
First, adhering to the principles of ISO/TEC/IEEE 42010:2021 for
architectural descriptions, we develop a metamodel that facilitates
effective communication among stakeholders by employing architec-
tural views and viewpoints. This approach ensures consistency and
fosters a shared understanding of the system architecture.
Second, to address the limitations of existing formalisms, we intro-
duce CA-BRS, a novel model that combines Bigraphical Reactive
Systems (BRS) and Control Agents. CA-BRS distinguishes between
the virtual, physical, and cyber levels of CPS; using abstract agents
and bigraphs to specify these dimensions. It also incorporates Con-
trolled Reaction Rules to represent both physical and cyber evolu-
tions while considering material constraints. To analyze CPS behav-
ior, we define a formal computational model, the Guided Transition
System (GTS), which captures and evaluates emergent properties
such as security and safety.
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Third, in the design phase of CPS, we establish mapping rules to de-
fine the behavioral semantics of CA-BRS using BPMN activity dia-
grams. This enables the detection of functional inconsistencies, such
as deadlocks, infinite loops, or multiple terminations, during model
execution. Additionally, we extend CA-BRS to address security re-
quirements, ensuring data confidentiality and integrity by preventing
unauthorized access and modifications in distributed CPS.

Finally, we demonstrate the practicality of our approach through a
case study on Medical-CPS and Industry 4.0 (14.0-CPS), focusing on
network routing (Access Control Lists) and data confidentiality in
Electronic Health Records. This highlights the balance between the-
oretical insights and practical considerations in addressing the physi-
cal, cyber, and safety dimensions of CPS.

Keywords: CPS, Medical CPS, Formal models, State space, BRS, Secu-
rity, BPMN.
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Résumé:
Les systemes cyberphysiques (CPS) fonctionnent a différentes échelles
spatiales et temporelles et présentent des comportements complexes
et dépendants du contexte. La nature complexe des CPS pose d’importants
défis conceptuels et techniques, rendant leur compréhension et leur
gestion souvent hors de portée d'un seul individu. Pour relever ces
défis, des avancées en langages de modélisation, en méthodes formelles
et en outils sont essentielles, ainsi qu'une collaboration interdisci-
plinaire entre experts métiers, chercheurs en méthodes formelles et
développeurs d’outils.
Cette these propose une approche itérative et multi-phases pour con-
cevoir, définir et analyser le comportement dynamique et sécurisé des
CPS, en comblant le fossé entre les méthodes formelles théoriques et
leur application pratique dans le développement des CPS.
Premieérement, conformément aux principes de la norme ISO/IEC/IEEE
42010:2021 pour les descriptions architecturales, nous développons un
méta-modele qui facilite une communication efficace entre les par-
ties prenantes grace a l'utilisation de vues et de points de vue ar-
chitecturaux. Cette approche garantit la cohérence et favorise une
compréhension partagée de 'architecture du systeme.
Deuxiemement, pour pallier les limites des formalismes existants,
nous introduisons CA-BRS, un modele innovant qui combine les Systemes
Réactifs Bigraphiques (BRS) et les Agents de Controle. CA-BRS dis-
tingue les niveaux virtuel, physique et cyber des CPS, en utilisant
des agents abstraits et des bigraphes pour spécifier ces dimensions. Il
integre également des Regles de Réaction Controlées pour représenter
les évolutions physiques et cyber tout en tenant compte des con-
traintes matérielles. Pour analyser le comportement des CPS, nous
définissons un modele computationnel formel, le Systeme de Tran-
sition Guidé (GTS), qui capture et évalue les propriétés émergentes
telles que la sécurité et la sureté.
Troisiemement, dans la phase de conception des CPS, nous établissons
des regles de correspondance permettant de définir la sémantique
comportementale de CA-BRS a 'aide de diagrammes d’activité BPMN.
Cela permet de détecter les incohérences fonctionnelles, telles que
les blocages, les boucles infinies ou les terminaisons multiples, lors
de l'exécution du modele. De plus, nous étendons CA-BRS pour
répondre aux exigences de sécurité, en garantissant la confidentialité
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et 'intégrité des données en empéchant les acces non autorisés et les
modifications non approuvées dans les CPS distribués.

Enfin, nous démontrons la praticité de notre approche a travers une
étude de cas sur les Medical-CPS et sur la quatrieme révolution in-
dustrielle (Industry 4.0 - 14.0-CPS), en mettant I’accent sur le routage
réseau (listes de controle d’acces) et la confidentialité des données

dans les dossiers de santé électroniques. Cela met en évidence 1’équilibre
entre les aspects théoriques et pratiques nécessaires pour aborder les
dimensions physique, cyber et sécuritaire des CPS.

Mots-clés: CPS, Medical CPS, Formal models, State space, BRS, Secu-
rity, BPMN.
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Chapter 1

General Introduction

Industry 4.0, also known as the fourth industrial revolution [I], represents
a transformative paradigm shift in the manufacturing and industrial sec-
tors [2]. It is characterized by the integration of digital technologies, ad-
vanced analytics, the Internet of Things (IoT), and Cyber-Physical Sys-
tems (CPS) into the fabric of industrial processes [3]. Industry 4.0 has a
broad range of application domains across various industries, such as Smart
Factories, Automotive Industry, Healthcare, Energy and Utilities, Agricul-
ture, etc [4]. These application domains illustrate the versatility of Indus-
try 4.0, showcasing how the integration of digital technologies can lead to
improvements in efficiency, productivity, and innovation in diverse indus-
tries [5].

Although Industry 4.0 offers significant advantages, its adoption comes
with challenges such as cyber security concerns, the need for up-skilling of
the workforce, and the complexity of integrating diverse technologies [3] [6].
In particular, CPS representing the core of our current civilization embrace
the principles of Industry 4.0, resulting in more efficient, agile, and intelli-
gent industrial processes [7, §]. CPSs are defined as systems that offer the
integration of computation, networking, and physical processes [9]. Various
examples dominate our daily lives and work, such as driverless cars that
will soon master our roads, implanted medical devices that will improve
and save many lives, and industrial control systems that control production
and infrastructure [7, 10} [1T].

Some of the defining characteristics of CPS include [12]:

e cyber capability in every physical component,
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high-degree of automation,

networking at multiple scales,

integration at multiple temporal and spatial scales and,

reorganizing/reconfiguring dynamics

As CPS manipulate the real world, they constitute a danger for many ap-
plications. Therefore, their safety and security are essential properties of
these indispensable systems. These quality properties of the system depend
on the architecture of the underlying system [13].

In fact, much attention has been paid during system development and
validation efforts. In fact, the architecture of a CPS addresses the unique
challenges posed by the integration of software and hardware in real-time,
safety-critical environments. It is designed to handle distributed, scalable,
and secure systems while considering the specific requirements of the physi-
cal processes being controlled or monitored.

1.1 Problem Statement

Software engineering poses specific challenges based on the above charac-
teristics of CPS in today’s networked, interconnected world. It can have a
profound impact in this domain by defining suitable modeling and speci-
fication notations as well as supporting design-time formal verification. In
particular, the software architecture of CPS should include robust mech-
anisms for data encryption, access control, and protection against cyber-
physical attacks. Therefore, the application of security-by-design principles
during the development of CPS is essential to have an acceptable level of
security assurance; Safety and Security modeling should be considered at
the early stages of the development life-cycle. It must inform every phase
of software development, from requirements engineering to design, imple-
mentation, testing, and deployment.

Obviously, software engineers use models early in the life cycle to improve
the quality of artifacts such as requirements, but do not typically include
security concerns; system requirements and design are done first, and secu-
rity is added as an afterthought (There are exceptions, of course !).
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Our work embraces this idea and investigates in interactions between soft-
ware engineering and security engineering which give rise to several fasci-
nating research challenges and opportunities. Clearly, there is much to be
gained by developing processes and tools to unify security policy develop-
ment into the CPS development process, specifically by making use of CPS
formal models when designing security property. These are the subject of
this thesis that could accrue several advantages, as:

e Formal specification languages and notations to include modeling of
security related features such as privacy, integrity, access control, etc.

e Unified formal model of CPS and security property.

e Facilitating communication and common understanding between dif-
ferent and divergent stakeholders (CPS have varied hardware, soft-
ware, and communication components).

e Leverage of existing standards-based tools and languages for the de-
sign and analysis activities of CPS.

The existing modeling approaches of dependable CPS may be classified
into two distinctive categories. The design-time modeling approaches de-
fine and specify all parts and relationships, assuring the required system
quality properties. However, in today’s complex CPS, ensuring all qual-
ity properties in all operating conditions during design time will never be
possible. Therefore, an additional line of defense against safety and se-
curity incidents is indispensable: This must be provided by the run-time
approaches that offer models to monitor the CPS during operation. They
detect anomalies in system behavior or interface functioning and take au-
tonomous mitigation measures, thus attempting to prevent imminent safety
accidents or security incidents before they occur. Thus, run-time execu-
tion allows CPS to interact with the real world in real-time. This is crucial
for applications where immediate response to external stimuli is necessary.
However, testing in certain environments or conditions may be impractical,
expensive, or risky. Thus, and in most cases, simulation involves creating
computer-based models that replicate the behavior of the real-world CPS,
it facilitates iterative development and testing, allowing engineers to refine
and optimize the system before its deployment in the real world.
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1.2 Research Questions

Our solution presented in this thesis investigates and advances CPS mod-
eling and analysis, adopting in a complementary manner the ideas of the
two above approaches while using the most appropriate formal methods.
Despite being a well-known practice in software development projects, the
adaptation of formal models to secure CPS modeling still requires system-
atic elaboration. The complex interactions between cyber and physical
spaces and their reflection on the security property of a CPS constitute a
significant challenge for the development teams. Therefore, we approach
the design of a given CPS by first developing its conceptual and formal
models while considering a set of scenarios explaining its secure behavior.
Then, we proceed to its simulation, validating the CPS in a controlled en-
vironment. The refinement of the proposed models, based on the insights
gained from the simulation results, allows to iterate through the process of
model development, simulation, and analysis until we achieve the desired
accuracy and reliability.

The central question that this thesis project asks, is: “How to define suit-
able formal models for the specification of this new class of engineered sys-
tems (CPS) at design time, as well as their secure behavior execution and
verification”.

Thus, research questions that are consequently asked are:

e RQ1: How to extend software engineering modeling approaches to
deal with the CPS design?

e RQ2: How to integrate security considerations in the early life cycle
activities of CPS?

e RQ3: What specific language and formal notations may be used to
model CPS and their security property?

e RQ4: What are the specificities of the implementation and simulation
framework to be considered in order to support modeling of evolving
CPS and reasoning about their properties.
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1.3 Contributions

Aiming accomplish the general objective and answer the research questions
proposed for this thesis, the key contributions are summarized as follow:

1. CT1: We propose a comprehensive methodology for an incremental
software development process of secure CPS, recognizing that it is
crucial to integrate security practices throughout the development
lifecycle. Three complementary phases are identified:

e Analysis and Architecture Design: Identify and prioritize secu-
rity requirements along with functional requirements during the
design of the CPS conceptual models and consider the relevant
scenarios.

e Formal Modeling: Transcribe the high-level CPS architecture
that outlines the system’s components, modules, and their in-
teractions, as well as its secure behavior to some formal models
allowing its formal specification and analysis.

e Models Simulation and Implementation: To remove the gap be-
tween the obtained formal models and their execution models,
we formulate the specifications for CPS in terms of BPMN mod-
els. Then, we simulate their behavior execution and communi-
cation through possible activities processes. An iterative process
between these two last steps is undertaken in order to get more
accuracy and guarantee for the formal specification of CPS.

2. CT2: We provide an important reference ISO/IEC/IEEE 42010:2011
standard for software system architects and developers, leading to
propose a standardized approach for CPS architecture description
that facilitates communication, decision-making, and quality assur-
ance in software development of such systems. Effective software ar-
chitecture enables teams to manage complexity, facilitate commu-
nication among stakeholders, and deliver software that meets both
functional and non-functional requirements. Thus, we propose a step-
by-step guide on how we use IEEE 42010 in the CPS architecture
design process to create a secure architecture.

3. CT3: We define a new formal model called CA-BRS, combining the
two formalisms: Bigraphical Reactive Systems (BRS), suggested ini-
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tially by Robert Milner [14] and the Control Agents (CA), as ab-
stract and intelligent entities. This semantical model allows to spec-
ify the structural, the behavior and the security aspects of a CPS.
BRS are a unifying formalism that has been used for representing
many existing formalisms for concurrency and mobility. Besides, they
are suited for reasoning about current systems, essentially formed of
spatially-dispersed components involving computation and communi-
cation. The BRS extension that we will propose, takes into account
specific nodes called ”Control Agents” endowed with a certain intel-
ligence, allowing them to observe, analyze and execute actions (in
the form of specific reaction rules) on the bigraphs that host them.
Indeed, the extended BRS with the notion of agent as virtual entity
will constitute an appropriate formalism to model CPS in general.
Especially, the physical layer is specified using bigraphs. The virtual
layer is described with abstract algebraic agents. The agents operate
on a physical structure and can observe, control, migrate and commu-
nicate.

4. CT4: We extend the bigraphical reaction rules of BRS to model the
dynamic of CA-BRS. Their formal execution, through a Guided Tran-
sition System (GTR), constituted of several Control Reaction Rules
(CRR), supports two types of evolution over time; physical, which
corresponds to a sequence of bigraphs, and virtual conducted by the
control agents that move and migrate (cyber mobility), while consid-
ering some material constraints through the ”Observations”.

5. CTh: Such high-level reasoning with CA-BRS may aid in analysis of
CPS behavior. In this step, we use two distinct perspectives to cap-
ture two possible implementation of Control Agents (CA). States per-
spective is used to describe the behavior of a reactive agent, through
its possible states and transitions between those states, in response to
the events that occur. Activities perspective used to model business
processes of a non-reactive agent; it is defined as the flow of activi-
ties, including decisions, loops, and concurrent activities. Both per-
spectives (States and Activities) are used to model the behavior of
CA. Each one uses a particular notations to represent the different
states and transitions of CA. They are both useful for understand-
ing and communicating this behavior to stakeholders. In this work,
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we implement the Activities perspective with BPMN notation, as

an industry standard developed by the OMG consortium, easily un-
derstand by both technical and non-technical stakeholders, and the
States perspective with Maude which is a high-performance language
and system supporting both equational and rewriting logic computa-
tion for a wide range of applications.

6. CT6: We proceed to check some important properties and non-functional
requirements in the early stages of design, before implementing the
actual CPS. Generally, security properties of evolving CPSs as any
distributed system can be roughly classified into: Availability (In-
formation is said to be available if authorized entities can access it
at any time), Integrity (Information is said to be complete if it can
only be modified or deleted by authorized entities) and Confidential-
ity (Information is said to be confidential if it is only accessible by
authorized entities). Then, we demonstrate the applicability of our
approach in two use cases, from two different application domains,
namely Medical-CPS and Access Control rules in communication net-
works, addressing these three security property.

1.4 Thesis Outline

This thesis monograph is structured as indicated in Figure [1.1]
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Chapter [2 serves as a guide to the prerequisites required for a comprehen-
sive understanding of the subject matter covered in this thesis. It outlines
the fundamental concepts and theories of Bigraphical Reactive Systems,
Business Process Modeling Notations and Maude language that form the
building blocks for the subsequent chapters.

Chapter [3| not only delves into the examination of CPS security but also
delves into current research and industry trends related to it. Additionally,
it identifies the primary research challenges and open problems in the field
of CPS security. Lastly, it emphasizes significant works in the literature
that enable the formal modeling of CPS and the analysis of their security
aspects.

Chapter 4| introduces an iterative design process consisting of three dis-
tinct phases: the formal specification phase, which is considered the most
crucial, followed by the software architectural design phase, and finally the
implementation phase. Furthermore, the chapter provides a comprehen-
sive overview of the IEEE 42010 standard for Architecture Description of
Software-Intensive Systems, and offers a step-by-step guide on utilizing the
IEEE 42010 standard in the process of designing CPS architectures.
Chapter |5| introduces a novel BRS-based model, called CA-BRS (Con-

trol Agents & BRS), which offers a comprehensive representation of all
elements of CPS with a specific emphasis on security aspects. The chap-
ter provides a thorough description of the syntax and semantics of CA-
BRS, presenting a formal framework that captures the interactions between
physical and computational components within CPS. Importantly, CA-BRS
takes into account potential security threats and vulnerabilities, enhancing
the model’s ability to address security concerns effectively.

Chapter [6] and Chapter [7] offer a practical perspective on the subject mat-
ter, demonstrating how the theoretical foundation of CA-BRS can be ef-
fectively translated into practical solutions. The exploration of the state
space in Chapter [6] provides a comprehensive understanding of the dynamic
behavior and potential outcomes of the CA-BRS model. By analyzing the
state space, we can identify critical states, evaluate system performance,
and assess the security aspects of the CPS under examination. Further-
more, chapter [7| presents specific case studies and their corresponding im-
plementation, offering valuable insights into the challenges, strategies, and
it outcomes associated with the successful implementation of CPS security
measures. This hands-on approach effectively bridges the gap between the-
oretical concepts and real-world application, allowing for a more holistic
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understanding of how to apply CPS security principles in practice.
Chapter 8| gives a summary of this thesis and discusses directions for future

work.



Chapter 2

Prerequisites: BRS, BPMN,
and the Maude System

2.1 Introduction

This chapter serves as a guide to the prerequisites required for a compre-
hensive understanding of the subject matter covered in this thesis. De-
scribes the fundamental concepts, theories, and tools that form the basis
of the following chapters.

The chapter begins by providing readers with a clear understanding of
what they should expect to achieve by the end of this chapter. Then it
proceeds to introduce the key prerequisites, divided into three sections
based on various thematic areas. Section provides an in-depth expla-
nation of Bigraphical Reactive Systems (BRS) and their core components.
Section [2.3] familiarizes the reader with the basics of Business Process Mod-
eling Notation (BPMN), including its main concepts. Section aims to
bridge any knowledge gaps in Maude, a high-level formal specification lan-
guage that supports formal modeling, analysis, and verification of systems.
Each section provides a concise overview of the topics, highlighting their
significance and relevance to the subsequent chapters. In addition, where
necessary, references to external resources and recommended readings are
provided for further study.

11
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2.2 Bigraphical Reactive Systems: Defini-
tions and Notations

Bigraphical reactive systems (BRS) [I5] are conceived as a unifying frame-
work for designing models of concurrent and mobile systems. These reac-
tive systems are construed as a set of rewriting rules together with an ini-
tial bigraph on which the rules operate. Bigraphs are algebraic terms that
may be represented as a combination of two graph kinds allowing the rep-
resentation of communication among the system constituents as well as
their spatial configuration. BRS differ from traditional formalisms such as
Z notation, Petri nets, B method and process algebra; they are doted of a
specific graphical appearance and have the ability to represent both the lo-
cality and connectivity of ubiquitous and distributed computing systems.
In general, BRS allow to:

1. sketch the structure and interaction patterns of a system composed of
more than one component,

2. specify the dependencies between different components of a system,

3. describe a set of reaction rules (transitions) to model the behavior of
a concurrent system, and

4. specify clearly system properties.

2.2.1 Static Structure

A bigraph is so called because its nodes are structured in two ways.

The first structure is placing; the nodes are nested inside one another, giv-
ing an ordered set of trees, i.e. a forest. In our generic example of Fig-
ure there are two trees; each has a root (not itself a node) represented
by a dotted rectangle.

The second structure is linking; the ports of the bigraphs are partitioned
into links, shown by curved lines. A link may be open or closed; each open
link has a distinct name (here z). Names allow bigraphs to be joined via
their open links.

The two structures are totally independent and form through their inter-
faces a given bigraph structure G =< GP G >: (i, X) —» (j,Y), where:
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o GP = (V, ctrl,prnt) is the place graph,
o Gl = (V,E,ctrl,link) is the link graph.

We note G¥ and G* share the same set of nodes V' and their control ctrl.

1 /

X

v4

vl v2

v3

Figure 2.1: A Bigraph generic example

Definition 2.2.1. Interfaces

An interface (i,2) - (j,y) of a bigraph is a double pair 7 and j indicate
the number of holes or regions, and x,y are elements of the set of inner or
outer names X or Y. el =0,1,2,..2and j°'€J=0,1,2,...5

First, each node of a bigraph is assigned a control, which determines how
many ports it has. These controls are given by a signature, such as K =
{vl:2,02:0,00 : 1} in Figure 2.1} Nodes may be nested arbitrarily, and
their ports may be linked independently of the nesting. Each bigraph has
an inner face and an outer face;

Bigraphs are algebraic terms that may be represented as a particular kind
of graphs allowing the representation of communication among nodes, as
well as their spatial configuration (nodes may be nested within each other).
The encompassing rectangle represents a region and the grey circles are
used to represent holes. Region and hole are the root and leaf node re-
spectively in the placing graph, and enable the composition of placing
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graphs, e.g., a hole of a bigraph can be replaced by a region of another bi-
graph with the aid of composition operator defined in Section below.
Ports are represented as black dots on the node, and are used to connect
the edges or names, i.e., the node v4 has three ports which connect to the
edges €0, e2 and the inner name x. The edges €0, el, e2 and inner name x
are contained in the linking graph (see Figure . We can also merge in-
ner names and outer names using the bigraph composition operator. Below
we give the definition of a bigraph.

Definition 2.2.2. Bigraph
A bigraph is a 5-tuple: (V, E,ctrl, prat,link) : (i, X) - (5,Y) where:

1. V is the set of nodes,
2. FE is the set of hyperedges,

3. ctrl : V. — K is the control map that assigns controls (and therefore
arities) to nodes,

4. prnt: T uV — V u J is the parent map that defines the tree structure
in the place graph and,

5. link: X UP — FuY is a link map that defines the link structure ( P
is the ports set).

6. The inner interface (i, X') indicates that the bigraph has i holes, and
a set of inner names X.

7. The outer interface (7,Y’) indicates that the bigraph has j regions
and a set of outer names Y.

Example: We illustrate bigraph notations through the following exam-
ple that specify an organizational structure of intelligent health center. In
fact, the way an intelligent health center is structured, establishes impor-
tant conditions for both the process of care and its outcomes. A compre-
hensive and holistic organizational structures can help hospital employees
understand their day-to-day responsibilities, facilitate decision-making, and
revitalize employee performance and productivity. In this example, we are
only interested by the design dimension of such structure. We note various
nodes representing possible several divisions, units or services. Links rely-
ing nodes specify interactions and control functions between health center
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constituents. For instance, node Medicine dronel belonging to the Respon-
ders node may have an interaction with Fog node to ...

The bigraph in Figure describes a given organizational structure of an
intelligent health center. Before presenting the system itself, we proceed
with the description of the different node controls that we will use in our
example, summarized in Table Controls Monitoring camera, AMB,
Nurse’PDA, etc, denote the atomic nodes of the system, meaning that no
node may be nested inside them. The AMB and RES nodes have arity 1
and AMB_S have no ports. The non atomic controls (the compartments)
are AMB_S, with arity 0, and Internal Unit, with arity 0

Table 2.1: Controls and sorts used in a bigraph Bpyc¢.

| CPS Constituents CA-BRS Concepts

| Geographical location Root (number of roots is 1)

|

| Architectural part of a CPS | Beps
|
|

| Cyber Constituents(Cloud service, Application, etc.) Ve
Physical Constituents(Computer, Processing Unit, Power Unit, Ves
Communication Unit, Sensor Nodes)
Nesting of a component in its composite protops
Possible interaction between components linkeps
Control part of a CPS CAcps
Abstract agent for physical entities monitoring App
Abstract agent for cyber entities monitoring Acy

Stcps(Ai)

Relationship Architecture/Control in CPS Hostcps
Possible location of Agents controlling Cyber entities Hostc,
Possible location of Agents controlling Physical entities Hostpy,

Dynamic action in CPS
Possible changes in CPS architecture ACeps
Possible state change of Agents TRcps

|
|
|
|
|
| Apossible set of the Ai agent states
|
|
|
|
|
|
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- - - -Rootl:HEALTH-CENTER . _ _ _

Ambulancel

i Ambulance2|
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Slink2 A
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dronel drone2

- _INTERNAL UNIT N/ FOGNODE

l/— Monitoring A
I camera Life support linkl
machine

e

Fd

Figure 2.2: Byco: A Bigraph example for Intelligent Health Center archi-
tecture

Terms Language: We have introduced far seen two ways of representing
a bigraph: as a 5-tuple with interfaces, or using a graphical notation, we
give in this section a third way to describe a bigraph, textual term repre-
sentation.

The language primary elements and operations for composing elementary
bigraphs are listed in Table For instance, the parallel product U||V
term may be used to compose bigraphs by juxtaposing their roots and
merging their common names. The merge product term U|V allows jux-
taposing two bigraphs and merging their regions into a single one. As an
additional example is the nesting operation UV which denotes a bigraphi-
cal term placed inside another one.

Sorting: A bigraph can be further associated with a sorting discipline
allowing to impose structural constraints on the different bigraphical ele-
ments such as nodes, links and sites. This sorting logic allows constraining
on one hand, the children of a node to have only certain controls, and on
the other hand, the linkage allowed for possible ports of a node.

A sorting discipline ¥ is a triple (©, K, ®) where O is a non empty set of
sorts. K is the bigraph signature, and ® is a set of formation rules associ-
ated with a bigraph. The latter consists of a set of structural constraints a
bigraph has to satisty.
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Table 2.2: Terms language for bigraphs.

Term Signification
Ul|\v Parallel product
% Merge product
uv Nesting (U contains V')
K,  Node of type (control) K having a name or link x
1d Identity or elementary bigraph
d; Site numbered i
1 The barren (empty) region

Note that disjunctive sorts are written as Ty which means a node can ei-
ther be of sort x or y. This definition ensures that only well formed bi-
graphs in a given application domain are specified.

For instance we define a sorting discipline for the class of bigraphs used to
describe the intelligent health center architecture; it imposes the necessary
structural constraints via formation rules ® ¢ as indicated in Table to
ensure that these bigraphs are designed in a meaningful way.

Table 2.3: Formation rules for Byc

Dy Rule description

d, All am csd n f-nodes are atomic
D, All children of rs-node have sort m
®, All children of as-node have sort a

O, A a m-nodes are always linked to one f-node
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2.2.2 Dynamics

Dynamic behavior in terms of system evolution is defined in BRS via re-
action rules. Two types of reaction rules are possible on a bigraph. The
operation of mobility in the system, it represents the arrival or departure
of an entity (represented by a node). The operation on links that expresses
the connection (or disconnection) of a bigraph node, through one of its in-
terfaces. The possible system configurations, as well as the reaction rules
specify how these configurations can evolve.

Definition 2.2.3. Reaction Rule

A reaction rule R, noted (B, B’,n), is a couple of bigraphs (B, B’) such as:
The Redex B specifies the bigraph to transform; The Reactum B’ speci-
fies the bigraph after the transformation and the 7 is a transformation of
ordinals.

Example: We now explain how bigraphs can reconfigure themselves, using
our example as illustration. We note that the dynamics of our system in
this case, concerns only its structural aspect. This will be defined by means
of reaction rules, each consisting of a redex (the pattern to be changed)
and a reactum (the changed pattern). These patterns are both bigraphs,

so they may involve both placing and linking. Here are two possible rules
R1, R2, for our example, the intelligent health center (in state By¢) shown
above.

Rule R1 is the simplest: a Doctor’ PC' can be disconnected. The redex (the
left hand pattern) can match any Doctor’ PC'; the out-pointing links mean
that his ports may at first be linked to one or more other ports (relying

to Fog node, Monitoring camera, etc), in the same place or elsewhere. the
reaction by R1 will unlink him; any link to a doctor’ PC' is omitted. This
rule change only the linking (not the placing) in a bigraph.

Rule R2 by contrast, changes the placing; an Ambulancel leaves a garage.
Again, the rule requires the Ambulancel to be in the garage node (Ambulance).
The site (shaded) represents a parameter of the rule; it allows the garage
to contain other ambulances.

The Figure represents a state which may change because of the execu-
tion of Rulel and Rule2, and perhaps other constituents movement. The
resulting system state (Bl and B’2) are shown in Figure after execut-
ing the two reaction rules R1 and R2.
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Figure 2.3: Example of Two Reaction Rules R1 and R2

Bigraphical reactive systems (BRS) augment bigraphs with a rewriting the-
ory that allows models to evolve over time. The rewrite theory consists of
a set of reaction rules (B, B’, ) that finds an occurrence of B in a larger
bigraph C' and replaces it with B’.

Definition 2.2.4. BRS A bigraphical reactive system BG(K, R), is a
category with a signature K (the set of constituent controls), and a set of
reaction rules R, where the objects are interfaces and the arrows are bi-
graphs, equipped with a set of reaction rules R.

For instance, let BRSyc be the bigraphical reactive system formed by the
reaction rules R1 and R2 defined previously and the set of bigraphs By,
specifying the dynamics of some physical constituents of the intelligent
health center.
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2.2.3 Bigraphs Composition

As we have seen previously, the bigraph interfaces may be used to conceive
larger bigraphs from smaller ones; this construction is defined in terms of
the constituent place and link graphs. In this section, we show how com-
plex bigraphs can be designed from elementary ones, by applying composi-
tion and tensor product operations (o and ® operators) [15].

Definition 2.2.5. Composition Given two bigraphs B : (i,X) — (4,Y)
and A : (j,Y) = (n,Z) whose nodes and edges are disjoint. Then the
composition G = Ao B: (i, X) - (n,Z) is defined by:

e the roots (regions) of B replace the sites (holes) of A;

e the names of the inner interfaces in A are linked to the names of the
outer interfaces in B.

e the number of roots in B must be equal to the number of sites in A.

Bigraphs are composed separately in the place and the link graphs. The
interfaces of the bigraphs must be compatible in order for composition to
be defined.

Figure illustrates the composition A o B of bigraphs A and B. In the
place graph, we insert contents of the left-most region of B into hole 0 of
A, and the contents of the right-most region of B into hole 1 of A. Regions
are numbered left-to-right: we insert the contents of region 0 into hole 0
etc. In the link graph, links are spliced together where there is name agree-
ment between the inner and outer names of the bigraphs being composed.
We may refer to A in this case, as a context into which B is inserted.
There exists an additional way to combine bigraphs, namely the tensor
product A ® B, where A and B are bigraphs. We note that A and B do
not share any inner or outer names; this just involves juxtaposing their
place graphs, taking the union of their names, and increasing the indices
of holes in B to make them unique with respect to A, see Figure for
illustration.

Definition 2.2.6. Tensor Product

Given two bigraphs A0 : (i0, X0) — (j0,Y0) and A1 : (i1,X1) - (j1,Y1)
where X0, X1 are disjoint and Y0,Y1 are disjoint. Then the tensor prod-
uct A0® Al : (i0+4i1,X0u X1) - (jO+41,Y0u Y1). Thus, the tensor

product A0 ® Al of A0, Al is formed only by placing them side by side.
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Figure 2.4: The composition A o B of two bigraphs A and B with their
respective interfaces [15].

2.2.4 Extended BRS

With the development of modern distributed and mobile systems, modeling
and analyzing their increasing complexity is of great significance for soft-
ware engineers. Milner et al. [I5] have first introduced a bigraph behaviour
model where it is possible to design and analyze reactive systems that in-
clude spatial and non-spatial relationships of physical or virtual entities.
Bigraphs evolve over time using a rewriting framework BRS that finds in-
stances of a (sub)-bigraph, and substitutes a new bigraph.

Pereira et al. [16] have extended Bigraph by introducing the agent concept.
In their BiAgent model, computational or virtual entities are agents and
the physical entities or world is a Bigraph. Entities such as vehicles, per-
sons, computers or smartphones are nodes related by the bigraph placing
or linking graphs. Agents model the disembodied or virtual entities such

as computations or minds. They interact with the bigraph by observing it,
being hosted in it, migrating in it, and controlling it [16].

In addition, Pereira et al. [I7] seek at leveraging the use of the widely ac-
cepted model of computation known as Actor [I§] for specifying the agents.
An actor system is composed of autonomous objects called actors. Actors
communicate using asynchronous message passing. An actor encapsulates
a state and a thread and has a mail-address used by other actors to send it
messages [18].

Thus, we note that adding reliable inter-agent messaging in BiActors model
constitutes a specialization of BiAgents. This may allow the implemen-
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Figure 2.5: The Tensor product A =G ® B [15].

tation of the agent entities in Actor languages such as Erlang, Scala, and
Cloud Haskell [18]. Morever, adding a higher-level synchronous seman-
tics to just the agent time, might specialize BiAgents to a BiLustre or Bi-
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Giotto, allowing the implementation of the agent in these langages [1§].

In parallel to the cited class of bigraph extensions, other works have been
interested in redefining the constraints on the locality of edge (in link graphs)
by adding a probability to edges giving rise to stochastic bigraphs [19]. Bi-
graphs with node sharing have also been defined [20], introducing the pos-
sibility that a node can inherit from several parent nodes.

In the same thought, we will give another extension of BRS that aims to
formal specify and analyze distributed systems dealing with physical and
cyber components.

2.3 Business Process Modeling Notations

BPMN, or Business Process Model and Notation, is a standardized visual
language used for modeling business processes. It provides a graphical rep-
resentation of processes, activities, and the flow of information within an
organization. Here is a brief reminder about BPMN:

1. Purpose: BPMN serves as a communication and documentation tool
to represent business processes in a clear and standardized manner.
It enables stakeholders to understand, analyze, and improve processes
within an organization.

2. Symbols and Elements: BPMN uses a set of symbols and elements to
represent different aspects of a business process. These include events
(start, intermediate, and end), activities (tasks and sub-processes),
gateways (decision points), and flows (sequence flows and message
flows), among others (see Figure [2.6)).

3. Process Modeling: BPMN allows you to model the sequence of ac-
tivities, decisions, and events that make up a business process. It
captures the logical flow, dependencies, and conditions within the
process, providing a visual representation that facilitates analysis and
optimization.

4. Collaboration and Choreography: BPMN supports modeling collab-
orative processes involving multiple participants or organizations. It
allows for the depiction of message flows and interactions between
different entities, ensuring a clear understanding of how they collabo-
rate and exchange information.
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Figure 2.6: Basic elements of BPMN

5. Extensibility and Integration: BPMN can be extended and integrated
with other modeling languages and tools, enabling the incorporation
of additional details and integration with other systems or method-
ologies.

6. Process Analysis and Optimization: BPMN diagrams can be used
to analyze and optimize business processes. By visualizing the flow
and identifying bottlenecks or inefficiencies, organizations can make
informed decisions to improve process performance and achieve better
outcomes.

7. Industry Standard: BPMN is an industry standard maintained by the
Object Management Group (OMG). It is widely adopted and sup-
ported by various modeling tools, making it a common language for
process modeling and documentation.

Thus, BPMN specification provides a clear and standardized way to repre-

sent complex business processes graphically. The fundamental elements of
BPMN include:

1. Flow Objects: comprising Events and Activities that represent re-
spectively, occurrences triggering or resulting from activities within a
process and work or tasks that are performed as part of a process.
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2. Connecting Objects: in these elements category, two possible flows
exist: Sequence Flow or Message Flow, they represent respectively
the order in which activities are performed. and the flow of messages
between different pools or participants in a collaboration diagram.

3. Swimlanes: the element Lanes within a Pool is used to organize and
categorize activities. Lanes can represent different roles, departments,
or responsibilities within a pool. Thus, Pools represent the major
participants or stakeholders in a process. Each pool typically contains
its own set of flow objects and can represent a specific department or
organizational unit.

Besides, additional elements may be defined to arrange the process mod-
eling as Data, Artifacts, Gateways, etc. Thus, BPMN creates a bridge for
the gap between business process design and process implementation [21].
It is important to note that BPMN is extensible, and additional elements
or attributes can be added for specific modeling needs. Particularly, the
BPMN4CPS extension [22] is designed to model in a convenience way the
processes dedicated to CPS. This standard extension is based on BPMN2.0
elements [23]. It introduces the three-part process logic as shown in Fig-
ure [2.7} the cyber part, the controller part, and the physical part. Each
part has its own type of activities that can be performed. In addition, we
also find the modeling of the roles of the CPS devices, the properties of the
real world environment and the possible physical entities. Hence, a cyber-
physical process must be composed of at least three lanes: a physical, con-
troller and cyber lane. This model is pretty common in cases where the
designer wants to be able to present the CPS as a set of processes that in-
teract together, where each individual process represents a physical, control
or a cyber part. This idea is taken up in our CPS modeling approach, but
we are more particularly interested in the BPMN-based specification of the
different agents behavior, controlling the physical and cyber entities of the

CPS.

2.4 Maude System

Maude is a high-level language and formal specification language that sup-
ports formal modeling, analysis, and verification of systems [24]. It is equipped
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Figure 2.7: BPMN4CPS Example [22]

with powerful rewriting logic and an extensive toolset for exploring and an-
alyzing system behaviors. The Maude system is widely used in academia
and industry for a range of applications, including software engineering,
formal methods, and protocol verification. With Maude, we can formally
specify systems using algebraic data types, equations, and rewrite rules.
Specifications in Maude capture the structure, behavior, and properties of
systems, facilitating rigorous analysis and verification.

The tools set around Maude system includes model checking tools, theorem
proving capabilities, simulation tools, and debugging utilities [25]. These
tools aid in the verification and analysis of system properties and behav-
iors.

2.4.1 Maude and Rewriting Logic

Maude is built on rewriting logic, which is a computational model that al-
lows the specification and execution of rewriting rules. Rewriting logic pro-
vides a foundation for describing system transitions and behaviors, making
it suitable for formal specification and analysis [26]. Indeed, it is a logic

to reason about change in a concurrent system, not about equality. Each
rewrite rule is a general pattern for a basic action that can occur concur-
rently with other actions in a concurrent system [26].
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Given a signature (2, F'), with ¥ a ranked alphabet of function symbols
and E a set of Y-equations. T g(X) denotes the X-algebra of equivalence
classes of Y-terms with variables in X modulo the equations E. In this
way, we free rewriting from the syntactic constraints of a term representa-
tion and gain a much greater flexibility, thanks to the “structural axioms”
E, in deciding what counts as a data structure (Rewriting in equivalence
classes).

The sentences considered in rewriting logic are sequents of the form [t]p —
[t']p with ¢t Y-terms, where t and ¢’ may possibly involve some variables
from the countably infinite set X.

Definition 2.4.1. A labelled rewrite theory R is a 4-tuple R = (X, E, L, R)
where:

e Y is a ranked alphabet of function symbols,
e I is a set of Y-equations,
e [ is a set called the set of labels, and

e Risaset of pairs R € L x [Ty g(X)]? whose first component is a
label and whose second component is a nonempty sequence of pairs
of Y-equivalence classes of terms, with X = {x1,22,...,2n,....} a
countably infinite set of variables.

Elements of R are called rewrite rules, noted as:

ro: [t(xl,...,zn)] - [t/(z1,...,zn)] if C(x1,...,2n), C(xl,...,xn) is the
conditional part of the rule wich is optional. Rewrite rule with an empty
condition is said unconditional rewrite rule.

Rewriting logic then allows us to reason about what complex changes are
possible in a system, given some local changes corresponding to the basic
actions axiomatized by these rewriting rules. Thus, we can reason about
concurrent programs in a logic intrinsic to their computations. The models
of rewriting logic are precisely concurrent systems in the intuitive sense of
the word, i.e., they are machine-like entities whose state is distributed and
can change by actions taking place simultaneously.

Maude employs term rewriting as a fundamental mechanism for compu-
tation and system evolution. Terms in Maude are constructed using con-
structors and can be rewritten according to defined rules. This feature en-
ables the specification of system behaviors and transformations.
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2.4.2 Modules in Maude

Maude is a specification language [25] whose programs are a straight trans-
lation to ASCII of the previous mathematical notation for equations, ax-
ioms, and rewriting rules. Specifications are organized in modules that can
include or extend other modules. Some useful modules are included in the
Maude prelude specifying natural and floating-point numbers, lists, strings,
sets, reflective operations, and so on.

Pure equational theories are specified in Functional modules, introduced
by the fmod keyword.

System modules specify rewrite theories by adding rules. In this case,
the keyword mod is used instead (see the following example).

Example 2.4.1. The following functional module specifies the structural
part of a graph. The graph has been represented as a set of edges. Edges
are represented as pairs of nodes. The graph is represented as a set of edges.
Nodes are represented as elements of a set. Declarations and statements
can be annotated with attributes between brackets. The ctor attribute

for operator declarations states that the operator is intended to be a data
constructor of the range sort. Structural axioms of commutativity, asso-
ciativity, and identity element (nil)) are respectively written as operator
attributes comm, assoc, and id: nil. The syntax for membership axioms
follows directly from the mathematical notation of the previous section,
all variables in the righthand side of an equation should appear in the left-
hand side of that equation. Maude uses equations as left-to-right simpli-
fication rules, which are applied exhaustively to obtain canonical forms of
the terms modulo the equations and axioms

fmod GRAPH is
pr QID

3 pr BOOL

sorts Node Edge Graph EdgeSet
subsort Node < Qid

subsort Edge < EdgeSet
subsort EdgeSet < Graph

2 0p _=->_ : Node Node -> Edge [ctor]
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op empty -> EdgeSet [ctor]

ops A B CD : -> Node
ops E1 E2 E3 : -> Edge

op Gr -> Graph

eq E1 = A -> B

eq E2 = C -> D

eq E3 = A -> C

eq Gr = E1 E2 E3

op Nodel Edge -> Node
op Node2 Edge -> Node .

; op addEdge Graph Edge -> Graph
op hasNode Graph Node -> Bool
op hasEdge Graph Edge -> Bool
var G Graph
vars E E’ Edge
vars N N’ Node
eq Nodel(N -> N’) = N
eq Node2(N -> N’) = N’

; eq addEdge (G, E) = G E

5 eq hasNode (empty, N) = false

endfm

EdgeSet EdgeSet -> EdgeSet [assoc comm id:

empty]

eq hasNode(G E, N) = (N == Nodel(E) or N == Node2(E)) or
hasNode (G, N) [owise]
7 eq hasEdge (empty, E) = false
eq hasEdge(G E, E’) = (E == E’) or hasEdge(G, E’) [owise]

For example, rules can be added to the functional module GRAPH above
to obtain a system module as GRAPH DY N in this example. The rules
R1, R2, and R3 change the graph structure representing possible reaction
rules. These rules define how the graph evolves, such as adding or remov-
ing edges/nodes dynamically. Define the state of the system: The state can
include a graph along with any other information needed for the system.

mod GRAPHDYN is
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including GRAPH

sort State

op removeEdge : Graph Edge -> Graph
op addEdge : Graph Edge -> Graph

op G : -> Graph
3 ops N N’ : -> Node
ops E1 E2 : -> Edge

crl [add-edge] : addEdge(G,N -> N’) => G N -> N’ if (hasEdge
(G, N -> N’) == false)

Rules may be named by means of an optional label between brackets. This
will be very helpful for the specification of strategies in the strategy lan-
guage. Conditions for rules are equational conditions plus possible rewrit-
ing condition fragments [ = r, which may contain free variables in its right-
hand side r to be instantiated by matching.

The Maude interpreter provides various commands to execute its programs
[25].

e The reduce command simplifies a given term to its normal form with
the equations and memberships £ modulo the structural axioms B.

e The rewrite and frewrite commands rewrite a term using all the
rewriting rules in the module (as well as the equations and member-
ships FE, all applied modulo the axioms B, as explained above). An
optional bound on the number of rewriting steps can be given be-
tween brackets.

Figurd2.§| gives an example of the rewrite command execution.
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Maude> rew removeEdge(Cr, E1).
result Graph: E2 E3

Figure 2.8: Execution in Maude of Module Example

2.4.3 The Maude Strategy Language

The Maude specification language provides an implementation of rewrit-
ing logic that allows executing, verifying, and analyzing the represented
systems. These specifications declare their objects by means of terms and
equations, and provide rewriting rules to represent potentially non-deterministic
local transformations on the state. Sometimes a controlled application of
these rules is required to reduce non-determinism, to capture global, goal-
oriented or efficiency concerns, or to select specific executions for their
analysis. That is what we call a strategy [27].

In order to express them, respecting the separation of concerns principle,

a Maude strategy language was proposed and developed [27]. Tt is imple-
mented in C4++ as an integral part of the Maude system.

Strategy modules in the Maude strategy language are a third type of Maude
modules that represent the control of rewriting systems using the strat-

egy language. They are extensions of system modules and can include any
declaration or statement allowed in lower-level modules. However, it is en-
couraged to include only strategy-related statements in strategy modules to
maintain a clean separation between the rewriting theory specification and
its control [28], [27].

Strategy modules can import other strategy modules and modules of any
kind using importation modes such as including, extending, generated-by,
and protecting.

In Maude, it is possible to associate multiple Maude strategy modules with
the same Maude system module. Each strategy module provides a unique
definition of an execution path, thereby enhancing flexibility when dealing
with various executed scenarios. The behavior of the system is contingent
upon the strategies governing the rewrite rules.

The following example illustrates the general syntax of a Strategy module,
building upon the previous example of the GRAPH DY N module.

1 smod STRATEGIC-DYNAMIC-GRAPH is
2 including GRAPHDYN
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strat AddThenRemoveEdge : Graph Edge @ GRAPHDYN

var G : Graph .
var E : Edge

sd AddThenRemoveEdge (G, E) := add-edge(G, E) ; remove-edge (G
,E)
> endsm

smod and endsd are the keywords indicating the start and end of the Strat-
egy module. The declared strategy AddT henRemoveFEdge is applied to en-
sure that add — edge is applied first, followed by remove — edge.

The strategies are defined using the keyword Sd and the corresponding
expression. The formation of an expression in Maude involves the combi-
nation of multiple strategies or rewrite rules, which can be achieved using
various predefined operators. The following Table illustrates these op-
erators and their usage in Maude.

Table 2.4: Strategy operators in Maude

‘ Operator ‘ Syntax ‘ functionality ‘
: ‘ sd ST = 51,52 ‘ Concatenation ‘
| — | sd ST := S1|52 | Union |
| * | sd ST :=(...... )* | At least 0 iteration |
‘ + ‘ sd SST :=(...... )+ ‘ At least 1 iteration ‘
| 6d ST = (..... ) (I;e(liratlon until execution
If strategy S1 is exe-
cuted,
then S2 is executed
.— Q19 . )
If...Else sd ST :=51752:53 otherwise S3 will be ex-
ecuted instead of S1 and
S2
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Strategies are evaluated in the interpreter using the srewrite and dsrewrite
commands, which look for solutions of the strategy and show all those they
find. In our case, the application of these commands will give the following
results:

The srewrite command explores the rewriting tree using a fair policy that
ensures that all solutions are eventually found if there is enough memory.
Not being completely a breadth-first search, it may explore multiple execu-
tion paths in parallel. On the contrary, the dsrewrite command performs
a depth-first exploration of the tree. It is usually faster and uses less mem-
ory, but some solutions may not be reached because of nonterminating
execution branches.

The search conducted by the srewrite and dsrewrite commands theoret-
ically explores the subtree of the rewriting tree pruned by the restrictions
of the strategy, but their search space is actually a graph. The execution
engine is able to detect already visited execution states, thus preventing
the redundant evaluation of the same strategy on the same term. Con-
sequently, the strategy evaluation may finish in situations where, opera-
tionally, nonterminating executions are involved [27].

2.5 Conclusion

This chapter lays the groundwork for readers, ensuring they are equipped
with the necessary prerequisites to comprehend the content discussed in
the following chapters. In this regard, we provided a concise overview of
the bigraph model, highlighting its key features. Additionally, we explored
the graphical representation of business processes, activities, and informa-
tion flow within organizations using BPMN. It is important to note that
BPMN serves as a standardized notation for modeling business processes,
promoting effective communication, analysis, and improvement endeavors
within organizations.

Finally, we have showed that the Maude system offers a comprehensive
and expressive language for formal specification and analysis. Its features,
such as term rewriting, modularization, and robust tool support, make it a
highly effective tool for modeling and verifying intricate systems.

In the next chapters, we will discuss the limits of the existing bigraph ex-
tentions and motivate our proposed extension dealing with the logical struc-
ture and dynamic aspects of a complex system in general, whose physical
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structure is given by the underlying bigraph.



Chapter 3

Literature Review on CPS:
Foundations, Security
Challenges, and Research
Directions

3.1 Introduction

A Cyber-Physical System (CPS) is a computing system in which physi-
cal and software components are deeply intertwined, capable of operat-

ing at different spatial and temporal scales, exhibiting multiple and dis-
tinct modalities of behavior, and interacting with each other in a way that
changes with context [29].

This chapter provides a definition of CPS covering their fundamental con-
cepts while identifying key components and their interactions, then dis-
cusses the various types of security threats targeting CPS. In addition, se-
curity requirements such as confidentiality, integrity, availability, and re-
silience are specifically addressed [30], B31].

The chapter also explores current research and industry trends in CPS se-
curity and identifies the key research challenges and open problems in CPS
security.

Finally, it highlights the most relevant works in the literature, allowing the
formal modeling of CPS and their security aspect analysis.

35
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3.2 Cyber Physical Systems History

In 2006, the American National Science Foundation introduced the con-
cept of Cyber-Physical Systems (CPS), marking the inception of a transfor-
mative era in science [7]. This initiative garnered significant interest from
governmental bodies, academic institutions, and industries alike. Subse-
quently, in 2008, the United States established the CPS Steering Group,
aiming to implement CPS across various sectors including energy, trans-
portation, healthcare, and agriculture [32]. Concurrently, Germany un-
veiled "Industry 4.0”, with CPS emerging as its fundamental technology.
Projections indicate that by 2025, the integration of CPS into Industry 4.0
could contribute significantly to Germany’s economy, with an estimated
added value of 267 billion euros [33]. In the context of China’s "Made in
China 2025” initiative, CPS are recognized as pivotal in fostering synergy
between manufacturing and the Internet [34, 35]. The global emergence

of CPS has sparked widespread interest, particularly among nations seek-
ing to secure leading positions in key industries. In particular, the United
States has prioritized CPS as a strategic imperative in maintaining its in-
dustrial dominance [36].

In 2013, Germany’s " Industry 4.0 Implementation Recommendations” un-
derscored CPS as the cornerstone of this industrial transformation [37].

3.3 Fundamentals of Cyber-Physical Sys-
tems

With regard to the rapid development of computer technology and com-
puter networks, more and more equipment integrates technologies allowing
them to interact with their environment with remarkable autonomy. This
technology announced as today’s great great revolution in all industrial
sectors brings large potential for building systems that improve human life
and address societal, technical and environmental challenges, e.g. energy
consumption, ambient assisted living, crisis coordination. CPS, which are
preferred as a generalization of the concept of networked controlled sys-
tems, are engineered systems, built from the seamless integration of com-
putational algorithms and physical components.
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3.3.1 Definition

CPS are defined as a set of heterogeneous physical units, e.g., sensors, con-
trol modules, communicating via networks and interacting with applica-
tions deployed on cloud infrastructures and/or humans to achieve a com-
mon goal. CPS as represented in Figure [3.1] integrate an IT system with
mechanical and electronic components connected to online networks that
allow communication between machines in a similar way to social networks.

CYBER-PHYSICAL SYSTEM

—m  System
)
¥ O
fomaton
bystem

Information
System ©

JI‘If’dl"'I'EI:Bn (o o

Figure 3.1: CPS Key Elements

@ =
@

Comral el
Systrol 4 Comrnufcation

Comtrol

Typically, CPS integrate three main parts, a cyber part as a computing
core, a physical part as a controlled object, and a network for establish-
ing the communication between the cyber and physical part [38]. What
distinguishes CPS is that the integration between the cyber and physical
is considered tight. That is, these subsystems must intelligently work to-
gether and coordinate seamlessly. This tight integration is aimed to facil-
itate attractive system properties including adaptability, autonomy, effi-
ciency, functionality, reliability, safety and usability.

However, it should be noted here that there is no standard definition of a
CPS. Indeed, some reference definitions presented below, are adopted, all
aligning with the fact that a CPS interacts with its environment in which
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it collects data, processes it and through a feedback loop, controls or influ-
ences the process with which it is associated.

e The NIST formed a group of experts to define these systems. The
group defined CPS in more general terms as smart systems that are
co-engineered connected networks of physical and computational ele-
ments aiming to improve the quality of life in many domains [39).

e Informally, ISO defines CPS as systems that integrate computational
components (information processing) with physical processes, which
interact through a network. Technological advances in the Internet
of Things, Robotics, and Autonomous vehicles are the foundation
for making CPS possible, and today there are examples of successful
CPS everywhere [40].

e The National Science Foundation (NSF) provides a base definition for
CPS, widely accepted today: A Cyber Physical System is a mecha-
nism that is controlled or monitored by computer-based algorithms
and tightly integrated with the Internet and its users. CPS systems
tightly intertwine the physical and software components, each oper-
ates on different spatial and temporal scales, while exhibiting multi-
ple and distinct behavioral modalities [41].

The common definition that we will adopted throughout this work is the
following;:

Definition 3.3.1. CPS refer to the integration of physical devices and
computational (cyber) components, which are tightly interconnected and
integrated under a smart decision system.

e The physical devices provide activities that constitute the physical
part of the system. So, computing and controlling the dynamics of
the physical behavior are the main activities of embedded systems.

e The cyber part of CPS is a set of computing operations, which de-
pend on embedded, Cloud, and Web-based activities. These cyber
activities analyze the collected data and interact with the physical
environment in order to make decisions.
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Thus, the notion of CPS is then developed and emerged out of the general-
ization of the concept of embedded systems and by parallel contributions
from the fields wireless sensors networks (WSN) and Internet of things
(IoT). Compared to WSN, CPS involve many more physical components.
Embedded systems focus primarily on computing elements, while the IoT
is focused on physical components (things) that are connected to the Inter-
net and to each other [39, [42]. In CPS, physical and computational compo-
nents are equally important. Such systems have the advantage that smart
physical devices and wireless networks are used to create intelligent services
based on information and components from the related physical environ-
ment.

3.3.2 Key Components and Characteristics

A CPS can be a small and local system such as a building management
system or a highly connected, complex, and large system integrated over
several domains such as a city-scale autonomous transportation system
[43]. Compared to traditional embedded systems, CPS are modular, dy-
namic, networked, and large-scale [44]. They are also increasingly depend-
ing on software, which has become their most intricate and extensive con-
stituent [44]. Some of the defining characteristics of CPS include [12]:

e cyber capability in every physical component,

e high-degree of automation,

e networking at multiple scales,

e integration at multiple temporal and spatial scales and
e reorganizing/reconfiguring dynamics.

Besides, CPS are closely related to other fields including embedded sys-
tems, robotics, Internet-of-things, and big data [43].

Embedded Systems: Focused on the integration of cyber elements such
as processors and software to purely electrical and mechanical sys-
tems to perform a specific task.

Robotics: Focused on the seamless integration of sensors, actuators, pro-
cessors and control to perform a task autonomously or semi autonomously.
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Internet-of-things: Focused on dynamic communication network infras-
tructure with standard interoperable protocols that autonomously
communicate data among entities with well-defined and unique iden-
tifiers. These entities include physical equipment, virtual elements,
computing devices and human users.

Big data: Focused on the systematic analysis, storage, and visualization
of a large volume of data.

3.3.3 Overview of CPS Applications in Various Do-
mains

CPS are used for various applications in different sectors, as indicated by
Figure including manufacturing, transportation, energy, agriculture,
smart buildings/structures, emergency response, defense and healthcare.
The disruptive and transformative potential of these applications has led
governmental entities and researchers to position CPS as the next techno-
logical revolution that will equal and possibly surpass the Internet. This
section briefly discusses the application of CPS in the following sectors.

Manufacturing: Through CPS, the development of new business mod-
els, new services have emerged, changing many aspects of manufac-
turing industries, thereby producing cyber-Physical Production Sys-
tems (CPPS). CPPS consist of autonomous and cooperative elements
and subsystems that are connected based on the context within and
across all levels of production, from processes through machines up to
production and logistics networks. Nowadays, global market place, it
is imperative for manufacturing industries to rely on CPS in order to
maintain their economic competitiveness [46].

Transportation: CPS has driven innovation across diverse fields includ-
ing transportation systems, which it is termed as Transportation
Cyber-Physical System (TCPS). Compared to a traditional trans-
portation system, TCPS achieve higher efficiency and reliability by
enabling increased feedback-based interactions between the cyber sys-
tem and the physical system in transportation. TCPS is critical to
the safety, security and benefit of society and the environment be-
cause they represent some of the most important infrastructure, such
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Figure 3.2: Application Domains of CPS [45]

as the systems for aviation, rail, road and marine transportation, and
its components for the transportation of both humans and goods [47].

Energy: Cyber Physical Energy System (CPES) are intelligent systems
that allow us to add new capabilities to energy systems by integra-
tion of communication, computation, information and control. The
CPES approach offers some important aspects to address current
challenges in energy systems, such as network limitations, computing
efficiency, uncertainty prediction, and unified framework of modeling
for CPS components of the energy systems [48].

Agriculture: Agriculture Cyber-Physical Systems (ACPS), the CPS de-
signed and applied in agriculture, can collect fundamental and timely
information about the climate, the soil, and the crops with high gran-
ularity, in order to realize more accurate systems of agricultural man-
agement. ACPS can also constantly monitor different resources, such
as watering, humidity, plant health and others, through sensors and,
thus, maintain the ideal environmental values through actuators and

facilities [49).
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Smart buildings/structures: Building management systems are becom-
ing smarter and connected with external infrastructures such as first
responders and law enforcement. Moreover, structures like bridges,
highways and tunnels use different sensors to improve sustainability
and resiliency, as well as safety and reliability. CPS in smart build-
ings can significantly improve energy efficiency by measuring different
quantities, as temperature, occupancy, light intensity and humidity
in real-time and adjusting energy consumption. Moreover, CPS can
play a vital role in improving the security of building management
systems [50].

Emergency Response: Geological disasters can cause extensive destruc-
tion of properties, and impact businesses, resulting in physical in-
juries and deaths. CPS can significantly improve situational aware-
ness and support first responders during natural disasters through
their sensor networks, surveillance systems, intelligence, automation
and robotics [51].

Military Defense: Defense systems are becoming more reliant on com-
plex, adaptable and autonomous CPS, such as unmanned aerial ve-
hicles, robotics and surveillance systems for meeting the military and
national defense needs to reduce the human involvement. Moreover,
cyber warfares which rely of CPS has become an important part of
offensive and defensive operations.

Healthcare: Medical Cyber-Physical Systems (MCPS) are healthcare crit-
ical integration of a network of medical devices. These systems are
progressively used in hospitals to achieve a continuous high-quality
healthcare. More precisely, they represent a platform through which
patient health data are acquired by emergent Internet of Things (IoT)
sensors, preprocessed locally, and managed through improved ma-
chine intelligence algorithms [52].

In this thesis work, we focus on this later domain for CPS, ideal for study-
ing these complex systems due to its complex requirements for real-time
processing, safety, and interoperability. The key benefits of MCPS are: 1)
Real-time Patient Monitoring (Wearable health devices collect real-time
physiological data, enabling early detection of health anomalies), 2) Au-
tomated Diagnosis and Treatment (Al-driven systems assist in accurate
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diagnosis and personalized treatment plans), 3) Robotic-Assisted Surgeries
(Precision-based robotic surgeries enhance procedural outcomes and min-
imize recovery times), 4) Telemedicine and Remote Healthcare (CPS fa-
cilitates virtual consultations and remote patient management, improving
accessibility).

In modern engineering applications, ensuring robustness, flexibility, and
adaptability is essential. The design and successful deployment of CPS rely
on meeting specific application requirements to optimize performance. In
Table [3.1] some common CPS application domains and their specific re-
quirements are illustrated [45].

On the other hand, CPS consist of collaborative, networked, spatially dis-
tributed, and tightly intertwined computational (logical) and physical com-
ponents, each operating at different spatial and temporal scales. There-
fore, the spatial and the temporal requirements are fundamentals for their
safe and correct execution. In the following section, we will focus on the
requirements related to the security of CPS. Indeed, CPS are increasingly
applied in critical contexts, where they have to support safe and secure op-
erations, often subject to stringent timing requirements. Typical examples
are scenarios involving automated living or working spaces in which hu-
mans operate, or human-robot collaborations in modern manufacturing.

3.4 Understanding the Security Challenges
in CPS

Security requirements of CPS have been recently recognized as an impor-
tant challenge to be addressed by the software engineering community.
Most of CPS are safety-critical systems whose failure could result in loss
of life, significant property damage or damage to the environment. Thus,
their safety, reliability and security has higher priority over other objectives
such as cost and performance. The safety-critical applications of CPS in
sectors like healthcare, transportation, and defense demand novel testing,
validation and certification procedures and test-beds from planning to de-
ployment stage including design, assembly, implementation, and delivery
stages. In this section, we provide a brief overview of several security at-
tacks/vulnerabilities in the CPS context, while better understanding their
security measures. Then, we present the attack mechanisms, as well as the
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Table 3.1: Specific Requirements for CPS Applications

Application Domain

Example

Requirements

management.

Manufacturing Smart manufacturing, High flexibility, robustness and

production robotics. security, control mechanism,
and self-adaptation.

Transportation Autonomous vehicle, railroad |High computing power due to
systems, vehicular networks complex traffic, robustness,
and smart highways, accident | mobility, and self-adaptation.
signaling, collision avoidance.

Energy Smart grid, smart energy Robustness, self-adaptation,
metering, power generation and |and flexibility.
distribution, energy
conservation.

Agriculture Precision agriculture, smart Flexibility, robustness, and
irrigation, green house scalability.
cultivation, disease prediction,
and animal localization.

Smart Building Green building, asset Precise and reliable control

mechanism, robustness, and
flexibility.

Emergency response

Military defense

Firefighter monitoring, soldier
supervision, emergency
navigation, target tracking,
defense jets.

Robustness, flexibility, self-
adaptation, military data
integrity provision, precise
control, high precision sensing,
time synchronization, and good
coverage.

Healthcare

Smart healthcare, patient’s drug
administration, robotic
microsurgery, health
management networks, and
epilepsy seizure detection.

Robustness, self-adaptation and
flexibility, high precision
sensing, data confidentiality,
mobility, and quality of service.

defensive measures for each attack.

3.4.1

Security attacks

In CPS, data can be captured by physical objects or sensors and transmit-
ted to a control system over a network. Physical devices are increasingly

equipped with bar codes and RFID tags that can be scanned by smart de-
vices, sending identified information over the Internet to monitor and man-
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age the physical environment.

At the same time, computing and processing units can be placed in the
cloud, where decisions are generated and sent to physical objects.

The close integration of cyber and the physical world poses significant se-
curity challenges on CPS. Consequently, inspired by authors work in [53],
we classify the security threats to CPS into three domains: physical, cyber,
and cyber-physical domains (see Figure .

CPS attack
S : S Domin
l l | Malicious
: B destruction
lnn“‘s.";l l! cyber attack
. Wormhole j==  Trojan attack
—+ Foisoning attack
attack SQL injection > Sensor attack
injection
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|, Extraction D0S aiteck
attack —* Backdoor attack
. ™ FDIA attack
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—
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—+ Eavesdropping

Figure 3.3: Possible CPS Attacks [53]

CPS are becoming more and more vulnerable to various security threats
at different layers of the hardware and software CPS stacks, covering both
computation and communication layers. Consequently, several security in-
cidents related to physical and hardware attacks on the CPS have been
reported in real-world [54]. Based on the CPS layers, treats can be catego-
rized as illustrated in Table B.21

In the physical layer, attackers may directly intervene or destroy phys-
ical objects, sensors, and controllers, leading to inaccuracies in mea-
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surements, erroneous control decisions, and inappropriate actuator
actions.

In the sensor/actuators layer, the confidentiality and sensitivity of
data make it highly vulnerable to privacy breaches. Attack vectors
include brute force attacks to compromise sensors/actuators for ex-
tracting sensitive information (e.g., secret keys, side channel parame-
ters) and manipulating power distribution to either drain energy for
denial-of-service attacks or activate malicious payloads.

In the network layer, communication-related concerns arise. Two promi-
nent types of attacks are observed: replay attacks, where messages
are misrouted or delayed, and denial-of-service (DoS) attacks, which
disrupt network functionality. DoS attacks encompass various tech-
niques, such as jamming, collision, routing misdirection, flooding,
wormholes and selective forwarding.

In the control layer, even slight desynchronization among control units
or signals can lead to catastrophic consequences as erroneous deci-
sions may result in CPS failures.

In the information layer, attacks typically involve information through
eavesdropping or traffic data analysis.

3.4.2 CPS security breaches: Case studies

CPS have to meet stringent design requirements in terms of security, adapt-
ability and dependability. Moreover, the security features need to be intel-
ligent to combat with various attack models, which could even be unfore-
seen at the design time.

In the following, we cite, on the one hand, two case studies (1-2)that un-
derscore the importance of cybersecurity in protecting CPS from malicious
attacks and emphasize the need for continuous vigilance and investment in
cybersecurity measures to mitigate such risks. On the other hand, we give
two other case studies (3-4) highlighting security breaches related to the
physical components of CPS.

1. Stuxnet Worm Attack [55]: It is one of the most infamous cy-
berattacks targeting CPS. It was discovered in 2010 and specifically
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Table 3.2: CPS Threats Categorization

Layers

Attacks

Description

Physical Layer

Direct Intervention and damages

Changes the hardware to damage the
system

Sensor/Actuator Layer

Node hacking,
Node Destruction,

Energy stealing/draining,

Leakages the information directly from
Sensor/Actuator via RF signals.
Destructs or modifies node physically.

Drains out the limited power of
Sensor/Actuator.

Cryptography attacks. Cracks secret keys with brute force or side
channel analysis.
Network Layer Replay, Forward message to an incorrect
destination.
Communication Jamming, Halts the on-going the communication.
Data Flooding in communication, |Inserts the bogus data into the established
communication.
Spoofing and altering the Changes routing information illegimately.
communication information
Control Layer Controller hacking, Hacks the controller to perform malicious

Control signal hacking.

activities.
Interrupts and manipulates the control.
signals to perform malicious activities.

Information Layer

Privacy

Steal information from traffic analysis

aimed at Iran’s nuclear program, particularly the centrifuges used for
uranium enrichment. Stuxnet exploited vulnerabilities in Windows
operating systems to infiltrate industrial control systems (ICS) used
in Iran’s Natanz nuclear facility. It propagated via USB drives and
exploited zero-day vulnerabilities to gain access to the systems. It
targeted the programmable logic controllers (PLCs) responsible for
controlling centrifuge speeds. By issuing unauthorized commands,

it caused the centrifuges to spin out of control, ultimately damag-
ing around 1,000 of them. This significantly hindered Iran’s nuclear
enrichment capabilities. It underscored the need for robust cybersecu-
rity measures in critical infrastructure systems.

2. Ukrainian Power Grid Cyberattack [56]: In December 2015,

Ukraine experienced a widespread power outage affecting multiple re-
gions, which was attributed to a cyberattack. Attackers used sophis-
ticated malware, known as BlackEnergy, to infiltrate the I'T networks
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of Ukrainian power companies. This malware then targeted the in-
dustrial control systems (ICS) used to manage the power grid. The
cyberattack resulted in the disruption of electricity supply to hun-
dreds of thousands of customers in Ukraine during the winter season.
The attack affected multiple components of the power grid, including
substations and distribution systems.

3. Jeep Cherokee Remote Car Hacking [57]: In 2015, security re-
searchers Charlie Miller and Chris Valasek demonstrated how they
could remotely hack into a Jeep Cherokee’s CPS, gaining control over
various physical functions of the vehicle. The researchers exploited
vulnerabilities in the vehicle’s entertainment system, which was con-
nected to the internet via a cellular network. They were able to re-
motely access the car’s CAN bus, which controls critical functions,
such as steering, brakes, and acceleration. Through their remote ac-
cess, the researchers were able to manipulate the vehicle’s brakes,
steering, and transmission, demonstrating the potential for malicious
actors to take control of a vehicle remotely. This raised significant
safety concerns regarding the security of modern automobiles. The
Jeep Cherokee hacking incident highlighted the importance of se-
curing the physical components of CPS, especially in safety-critical
systems like autonomous vehicles.

4. Shodan IoT Search Engine Exploits [58]: Shodan is a search
engine specifically designed to find internet-connected devices, in-
cluding those used in CPS, such as industrial control systems (ICS)
and [oT devices. Hackers have used Shodan to identify vulnerable
CPS devices connected to the internet. By exploiting known vulner-
abilities or weak security configurations, attackers gain unauthorized
access to the physical components of these systems. Several incidents
have been reported where attackers have compromised the physical
integrity of CPS devices, such as industrial machinery or critical in-
frastructure components. For example, attackers have disrupted man-
ufacturing processes, caused equipment malfunctions, or even dam-
aged physical assets. The Shodan exploits highlight the importance
of implementing robust security measures to protect the physical
components of CPS from unauthorized access and manipulation.

These case studies underscore the significance of securing the CPS compo-
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nents to prevent unauthorized access, manipulation, or damage, therefore,
safeguarding critical infrastructure and ensuring public safety.

3.4.3 Security Measures for CPS

Security measures for CPS are essential to protect these interconnected
systems that integrate physical components with computing and commu-
nication elements. Indeed, we have to conduct a comprehensive risk as-
sessment to identify potential vulnerabilities and threats to the CPS. This
assessment should consider both cyber threats and physical risks. For the
above mentioned security threats, this subsection summarizes the corre-
sponding defense measures and detection methods [54].

e Authentication and Access Control: Implement strong access con-
trol mechanisms to restrict unauthorized access to the CPS. This in-
cludes user authentication, authorization, and privilege management.
We may use for instance, strong passwords, multi-factor authentica-
tion, and role-based access control (RBAC) to enforce access restric-
tions.

e Secure Communication Networks: We have to encrypt communi-
cation channels between CPS components to protect data integrity
and confidentiality. We can use protocols, such as Transport Layer
Security (TLS) or Virtual Private Networks (VPNs) to secure data in
transit.

e Intrusion Detection and Prevention: To deploy intrusion detection
and prevention systems (IDPS), we monitor network traffic, detect
anomalies, and block malicious activities. For this, we utilize both
signature-based and behavior-based detection techniques to identify
potential threats.

e Network Segmentation: If we proceed to segment the CPS network
into separate zones or subnets, we can isolate critical components
and restrict lateral movement of threats. This helps contain potential
attacks and limits their impact on the entire system.

e Patch Management: Regularly update and patch all software and
firmware components of the CPS are used to address known vulner-
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abilities. Thus, we establish a systematic process for vulnerability
management and ensure timely application of patches.

e Physical Security: We also have to implement physical security con-
trols to protect the physical components of the CPS. This includes
controlling access to physical infrastructure, securing equipment against
theft or tampering, and monitoring the physical environment for any
anomalies.

We note that securing a CPS is an ongoing process, and it requires a holis-
tic approach that considers, in addition to the measures already cited,
other more general maneuvers such as:

e Incident Response: To develop an incident response plan to handle
security incidents effectively. This will include defined roles and re-
sponsibilities, incident detection and reporting procedures, and steps
to mitigate and recover from security breaches.

e Continual Evaluation and Improvement: Regularly assess the effec-
tiveness of security measures through audits, penetration testing, and
security assessments.

e Security Monitoring and Logging: Robust monitoring and logging
mechanisms are implemented to capture and analyze security events

within the CPS.

¢ Vendor and Supply Chain Management: Establish security require-
ments and conduct due diligence when selecting vendors and suppli-
ers for CPS components.

Moreover, these security measures center around random faults, during de-
sign or fabrication stages (before deployment), and not the ones that can
be stealthy during the testing stage or even at the earlier stages of runtime
operations.

3.5 Future Directions and Emerging Trends

Although CPS have many advantages and are developing fast and are be-
ing more widely used, the gap in coordinating engineering innovation with
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information technology innovation, as the physical meets the digital, can
result in immeasurable losses. Therefore, it is important to develop com-
mon languages and other commonalities in this plural-disciplinary field.
Particularly, to the CPS engineer, the system of interest includes both cy-
ber and physical elements. Consequently the foundations, methods and
tools of CPS engineering should incorporate both the discrete models of
computing hardware and software, and the continuous-value formalism of
physical (e.g. mechanical, electrical, electronic) engineering.

The development of CPS faces significant technological challenges, which
are partially due to the unique characteristics that distinguish CPS from
classical systems. In particular, advancements in technology are needed to
create distributed, interoperable, autonomous, and reliable systems that
can effectively safeguard the safety, privacy, dependability, and cybersecu-
rity of CPS. The industry began exploring the development of interopera-
ble systems with a certain degree of modularity and composability, which
could be combined and integrated with existing legacy systems, about a
decade ago. However, despite these initial efforts, the deployment, testing,
and validation of such systems are still in their early stages of development.
In addition, the safety and reliability concerns are still the main barriers in
front of the adoption of autonomous systems in different sectors. Address-
ing the volume of data generated, collected, and processed by CPS presents
another technological challenge, necessitating the development of mecha-
nisms to ensure data privacy protection. Additionally, cybersecurity stands
out as the most crucial technological challenge that demands prompt atten-
tion and effective solutions.

In the following paragraphs, we briefly discuss the research needs of CPS
related to this thesis work.

1. Abstraction and Architectures: The development of CPS requires
innovative approaches to abstraction and architectures, facilitating
the seamless integration of control, communication, and computation.
These advancements are crucial for the rapid design and deployment
of CPS. By enabling heterogeneous systems to be easily composed in
a plug-and-play manner, the overall design opens up opportunities for
innovation, widespread adoption of technology, and the evolution of
the Internet. However, the current science and engineering founda-
tion falls short in supporting routine, efficient, robust, and modular
design and development of CPS. Standardized abstractions and archi-
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tectures are urgently needed to fully support integration and interop-
erability in CPS (see RQ1 (1.2 in General Introduction Chapter [1).

2. Distributed Computations and Networked Control: The design
and implementation of networked control systems present a range
of challenges, including time and event-driven computing, software
considerations, variable time delays, failures, reconfiguration, and dis-
tributed decision support systems. CPS research faces obstacles, such
as designing protocols to ensure real-time quality of service guar-
antees over wireless networks, managing tradeoffs between control
law design and real-time implementation complexity, addressing the
gap between continuous and discrete-time systems, and ensuring the
robustness of large-scale systems. Additionally, there is a need for
frameworks, algorithms, methods, and tools to meet the high relia-
bility and security requirements of heterogeneous cooperating com-
ponents that interact within a complex, interconnected physical en-
vironment operating across different spatial and temporal scales (see

RQ2 and RQ3 (L.2) in General Introduction Chapter [I).

3. Verification and Validation: The hardware and software must be
highly dependable, reconfigurable, and, where required, certifiable,
from components to fully integrated systems. CPS must possess a
trustworthiness that is lacking in many of today’s cyber infrastruc-
tures. Overdesign is currently the only path to safe and successful
system certification and deployment. Yet this approach is rapidly
becoming intractable for complex designs and for systems where in-
teroperability is needed. New models, algorithms, methods, and tools
are needed that will incorporate verification and validation of soft-
ware and systems at the control design stage (see RQ4 in Gen-
eral Introduction Chapter |1).

3.6 Existing Related Work

CPS are increasingly applied in critical contexts, where they have to sup-
port safe and secure operations, often subject to stringent timing require-
ments. Typical examples are scenarios involving automated living or work-
ing spaces in which humans operate, or human-robot collaborations in
modern manufacturing. The physical elements follow the principles of the
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physical world which includes physics, mathematics and mathematical
modeling, probability, statistics and stochastic processes, logic, linear al-
gebra and analysis.

The cyber elements in CPS follow the principles of computer engineering
and computer science which includes software programming, computational
hardware, processors and embedded computation, and networking.

The control/decision making elements refer to cyber and physical elements
that process and monitor incoming information from sensors and com-
mands the actuators to perform various tasks through feedback control
loops. The control and decision making elements follow the principles of
control theory, adaptive and robust control, distributed and fault-tolerant
control, stability, optimization, hybrid systems, digital and real-time sys-
tems.

Formal methods, involving the use of mathematical rigor to model and rea-
son about systems, also hold significant advantages when applied to model-
ing the three constituent elements of a CPS.

In this section, we review some existing approaches using formal meth-

ods to modeling and verification of CPS. On the one hand, we highlight,
through the first approaches class, the role of formal methods in addressing
challenges, such as heterogeneous modeling, behavior analysis and design
space exploration. On the other hand, we identify, in a second class of ap-
proaches, the most common techniques used to analyze security in CPS.

3.6.1 Formal Modeling Approaches Review

At present, numerous research works focus on different aspects of CPS
engineering and emphasize the significance of formal methods. When ap-
plying formal methods to a CPS, the objective is to demonstrate that the
system progresses and follows a trajectory that meets the specified con-
straints and requirements. Various types of formal methods, including dis-
crete, automata-theoretic, hybrid systems, and their communicating coun-
terparts, have been utilized to verify that CPS satisfy formally defined re-
quirements [59, [60]. Hence, in Table we examine a number of formal
approaches that specifically tackle the modeling and analysis aspects of
CPS.

The authors in [61] have shown the need for different models types to rep-
resent stakeholder requirements, system behavior, and system architec-
ture. They proposed a compositional modeling language for CPS based
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on wiring diagrams of category theory. This categorical language aims to
formalize the relationships between different model views, manages com-
plexity, enable hierarchical decomposition of system models, and proves
consistency between models. Authors have mentioned the use of formalism
such as first-order logic for requirements, difference and differential equa-
tions for physical behavior, and graphs for architectures. They highlight
the potential of category theory to unify diverse views of system models
and improve scalability.

Another formal modeling method for physical entities in CPS has been pre-
sented in [62]. It extended the traditional Timed Petri net by introducing
spatial factors to describe the logical, time-level behavior of physical en-
tities, as well as changes in state caused by their position changes. The
paper contributed to the understanding of CPS and to analyze and verify
their characteristics.

Tan, Y. et al. [63] have proposed a novel spatio-temporal event model that
addresses the characteristics and requirements of CPS, providing a frame-
work for analyzing and representing events in these systems. The event
model represents events as a function of attribute-based, temporal, and
spatial event conditions. It utilizes logical operators to combine different
types of event conditions and to capture composite events.

There was also some interesting works [64], 65], 66] based on BRS formal-
ism, which is stated in our work. Authors in [64] have introduced the con-
cept of topology configuration that captures the environment characteris-
tics of cyber-physical spaces. The topology configuration provides contex-
tual information for the access control system, such as the location of dig-
ital files, the access state between subjects and objects, and the proximity
relationship between subjects. Based on this topology configuration, a for-
mal inter-domain access control model, called TA-CPAC, adjusts permis-
sion assignments adaptively to react to the changing behaviors of subjects
and objects. It considers both physical security and cyber security require-
ments, as well as securing the interaction between the physical and cyber
spaces.

The paper [65] continued to use the TA-CPAC model and provided a sys-
tematic solution for specifying security policies in a cyber-physical space
and ensuring the satisfaction of security requirements by considering the
dynamic topology of the environment. It introduced a reduction algorithm
to simplify the modeling process and improve the efficiency of model check-
ing.
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Authors of [66] proposed to formalize CPS by the use of an integrated for-
mal analysis, combining the BPMN model and Bigraphs. They tried to
show how these models complement each other to assist the system de-
signer in establishing formal verification of the business process work-flows
involved in CPS. The proposed integrated approach allows, according to
different dimensions: functional, organizational and behavioral, to give
precise semantics for the considered business process, with the aim of im-
proving their efficiency, adapting them to new technologies and possible
extensions and thus gaining a competitive advantage for the CPS-based
organization they model. Obviously, formal methods play a vital role in
addressing challenges related to heterogeneous modeling, behavior analy-
sis, and design space exploration in CPS, they provide techniques to ensure
their correctness and reliability. However, the formal models given in the
approaches cited above, turn out to be too abstract and can neglect impor-
tant details to capture the behavior and essential properties of the CPS.

In our previous work [67], we showed that BRS extended with specific in-
telligent nodes (Control Agents) determine the appropriate level of abstrac-
tion and granularity, because overly abstract models, such as BRS, may
overlook important details, while the agent-based models may capture crit-
ical aspects accurately. Besides, they allow to model and reason about the
dynamic and uncertain behavior of CPS. In the present work, we continue
to use this formalism (CA-BRS) and we show its advantages in terms of
modeling the interactions between the CPS heterogeneous constituents. An
iterative refinement process between the CA-BRS and BPMN offers design-
ers the gain insight into the behavior and performance of the CPS, under
various design choices.

3.6.2 Review of Security Analysis Techniques

The security issues and challenges faced by CPS are presented in [68, [69].
As the integration of the cyber and physical processes in CPS is becoming
increasingly closer, CPS may be attacked from the cyber domain, resulting
in a series of consequences, such as hardware damage or certain failures. In
recent years, some researchers have studied the security issues of CPS [70].
In Table |3.4] we summarize some existing related work and highlight the
concerned security issues.

A study in [71][29] systematizes existing research on CPS security under a
unified framework. The framework consists of three orthogonal coordinates:
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Table 3.3: CPS Formal Modeling: Existing Approaches
References | Formalism CPS Architecture |CPS Behavior Interaction |Requirements/
(Physical/Cyber (Physical/Cyber |Modeling Properties
Entities) Entities)
[35] Category theory | With Graphs With Differential X With First
equations Order Logic
[36] Timed Petri Nets X Timed behavior of X X
Physical Entities
[37] Event model X Spacio-Temporal X J
event Model
[38] BRS Topology TA-CPAC J Security
configuration property
[39] BRS, Model Dynamic topology | TA-CPAC J Security
checking policies
algorithm
[40] BRS, BPMN With Bigraphs Reaction Rules X BPMN
simulation
[41] CA-BRS With Bigraphs Control Reaction J BPMN
Rules simulation
Legend:
X: not supported
{1 supported

TA-CPAC: A topology-aware access control model
BRS: Bigrapical Reactive Systems

BPMN: Business Process Modeling Notation

CA: Control Agents

1) from the security perspective, the well-known taxonomy of threats, vul-
nerabilities, attacks and controls; 2) from the CPS components perspective,
the focus is on cyber, physical, and cyberphysical components; and 3) from
the CPS systems perspective, the general CPS features as well as represen-
tative systems (e.g., smart grids, medical CPS, and smart cars). Authors
claim that hopefully by providing a novel CPS security architecture this
paper will contribute in CPS security researches and help them to target
their effort efficiently.

Lu et al. [71] proposed CPS security theories, which contain security prop-
erties and basic theories. Security properties include safety, security, reli-
ability and resilience. Basic theories consist of information theory, control
theory and game theory.

Dibaji et al. [72] reviewed the security of CPS from the perspective of sys-
tem and control. A unified threat assessment metric was proposed in order
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to evaluate how CPS security is achieved in each of these three cases: pre-
vention, resilience, and detection & isolation.

Different CPS security objectives are discussed in [73]. Authors brought
together models, schemes and implementation aspects, regarding the al-
ternative technologies and devices of IoT. Their works focussed on the
knowledge of the implementation efficiency, basically in hardware aspects,
of communications confidentiality, user authentication, data integrity and
services availability. Attacks and modern threats, as well as to countermea-
sures against them, were considered. Authors of this study [74] presented
the results of a systematic mapping study on the existing model-based se-
curity engineering studies for cyber-physical systems (MBSE4CPS). The
results could shed some light on an emerging research area, which is interdisci-
plinary among research domains such as system engineering, soft- ware en-
gineering, and security engineering. More specifically, this study was de-
signed and conducted based on a rigorous SMS pro- tocol for identifying a
set of primary MBSE4CPS studies.

EC 61850, an international standard for communication networks, is be-
coming prevalent in the CPS environment, especially with regard to the
electrical grid. Authors of [68] examined security vulnerabilities, security
requirements, and security architecture for a CPS in which IEC 61850-
based heterogeneous protocols are connected. On the other hand, in [69]
the impact of cyber threats on authenticity, confidentiality, reliability, re-
silience, and integrity, were considered. This was reflected as a tree of at-
tacks and threats on sensor devices, actuators, computing components,
communications, and feedback. The paper presented a review of relevant
literature on the discussion of practical applications in the areas of SCADA
and Smart Grid security, countermeasures against cyber-attacks and com-
munication security and the dominant areas of research

In this paper [75], authors highlight challenges and some missing pieces

in CPS security research, and hope to stimulate more interests in the re-
search community. They pretend that t traditional I'T security measures,
new generation I'T security solutions or security solutions specific to con-
trol systems will be insufficient alone, and the need for integrated secu-
rity solutions that include all components in the CPS network and include
operational scenarios. Although some defense mechanisms have been pro-
posed/deployed, new and systems specific solutions are still expected in
response to the newly identified threats and vulnerabilities. In addition,
these anticipated new security solutions should have the feature of prevent-
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ing the destructive and irreversible damage that may occur in CPS net-
works

This study [76] presents a comprehensive threat modeling framework for
CPS using STRIDE, a systematic approach for ensuring system security at
the component level. t STRIDE is a light-weight and effective threat mod-
eling methodology for CPS that simplifies the task for security analysts to
identify vulnerabilities and plan appropriate component level security mea-
sures at the system design stage. The primary contribution of this study is
to formalize a systematic methodology that can be used for effective char-
acterization of system-specific threat using the STRIDE approach.

In [77], authors described a pattern that assists software developers in cre-
ating an architecture which captures the relevant elements for a security
analysis. The interfaces of components may not only be accessible for au-
thorized entities, but also for attackers. Therefore, they specified different
interface types which enables one to identify relevant attacks for a specific
interface type. First, the solution part of the pattern is given as a meta-
model, then some guidelines for its instantiation are provided. As an exam-
ple, we instantiate the pattern for a typical automation and control system.
Last, we evaluate the suitability of our pattern by discussing how typical
threats could be mapped to the different interface types.

Authors in [78] have shown how model-based requirements can be used to
model effectively security requirements for secure CPS. By semantically ex-
tending behavioral and physical model elements and diagrams of SysML,
they were able to build a problem space modeling framework that aligns
with the foundations of systems theory. Their main contribution consists in
modeling requirements as required transformations of inputs into outputs
by the system of interest, the resulting model-based requirements do not
(and in fact cannot) prescribe any particular system solution. Therefore,
the model-based requirements presented in this paper protect the require-
ments author/modeler against unnecessarily over constraining the solution
space.

From these insightful research studies, several research gaps can be iden-
tified, including the lack of CPS threat categorization and the absence of
theoretical analysis approaches for detecting CPS threats that integrate
different security dimensions (Physical, Cyber, or Network).

Indeed, the above brief taxonomy highlights several research gaps, which
we hope could be useful in tackling our research in the area of CPS secu-
rity. Without theoretical frameworks that consider all security dimensions,



Literature Review on CPS: Foundations, Security Challenges,
and Research Directions 59

researchers and practitioners may fail to account for the interdependencies
between physical, cyber, and network domains. This omission can result

in an incomplete understanding of threats and their potential impact. In
addition, integrated theoretical approaches are essential for designing re-
silient CPSs capable of identifying, mitigating, and responding to threats
across all dimensions. This is crucial for ensuring the safety, reliability, and
continuity of critical CPS applications, such as smart grids, industrial au-
tomation, and autonomous systems.

3.7 Conclusion

CPS are considered by the European H2020 research agenda “the next gen-
eration of embedded Information and Communication Technology (ICT)
systems that are interconnected and collaborating, providing citizens and
businesses with a wide range of innovative applications and services” [79].
In this chapter, we have provided a synthesis of the current state of knowl-
edge in CPS definitions and security, highlighting the main challenges,
trends, and potential solutions identified in the literature. We have also
offered some recommendations for future research directions and have em-
phasized the importance of addressing the security concerns in CPS de-
sign and deployment. Moreover, we have underscored the deficiencies in
the current research and proposed specific domains that require further
exploration in order to strengthen the security of CPS systems. In the up-
coming chapter, we will present our proposed solution approach to tackle
this challenge.
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Table 3.4: CPS Security Analysis Techniques Review
References |Used Means Security Issues CPS Design/Deployment |Case
Phase Studies/Domains
{29] Information Security, No, but a survey is given | General
theory, Control | Resilience, Safety
theory, Game and Reliability.
theory
[30] Control method | Prevention, No, but a survey is given |Power and
Resilience, and Transportation
Detection & Applications
Isolation.
[31] Control-theoretic | DoS, Replay No, but a survey is given |Power grid,
and cyber attacks, Distributed
security Authentification network, Control
Approaches system, Sensor
network, Protocol
vulnerability,
Medical
[32] Model-Based Confidential- Design and a Survey Industrial
Security ity, integrity, applications
Engineering availability
[33] EC 61850-based | Vulnerabilities in | Architecture security for |Electrical grid in
heterogeneous | Network, Gateway | Deployment Korea
protocols system, Individual
protocol

[34] -- Attacks in the Architecture security and |SCADA, Smart

cyberspace a Survey Grid security

[35] Integrated Physical and Cyber | No, but a survey is given |Industrial Control

security solutions | Attacks: middle System
attacks, DoS
Attacks

[36] STRIDE Treats of Treat modeling: Design | Synchronous

methodology components and Deployment Islanding Testbed

(Spoofing,

Tampering,

Repudiation,

Information,

Denial of

Service,

Elevation of

privilege)

[37] Software Pattern | Typical Treats Architecture: Design A typical
automation and
control system

[38] SySML language | CPS Design Authentification

Requirements: system

authentication




Chapter 4

Software Architecture of Cyber
Physical Systems

4.1 Introduction

The development of large and heterogeneous systems as CPS requires the
implementation of complex engineering processes that go so far as to in-
volve several thousand engineers from many different specialties.

The design and implementation of these complex systems is not without
major conceptual and technical difficulties because it is increasingly more
difficult (or sometimes impossible) for an individual to fully understand
such systems as a whole. Addressing these challenges requires advances

in modeling languages, formal methods, and tools specifically tailored for
CPS. It also requires interdisciplinary collaboration between domain ex-
perts, formal methods researchers, and tool developers to develop effective
modeling and analysis techniques for CPS.

This chapter primarily addresses the abstraction and granularity aspects of
modeling CPS. Achieving a balance between abstraction and granularity is
often necessary when modeling CPS. The models should capture the fun-
damental behavior and properties of the system, while also providing suffi-
cient detail to accurately represent critical aspects. Finding the right level
of abstraction and granularity is a challenging task because overly abstract
models may overlook important details, whereas overly detailed models can
become unwieldy and difficult to analyze.

To accomplish this objective, we propose a new methodology for designing,

61
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defining, and reasoning about the dynamic and secure behavior of CPS.
We also take into account the existing gap that affects the practical use
of formal methods in CPS development. This chapter specifically focuses
on the initial phase of our approach, while the subsequent chapters of this
thesis will present the remaining phases.

The remainder of this chapter is organized as follows. In Section [£.2] we
present an iterative design process that comprises three distinct phases:
the formal specification phase of the CPS (deemed the most crucial), the
architectural design phase of software and the implementation phase. Sec-
tion is dedicated to present in detail the IEEE 42010 standard for Ar-
chitecture Description of Software-Intensive Systems. Section presents
first the motivation for adopting this standard in the design of CPS archi-
tecture. Then, it proposes a step-by-step guide on how we can use IEEE
42010 in the CPS architecture design process.

4.2 QOur Approach Principle

The formal modeling of CPS faces several challenges due to the complexity
and unique characteristics of these systems. Some of the key challenges
include:

Ch1l Complexity: CPS are inherently complex due to the integration of
physical components, computational elements, and communication
networks. Modeling the behavior, interactions, and dependencies of
these heterogeneous components accurately is a significant challenge.

Ch2 Heterogeneity: Modeling and representing the heterogeneity in
CPS accurately is a challenge. It requires capturing the diverse char-
acteristics of physical components, such as sensors, actuators, and
control systems, along with the computational elements, such as soft-
ware algorithms and communication protocols.

Ch3 Abstraction and Granularity: Determining the appropriate level
of abstraction and granularity is challenging, as overly abstract mod-
els may overlook important details, while overly detailed models may
become unwieldy and difficult to analyze.

Ch4 Uncertainty and Dynamic Behavior: The behavior of physical
components, communication channels, and external factors can be
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subject to variability and uncertainty. Modeling and reasoning about
this dynamic behavior and uncertainty is challenging. Formal meth-
ods need to account for uncertainty, variability, and the ability to
adapt to changing conditions.

Ch5 Scalability: CPS can range from small-scale systems to large-scale
infrastructures. Ensuring that formal models can scale to handle the
complexity and size of CPS is a significant challenge. Techniques for
model decomposition, abstraction, and compositional analysis are
necessary to manage the scalability of formal models.

Ch6 Validation and Verification: Validating and verifying formal mod-
els of CPS against real-world systems is a challenge. It is often diffi-
cult to ensure that the models capture all relevant aspects and faith-
fully represent the behavior of the physical system. Additionally, ver-
ifying complex and large-scale CPS models can be computationally
demanding and time-consuming.

Ch7 Tool Support and Standardization: Effective use of formal meth-
ods for modeling CPS requires suitable tools and standardized mod-
eling languages. However, the availability and maturity of tools and
languages specific to CPS modeling can be limited. Furthermore, the
lack of standardization in CPS modeling languages and notations
makes it challenging to share models, collaborate, and ensure inter-
operability between different modeling and analysis tools.

Overcoming all these challenges (Ch1-Ch7) necessitates advancements in
modeling languages, formal methods, and tools specifically designed for
CPS. Our proposed solution approach revolves around a suitable formal
model, referred to as CA-BRS, which extends BRS with Control Agents
and introduces a new computational model called Guided Transition Sys-
tems. This approach enables the analysis of correctness, security, and safety
aspects of CPS, while also supporting the accurate design and implementa-
tion of this new class of engineered systems. Additionally, the utilization of
another standard notation, BPMN, is anticipated to bring it closer to the
implementation and development of future CPS.

In this section, we present the principle of our approach, which consists of
a multi-phase and iterative process to design and analyze CPS of various
domains. The main parts of our proposed process are: modeling, design,
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and analysis. As depicted in Figure [£.1] these parts overlap and are de-
tailed in the following sections.

BPMN4CPS ISO/IEC/IEEE 42010

* CPS execution
* CPSsimulation

* CPs architectural design
* Execution scenarios
* Case studies:

0 ' - AL SALAM bank
! ’ + IT department of oil
’ % refinery
/ + M-CPS
)

CA-BRS formalism <

Guided Transition Systems

* CPS Cyber aspects

* CPS Physical aspects

* CPS Control aspects (Virtual)

* Model execution and prototyping
* Model-checking

Figure 4.1: The Proposed Approach Phases

4.2.1 Software Architectural Design (Phase 1)

Our given process will begin by initializing the design phase where the goal
is to understand the problem, and how a given CPS will evolve and adapt
its behavior to preserve some properties while giving some execution sce-
narios of the considered system. Our contribution in this step offers a com-
prehensive architectural description for CPS that enhances communication,
analysis, and decision-making throughout the entire system lifecycle. What
sets our work apart is the innovative aspect of presenting this architecture
as a meta model, which encourages the adoption of architectural views and
viewpoints, in accordance with the principles and guidelines outlined in
ISO/IEC/IEEE 42010. Undoubtedly, this outcome addresses the limita-
tions Chl, Ch2 and Ch3 mentioned previously.

IEEE 42010 provides a common language and framework for describing
system architectures. This helps in achieving consistency in communica-
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tion among stakeholders with diverse backgrounds and roles, fostering a
shared understanding of the system. The standard was initially published
in 2011, and its development was driven by the Institute of Electrical and
Electronics Engineers (IEEE) with collaboration from the International Or-
ganization for Standardization (ISO) and the International Electrotechnical
Commission (IEC). Section below serves as a valuable resource for soft-
ware system architects and developers, offering a standardized approach for
describing the architecture of CPS.

4.2.2 CPS Formal Specification (Phase 2)

The proposed process may progress to the formal modeling phase, where
we give a sound interpretation to all already identified components and
their relationships. The objective here is to gain a better understanding on
how to model and manage the physical, the cyber and the virtual entities
of CPS in one hand, and their control and interacting during the adapta-
tion of the CPS behavior in response to unanticipated changes on the other
hand.

As no single formalism can be used to model all these CPS aspects, we
choose to use a new formalism CA-BRS that combines BRS and Control
Agents. This BRS extension achieves a clear separation between the vir-
tual level, described with abstract agents; the physical and the cyber levels
(execution machines and their environment, software applications, etc.);
both specified using bigraphs; and the behavioral level (dynamics) of the
CPS. The latter level is represented using an extended form of reaction
rules supporting two types of evolution over time; physical, which corre-
sponds to a sequence of bigraphs, and virtual conducted by the agents
move and migrate (cyber mobility), while considering some material con-
straints through the agents observations also represented via rewriting
rules.

In this particular stage of our approach, our primary objective is to over-
come the limitations Ch3, Ch4, and Chb, already cited. By doing so, we
aim to effectively bridge the identified gaps. Sufficient details about this
phase will be given in Chapter [6]
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4.2.3 Implementation and execution (Phase 3)

In the last phase of the suggested process, and before implementing the
actual CPS, we translate the main features of the CPS model to BPMN
one. Indeed, BPMN constitutes a modeling standard for business processes
with accepted semantics, facilitating the interaction between a system en-
gineer and a system modeler. It serves as a standardized bridge for the gap
between the CPS formal specification (CA-BRS model) and their imple-
mentation. Then, we apply successive BRS-BPMN based transformations
in order to capture and analyze run-time behavior of CPS based on its
execution traces. An initial BPMN model execution may reveal limits in
the formal models, causing a return to the modeling phase and revision of
the models. Details concerning this phase will be presented in Chapter [7]
Therefore, in a distinct manner from the conventional implementation of
CPS, we successfully incorporate and address the challenges: Ch5, Ch6,
and Ch7.

4.3 1IEEE 42010 Standard Description

Software architecture is a critical aspect of the software development pro-
cess, providing a strategic foundation for building robust, scalable, and
maintainable software systems. Effective software architecture enables
teams to manage complexity, facilitate communication among stakehold-
ers, and deliver software that meets both functional and non-functional re-
quirements. It encompasses a set of decisions and patterns that define the
organization, relationships, and interactions among the various components
or modules of a software application. In this discipline context, the IEEE
Systems and Software Engineering Standards Committee (S2ESC) has de-
veloped the IEEE 42010 standard (revision: 2011), emerging from the two
previous standards: IEEE 1471, which focused on architecture description,
and ISO/IEC 42010 (edition: 2007) [80, 1], which addressed system and
software engineering documentation.

The key point of this standard is to give the essential concepts and defini-
tion and methods of creating architecture description with intent of facili-
tating the task of creating system architecture and also, the mechanisms of
analyzing and sustaining this architecture. To achieve this task the stan-
dard gives a conceptual model of architecture description, that includes ar-
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chitecture viewpoints, architecture frameworks and architecture description
languages [82].

The scope of this standard is the specification of how system architecture
description needs to be expressed and organized along side its main con-
cepts (architecture viewpoints, architecture frameworks and architecture
description languages). So, it focuses on presenting guidance on specifying
the description and its main constituents, in other word: “what is needed,
not how is done”. The effort here is to give a common ground to describe
system architecture while still compatible with other standards [82].

4.3.1 History

It is important to note that the standard is not appeared from nowhere. It
is rather a build up of works (as in [83]), methods (as in [84] 85]) and also
an evolution of existing standards [86], [82]. We indicate in what follows
the main versions (For more details please refer to [87]):

2007 (IEEE 1471-2000™) The base version of this standard is the “IEEE
Recommended Practice for Architectural Description for Software-
Intensive Systems” [88], it was adopted by ISO in 2006 [80]. The
participant “Rich Hilliard” has mentioned in [80], [89] the work that
needs to be done, through the Working Group 42 (WG42), the Ar-
chitecture of ISO/IEC JTC1/SC7 (joint technical committee, Sub-
committee [82]), the Software and Systems Engineering, in order to
establish (revision) the new standard, is mentioned here as:

e Introducing the notion of architecture frameworks and architec-
ture language description.

e Defining the viewpoint and other concepts in the standard.

e Creating a website [87] to assemble the different viewpoints es-
tablished by many volunteers (“viewpoint repository” [90]) and
providing a good reference of the standard to the interstate.

2011 (ISO 1st edition) The first edition of the concerned standard has
been released in 2011 [91]. ISO/IEC/IEEE 42010 was prepared by
Joint Technical Committee ISO/TEC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering, in coopera-
tion with the Software and Systems Engineering Standards Commit-
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tee of the Computer Society of the IEEE, under the Partner Stan-
dards Development Organization cooperation agreement between ISO
and IEEE. This first edition of ISO/IEC/IEEE 42010 cancels and re-
places ISO/IEC 42010:2007, which has been technically revised [82].

2022 (ISO 2nd edition) [87] The first revision (2nd edition) of the stan-
dard has been released in 2022, the new elements are colored (in

pink) in figure [92].
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4.3.2 Key Concepts

In this subsection, we briefly explain the important concepts of the stan-
dard IEEE 42010. The Standard provides six (UML) diagrams which rep-
resent its conceptual model [82]. These diagrams emphasize that the sys-
tem is actually influenced by its environment, the “stakeholders” who have
interests in the system represented by “concerns”, the “viewpoint” frames
those concerns with the help of specified mechanisms (language, diagrams,
methodologies) called “model kinds” which govern models that constitute
the resulted views. To keep the consistency and conformity between mod-
els and architecture description (AD) elements the “correspondence rules”
are used, the standard also urges keeping track of the rationales behind the
taken architecture decisions. Besides, in order to simplify the development
task, it incorporates the concept of architecture frameworks and architec-
ture description languages as a group of predefined viewpoints and model
kinds respectively [82]. The main elements of this standard are explained
below through some diagrams:

Environment (Context)

An environment as indicated in Figure [£.3]is a “context” determining the
setting and circumstances of all influences upon a system [82].

Stakeholders & concerns

A stakeholder is an “individual, team, organization, or classes thereof, hav-
ing an interest in a system” [82]. Potential stakeholders may be users, op-
erators, acquirers, owners, suppliers, developers, builders, maintainers of a
system [90]. A concern is an “interest in a system relevant to one or more
of its stakeholders” [82]. Concerns can be either general or specific, such
as: reliability, network latency handling [90]. Examples of concerns may be
(system) purpose, functionality, structure, behavior, cost, supportability,
safety, interoperability, security [92].

Views & models

A view is a “work product expressing the architecture of a system from the
perspective of specific system concerns” [82]. A viewpoint is a way of look-
ing at systems; a view is the result of applying a viewpoint to a particular
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Figure 4.3: Context of architecture description [82]

system-of-interest [82]. Examples of viewpoints: operational, systems, tech-
nical, (logical, deployment [80]), process, information [92]. A model kind

is a “conventions for a type of modelling” [82]. An architecture model is a
work product; its subject is determined by its model kind [82].

Correspondences & rationale

An AD element is any construct in an architecture description [82] as shown
in Figure [4.4 A correspondence defines a relation between AD elements,
Correspondences and correspondence rules are used to express and enforce
architecture relations such as composition, architecture rationale records
explanation, justification or reasoning about architecture decisions that
have been made [82]. The rationale for a decision can include the basis for
a decision, alternatives [82] (see diagram of Figure [4.5).

Frameworks & Architecture Description Languages

An architecture framework as represented by its class in Figure es-
tablishes a common practice for creating, interpreting, analyzing and us-
ing architecture descriptions within a particular domain of application or
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stakeholder community. In another hand, an architecture description lan-
guage (ADL) is any form of expression for use in architecture descriptions
(see Figure [4.7). We note that Rich Hilliard [89] provides two templates
ready to fill, downloadable from [87]: “Architecture Viewpoint Template
for ISO/IEC/IEEE 42010” [90], “Architecture description template for use
with ISO/IEC/IEEE 42010:2011” [93].

4.3.3 Use Cases

To conclude this section, we should highlight some existing and relevant
works that have been conducted according to the IEEE 42010 standard.
These works are particularly relevant to our research as they provide valu-
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able insights and established practices that align with the principles and
guidelines of this standard. By examining these contributions, we can bet-
ter situate our approach within the broader context of the field, validate
our methodologies, and identify areas where our work extends or comple-
ments existing efforts. This not only reinforces the credibility of our ap-
proach but also emphasizes the significance of the IEEE 42010 standard in
advancing architectural practices.

e In [94] and in the frame of “SICHTEN 4.0” project, authors have
proposed an engineering method to create a viewpoints (conform

to the ISO/IEC/IEEE 42010:2011 standard) of CPS, based on the
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Reference Architecture Model Industry 4.0 [95] and Semantic Web
standards (see Figure . The goal is to use generative development
(dynamically or on demand code) to create CPS instances.
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Figure 4.8: Modeling levels involved in engineering CPS [04]

e In PhD work of [96], the author elaborated an architecture, called
MAS4SG (illustrated by Figure , which is focused on smart grids
(an example of CPS). He used multi agent system approach (MAS)
complying with SGAM framework, the ISO/IEC/IEEE 42010:2011
standard and based model driven architecture (MDA).
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e In [97], the authors suggested a framework to document architecture
decisions relying on ISO/IEC/IEEE 42010:2011 standard. This work
belongs to architectural knowledge management (AKM). It consists
of four viewpoints: decision detail viewpoint, decision relationship
viewpoint (as indicated in Figure , decision chronology view-
point, decision stakeholder involvement viewpoint.
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1 1
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0.* \/ 0.*

Relationship

Figure 4.10: Meta model of Decision Relationship viewpoint [97]

4.4 CPS Architecture According to IEEE

42010

The IEEE Standard is dedicated to provide a framework for the description
and evaluation of Software-Intensive Systems architectures. In this work,
we will adapt it to deal with CPS. In fact, CPS rely heavily on software

to control and monitor physical processes (or components), making the
software an integral part of the overall functionality. This software often
includes algorithms for real-time control, communication protocols, data

processing, and decision-making.
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4.4.1 Motivation

The motivation for using the ISO/IEC/IEEE 42010:2011 standard in the
design of CPS architecture lies in several key benefits:

1.

Consistency and Common Understanding: [EEE 42010 pro-

vides a common language and framework for describing CPS archi-
tectures. This helps achieve consistency in communication among

stakeholders with diverse backgrounds and roles, fostering a shared
understanding of the CPS. So, it provides a common structure for

architectural documentation.

Traceability: The standard supports traceability by linking archi-
tectural decisions to stakeholders’ concerns and requirements.

Risk Mitigation: By employing a standardized approach to archi-
tecture description, potential risks and issues can be identified and
addressed early in the design process.

. Interoperability: The standard promotes interoperability by pro-

viding a consistent way to describe and document CPS architectures.
This is particularly important in large-scale projects where multiple
teams or organizations may be involved, ensuring that the various
components of the CPS can work seamlessly together.

Support for Multiple Views: IEEE 42010 allows the creation of
multiple views of the CPS architecture to address the concerns of dif-
ferent stakeholders. The architecture can be understood from various
perspectives, such as performance, security, and maintainability.

Facilitation of System Evolution: As CPS evolve over time, the
standard helps to manage changes to their architectures by providing
a structured way to document and understand modifications.

Compliance and Quality Assurance: Adhering to a recognized
standard like IEEE 42010 can be essential for compliance with indus-
try regulations and quality assurance processes. Provides a bench-
mark against which the system architecture can be evaluated and
validated.
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4.4.2 CPS Architecture Design Process

The development, testing, and maintenance of the software are significant

challenges in the design of CPS. Using the IEEE 42010 standard to design
their architecture involves following the principles and guidelines described
in the standard, while adapting them to these specific systems. In the fol-

lowing we propose a step-by-step guide on how we use IEEE 42010 in the

CPS architecture design process to create a well-documented architecture.

The result is given by the conceptual model of Figure [4.11)).

1.

Understand Stakeholder Concerns: Identify and understand the
concerns of various stakeholders. Stakeholders may include users,

customers, developers, testers, and others who are interested by the
given CPS.

. Define Architectural Views: Define the architectural views that

need to be created to address the identified concerns. Views are rep-
resentations of the CPS architecture from different perspectives (e.g.,
functional, structural, operational, etc.).

Document Architecture Descriptions: Document the architec-
ture descriptions for each view. Clearly articulate the architectural
decisions, rationale, and considerations.

Establish Relationships: Establish relationships between different
architectural elements, decisions, and stakeholder concerns.

Create and Review Views: The views, that provide a clear rep-
resentation of the CPS from different angles should be reviewed with
stakeholders to ensure alignment with their concerns and expecta-
tions.

. Iterate and Refine: Architecture design is an iterative process. Use

feedback from stakeholders to refine and improve CPS architectural
descriptions and views. Consider alternative design options and eval-
uate their impact on the system.

Consider Quality Attributes: Address quality attributes such as
performance, reliability, security, and maintainability in the CPS ar-
chitecture.
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8. Evolve the Architecture: Update the architecture documentation
to reflect any changes or evolution in the CPS, while Ensuring that
the architecture remains aligned with the evolving requirements and
stakeholder concerns.

9. Use Tool Support: Leverage tools that support the documentation
and management of architectural descriptions.

It is worth noting that this conceptual model, designed for various pur-
poses, enables us to incrementally derive the following meta-model for CPS
(see Figure [£.12)). Indeed, Meta-modeling has emerged as a promising ap-
proach to tackle the intricacies of CPS. It offers a powerful framework for
abstracting and representing CPS models, capturing their essential charac-
teristics and behavior while simplifying the underlying complexity. The
ISO/IEC/IEEE 42010 standard is utilized to provide a systematic and
structured approach to capturing and communicating the CPS architecture
thanks to this meta model. It helps in defining the components, relation-
ships, and interactions within this complex system, as well as the environ-
mental contexts and design decisions.

Figure describes our proposed meta model to represent and analyze
CPS components. As it is illustrated by the various UML abstract classes
of this model, CPS refers to the integration of physical elements and com-
putational (cyber) components, which are tightly interconnected and mu-
tually dependent (Communication UML classes). These systems involve a
combination of IoT devices and SBM-SBC (Single-Board Micro controller/-
Computer) physical elements and software applications, all working to-
gether (thanks to Transmission medium) to achieve specific objectives. A
classic example of CPS, specifically an architecture of a medical CPS (M-
CPS), will be considered in the following chapters while adhering to this
meta-model.

4.5 Conclusion

The close coupling of software and hardware in CPS allows for sophisti-
cated control and automation of physical processes, making them more ef-
ficient and responsive. In this chapter, we have shown the necessity to con-
ceive a multi-layer architectures for CPS, especially guided by viewpoints
which we think is the most appropriate to our kind of systems (CPS). In
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addition to ensure compatibility with business and industrial aspects (14.0),
our choice has rested on the ISO/IEC/IEEE 42010:2011 standard. We have
then recalled the most important keys of this standard and adapted it to
the design requirements of CPS. Then, we followed it to develop a meta-
model for the semi-formal definition of a CPS and its cyber and physical
components. This represents a step toward the formal modeling of such
systems (in the following chapter).



Chapter 5

CA-BRS: A Formal Model for
Secure CPS

5.1 Introduction

The modeling and analysis of CPS is an inherently multidisciplinary un-
dertaking. Anyone starting in this field will unavoidably face the need for

a solid foundation to outcome the complexity of these systems. Although
in specific disciplines many techniques are used already as a matter of stan-
dard practice, their fundamentals and application are typically far from
practitioners of this area.

This chapter focuses on the application of formal methods for defining
complex systems and reasoning about their dynamic and emergent behav-
iors. Given the inherent complexity of CPS, a distinct formal modeling ap-
proach is required, necessitating a unified formalism that enables communi-
cation across all CPS dimensions.

However, to date, there is no single formalism capable of adequately sup-
porting the multiple dimensions involved in the CPS design. Therefore, the
objective of this chapter is to present essential definitions and terminology
related to the CA-BRS formal model that we have proposed. By combining
Control Agents and BRS, this model allows for the representation of three
key dimensions in CPS: Structural, Virtual, and Behavioral.

80
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5.2 CA-BRS Definition

The modeling of CPS system is inherently represented in multiple views

of the system; following the principle of separation of concerns. Obviously,
in CPS engineering, the results are models reflecting distinct views of the
problem, expressed in multiple notation. One problem for the CPS en-
gineer, is how to integrate different models to form a more appropriate
model of the reality? Naturally, modeling of CPS systems calls for a trans-
disciplinary approach that merges the different models into a unified ab-
straction of reality. For this purpose, we propose an extending BRS formal-
ism, called CA-BRS (for Control Agent and BRS) that combines two mod-
els, in contrast to other approaches found in the literature, that seek to
find a single model for the overall CPS layers. One model (based on BRS)
is used to model the structural dimension of a CPS (the physical and cyber
worlds) and another to model its virtual (or logical) dimension.

In the CA-BRS model, multiple agents are composed with a bigraph, and
computation can flow in space without flowing in time, or flow in time
without flowing in space, or flow in both. CA are able to observe the struc-
tural part of a CPS, and map observations to control and migration ac-
tions.

Definition 5.2.1. Formally, the model CA-BRS defining a CPS is given
by the tuple: CA-BRScps = (CAcps, Beps, Hostops, T Reps, ACcps),

where:

1. CAcps = App U Ay is a set of control agents monitoring two distinc-
tive types of entities (Cyber and Physical). Each agent type can be
in a given state of the set S, i.e., Stopg: CAgps — 2°

2. Beps = (Vers, Ecps, ctrleps, GPops, GLops) @ <m,@ >»><n,@ > is
the sorted bigraph where agents C Agps may host.

(a) Veps = Vpr U Ve is a set of nodes that represents a set of physi-
cal (Vpy,) and cyber (Vi) entities of the CPS,

(b) Ecpg is a set of edges representing possible relationships and
links between the CPS entities,

(c¢) Ctrleps : Vops = Keps is a mapping function that associates to
each node type its signature in K¢pg,
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(d) GPcpg is the derived places graph defining explicitly the par-
ent function Prntcpg of all node types. These nodes may be
grouped into roots (regions) according to their membership,

(e) GL¢ps is the associated links graph; each node may have a fixed
number of ports (P) allowing to attach nodes to each other,
through the link map linkcpg

(f) m and m are ordinal numbers indicating the number of roots and
sites respectively.

3. Hostepgs is a hosting function that associates to each control agent
(e CAcps), nodes where it may host. In our case,
Hosteps = (Hostpy, Hostey), such that Hostpy, = App, - 2VPr and
Hostey : Acy — 2Vew

4. TRcps: is a set of Agents State rules, expressing the Agents state
evolution given their location,

5. ACeps: is a set of ordinary reaction rules applied to change the cor-
responding bigraph topology .

Obviously, each CPS element has a semantic interpretation in the context
of CA-BRS. Table summarizes the main set of correspondence rules be-
tween the CA-BRS model concepts and the different constituents of a given
CPS architecture, its control part as well as its dynamics. This generic cor-
respondence is based on the CPS meta-model given in Chapter [4

Example 5.2.1. We show here how to represent a simple model of M-
CPS in order to motivate the need for bigraph based semantics for CPS
entities (Cyber V¢, and physical Vp), entities), and control agents (CA) for
modeling the virtual aspect of these entities.

We Consider the M-CPS example represented in Figure The archi-
tecture of this M-CPS comprises multiple cyber and physical entities that
can be geographically distributed. To ensure the privacy and security of
patient data, it employs an Access Control model. This model defines spe-
cific access control rules for designated users, such as doctors, nurses, or
billers, granting them access to a predefined subset of actions and content.
Notably, the information collected through the Electronic Health Record
(EHR) is distributed, meaning it is stored across various heterogeneous
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Table 5.1: Correspondence Rules between CA-BRS and CPS

| cPs Constituents CA-BRS Concepts

| Geographical location Root (number of roots is n)

|

| Architectural part of a CPS | Beps
|
|

l Cyber Constituents(Cloud service, Application, etc.) Vey
Physical Constituents(Computer, Processing Unit, Power Unit, Ve
Communication Unit, Sensor Nodes)
Nesting of a component in its composite pratops
Possible interaction between components linkecps
Control part of a CPS CAcps
Abstract agent for physical entities monitoring Aph
Abstract agent for cyber entities monitoring Acy

Steps(Ai)

|
|
|
|
|
| Apossible set of the Ai agent states
|
|
|
|
|
|

Relationship Architecture/Control in CPS Hosteps
Possible location of Agents controlling Cyber entities Hostcy,
Possible location of Agents controlling Physical entities Hostpy,

Dynamic action in CPS
Possible changes in CPS architecture ACeps
Possible state change of Agents TRcps

hosts. Additionally, the access control rules may be managed by different
EHR organizations, each retaining control over their respective resources.
The corresponding Bepg of the considered M-CPS is defined to model not
only the location of CPS components with the Prntspg function, but also
their connectivity thanks to the function linkcpg (see Figure . To sim-
plify the figure, we do not consider all the M-CPS constituents.

In our case, we decouple the physical entities of CPS, for example, Doctor,
Nurse, to cyber elements, for example, Personal Data, Conditions. Links
between the two element types allow us to track relationships between en-
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Health
Insurance Companies

Tzt

Hospital

mergency Billing Research Facility
Hospital

Figure 5.1: A Medical CPS Example

tities to represent, for instance, the relationship between the Personal Data
of Patient node on the one hand, and the Doctor on the other hand (link
read).

Thus, for this example,

Vpn = {Doctor, Nurse, Patient A,

Billing, Biller, Emergency, Doctor(Research)} and

Vey = {Condition, Personal Data}.

The kinds of nodes and their number of ports (arity) constitute the signa-
ture K¢ops of Bops defined by the function Ctrigpg. For instance,
Ctricps(Doctor) = D : 1, Ctrlcps(Personal Data) = P : 1.

The link graph of our example may contain read, write and partialread
hyperedges, represented by lines connecting ports of various nodes or re-
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gions.

The regions HEALTH-CENTFER and LABORATORY and holes 0, 1,
2, 3 enable the composition of placing graphs, that is, a hole 0 can be re-
placed by a region of another bigraph using the composition operator.

We note in this step, the instantiation of the CA - BRS¢ pg structural part
through the considered M-CPS example and the proposition of some con-
trol agent types to manage the M-CPS entities (The virtual part).

LABORATQRY _ - - _HEALTH-CENTER _ _ _

Doctor (Research)

/
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 5.2: CA-BRS modeling a CPS Example

5.3 (C'A- BRS Term Language

We have introduced far seen two ways of representing a CA-BRS: as a 5-
tuple with interfaces, or using a graphical notation, there exists a third
way to describe CA-BRS: Textual Term. A term algebraic language is
defined to represent CA-BRScps textually. Its operator set extends that
of bigraphs [I5] to deal with the virtual elements of C A-BRS¢cpgs as indi-
cated in Table [5.2] For instance, the U{A;} term is used to indicate that
the agent A; is hosted in the node (or the root) U. The communication
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term [A;, A;], makes the two (or more) agent in brackets communicating
through the link z. Finally, the operator _&_ allows associating the state S
to the agent A, S € Stcps(A;).

Table 5.2: Algebraic language of CA-BRScps

Term Signification
Ul|lV Parallel product
Ulv Merge product
UV Nesting (U contains V)
Kx Node of type (control) K having a name or link z
id Identity or elementary bigraph
d; Site numbered i
1 The barren (empty) region
A&S Agent A in a given state S
[Ai, Ajlz Agent A; and A; communicate via the link =
U{A} U is controlled by A, i.e. Ais hosted in U

The algebraic term of CA-BRS given in Figure [5.2] is:

Laboratory.[ Doctor(Research)[d2]|
Health - center.[ Emergency.[ Patient...]| Billing.[ Biller...]/d1]

In the present terminology, we employ U{A} to denote that the agent in-
stance A is hosted within the node U. Additionally, A&S highlights that
the control agent A exists in a possible state S.

86
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5.4 (C'A- BRS Dynamics

Until now, our illustration has primarily addressed the static aspects of the
CPS. However, it is crucial to acknowledge that CA-BRS exhibits dynamic
behavior as well. Figure depicts three straightforward examples, accom-
panied by the corresponding terms, illustrating the potential types of CPS
evolution.

Indeed, CPS dynamic behaviors, involve close-interactions between the

two dimensions (Structural and Virtual); a certain change in one world
should be reflected in the other world. We define first CPS configuration
at a given time, consisting of its actual BRS and its current hosting func-
tion (representing agents location in the structural environment), as it is
illustrated in Figure[5.3] Then, we give a generic definition of the complex
and adaptive behavior of CPS through several types of rules, each manages
a possible evolution of a CPS component (physical, cyber or virtual). This
introduces the third dimension of CA-BRS, complementing the two previ-
ously discussed dimensions: Structural and virtual.

Definition 5.4.1. Given a CPS specified with the CA-BRS, configuration
C' describing its current state is defined by the pair C' = (Beops, Hops),
where

e Bcpg describes the structural part of the CPS at given time,

e H¢pg is the distribution of the agent instances through the nodes
of Beps, or precisely their hosting nodes at a given time, that is, if
Heps(Asi) = {N1,N2,...}, then Asi is a possible instance of Ai (e
CACPS) and Nl, N2, ... € HOStcps(ASi).

Example 5.4.1. A possible configuration of the above example is depicted
in Figure |5.3| where Hopg is given by:

Heops(AgRW?Y) = Doctor,

Heps(AgRW?) = Doctor,

Heps(AgRW?) = PatientA,

Heps(AgPRY) = PatientA,

Heps(AgRY) = PatientA.

By modeling the interactions and behaviors of individual agents (of CAcps),
emergent properties can arise at a higher level, which may not be immedi-
ately predictable from the behavior of individual agents alone. More pre-
cisely, the CA-BRS state evolution is dictated by three types of local rules,
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LABOQRATORY . _ _ _HEALTH-CENTER _ _ _
IrIJo:tnr (Research) ! s patEEt]Ergen <y Doctor \ |

A
Billing
': Biller }
' ¢ O
T~
¢ A
C1
LABORATORY __ _ _HEALTH-CENTER _ _ _ .
iDnl:tur {Rasaarl:h}\l | I's paﬁgmgrgencv Doctor ™
! ' Condition
: | : Personal
|
: : : Murse
I 1!
| 0
| 1!
| i
illing
: :: { Biller )
| 1
| e «
! \‘_ _____ N '\ ________________ [
c2
LABQRATORY . - - _HEALTH-CENTER _ _ _ .
' Doctor (Researeh) ' - Pa%l:;:!:genl:)’ Doctor ) !

|
|
|
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I
|
|
|
|
|
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Figure 5.3: Example of CPS evolution

allowing the behavior of the structural and virtual dimensions to evolve
separately:

1. The CA — BRS¢ps state change altering only the topology of the
CA-BRS is possible owing to the Action Rules ACcps. Autonomous
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agents (C'Acpg) control the physical and cyber entities of their envi-
ronment through these ordinary reaction rules.

2. Agent observations or Trigger Rules (T Rcps) allow agent states to
evolve, by rewriting rules, acting upon, and influencing their decision-
making processes.

3. A second set of Rearrangement Rules (GRcpg) is also defined to rep-
resent possible changes in the virtual dimension of the CA-BRS. So,
control agents in C'A¢ps can communicate with each other, they can
migrate from one node to another, and even create new instances of
agents or destroy them.

In the following subsections, we will explain each type of this rule and it
affects the behavior of CA — BRS while using the running example for il-
lustration.

5.4.1 Action Rules (ACcps)

The state change altering only the topology of the CA — BRS is possible
thanks to these ordinary reaction rules. Autonomous agents (C'Acpg) con-
trol physical and cyber entities of their environment through these ordinary
reactions rules.

Definition 5.4.2. An Action rule is an ordinary reaction rule of bigraphs,
ie. \; : Beps = Bl pg, allowing to Create/Destroy a node of Bepg or
Create/Destroy a link of this bigraph.

Example 5.4.2. Referring to our running example of M-CPS; starting
with the initial configuration given in Figure [5.3] the different rewriting
rules already defined can be identified in this way, according to the fol-
lowing examples in Figure [5.4] A; allows to create a link “Read” between
nodes: Doctor and PersonalData. On the other hand, Ay permits to Create
a link “Read” between the nodes Doctor and Condition.

5.4.2 Trigger Rules (T'Rcps)

These agents observations rules allow agent states to evolve, through rewrit-
ing rules, acting upon and influencing their decision-making processes.
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Al: B1 — B21 Create a link "Read" between nodes: Doctor

and PersonalData

...Health-center.[ Emergency.| PatientA.[Condition/Personal
Data...]/Doctor/ Nurse|/...] =

...Health-center.|[ Emergency.| PatientA.[Condition/
Personal Datage.q...|/Doctorg.../ Nurse|/...]

A2: Create a link "Read" between nodes: Doctor and

Condition

...Health-center.[ Emergency.|PatientA.[Condition/Personal
Datageu... |/Doctorge.q/ Nurse|/...| =

...Health-center.[Emergency.| PatientA.[Conditionge.a/
Personal Datagead... |/D0octorre.qs’ Nursel/...]

A5: Create a link "Partialread" between nodes: Doctor

Research and Condition

Laboratory.[Doctor Research]//Health-center.[Emergency.
PatientA.[Conditiongeg/Personal Data...]/Doctorgeas/
Nursel/...] —

Laboratory.[ Doctor Researchpatiareaa]//Health-center.
[Emergency.| PatientA.[ Conditionp, garesd reas/ Personal
Data...|/Doctorgeqs’ Nursel/.. .|

Figure 5.4: Example of M-CPS Rewriting Rules \;

Definition 5.4.3. A Trigger rule is of the form: ~; : N{A&S1} - N{A&S2}/A €
CAcps, N € Hops(A) and S1,52 € Stops(A) (possible states of an agent
instance A).

Example 5.4.3. In the context of our example, these rules are defined as
shown in Figure [5.5, They allow to model the state evolution of each con-
trol agent (CA) instance, present in the actual configuration of the CPS. 4
makes change of the AgRW! state from 'Noread’ to 'Read’. Similarly for
the instance of agent AgRW with the trgger rule: 7s.

The execution semantics of these two types of rules (labeled 7; and A; in
the following diagram) can be applied either sequentially or concurrently
for CPS configuration changes, utilizing the two combination operators be-
low:

“7: for a sequence composition and,

“/7: for a parallel composition.
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vl:
PatientA {AgRW'& [Noread, Nowrite]} —
PatientA { AgRW'&[read, Nowrite]}

v2:
Doctor {AgRW°& [Noread,Nowrite]} —
Doctor { AgRW*& [read, Nowrite]}

v5:
PatientA {AgPR'& Nopartialread} —
PatientA { AgPR'&Partialread}

v6:
DoctorResearch { AgPR*& Nopartialread} —
DoctorResearch { AgPR’& Partialread }

Figure 5.5: Example of Trigger Rules for the M-CPS model

C1

1 ———— (2

5.4.3 Rearrangement Rules (GRcps)

A second set of rules altering control agents is also defined to represent
possible changes in the virtual dimension of the CA-BRS. So, control agents
in CAcps can communicate with each other, they can migrate from one
node to another, we can even create new instances of agents or destroy
them.

Definition 5.4.4. A rearrangement rule (GR) of label f, is a local rewrit-
ing rule which may be of the following type:

1. New(Ag, Ag;, S, Hops): create a new instance Ag; of the type agent
Ag, having the state S in a hosting node defined by Hgpg,

2. Des(Ag, Ag;, Hops): destroying an existing instance Ag; of the type
agent Ag and hosting in a node defined by Hepg,
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3. Mig(Ag,&{S}, Hcpsi, Hopsj): migrating the agent instance with
its current state S from its hosting node Hepg; to another possible
hosting node Hcpgj,

4. [Agi, Ag;jls: creating a communication link of type = between the two
agent instances Ag; and Ag;.

Example 5.4.4. Continuing in the context of our example, we present in
Figure |5.6| several examples of rearrangement rules for illustration.

Bl: New(AgRW? AgRW, <Noread, Nowrite>, Doctor)

Laboratory.[Doctor Research]//Health-center.
[Emergency. PatientA.[Condition/Personal
Data...|/Doctor{ }/ Nurse /...| —

Laboratory.[ Doctor Research]//Health-center.
[Emergency. PatientA.[Condition/Personal
Data...]/Doctor{AgRW*&<Noread, Nowrite>}/
Nursel/...]

B2: New(AgPR’, AgPR, Nopartialread, Doctor Research)

Laboratory.[Doctor Research{ }]//Health-center.
[Emergency. PatientA.|[Conditiong..c/Personal
Data...|/Doctorge.s | AgRW?&<Noread, Nowrite>}/
Nursel/...| =

Laboratory.[Doctor Research{AgPR*&Nopartialread}] //
Health-center.[Emergency. PatientA.
| Conditionge../Personal
Data...|/Doctorge, { AgRW?&<Noread, Nowrite>}/
Nurse//...]

Figure 5.6: Rearrangement rules for Illustration

5.4.4 Controlled Reaction Rules (CRR)

The global dynamic behaviors of CPS, involving close interactions between
the structural (Beps) and virtual (C'Acpg) worlds (a certain change in one
world must be reflected in the other world) should be defined by a set of
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global rules, noted Controlled Reaction Rules(CRR¢ps), involving the two
previous definitions of the local rules (ACcps and T'Rops). They are ap-
plied to CPS states (or configurations) in order to represent the dynamic
behavior evolution of these systems. Each CRR rule noted «; (see Fig-

ure expresses the conditioned change of any CPS state, triggered by
one or more controlling agents observations (v; € T Rcpgs), and materialized
by a change (\; € ACcps) in the topology (Bcps) of the CPS.

C1 = (Blgps, Hlcps)

T X"u

Cl = (Blcps, H2cps)

)\1;)\2 > CQ = (BQCPS-_ HQCPS)

Figure 5.7: CRR Generic Notation

Example 5.4.5. This example is dedicated to formally define and explain
CRR rules, specifying dynamic and adaptive behavior of the M-CPS ex-
ample that may be controlled or influenced by agents’ observations. More
details may be found in [98]. We consider two C RR: Rulel and Rule2 in
Figure representing the dynamic and secure evolution of the M-CPS
regarding respectively the following scenarios:

1. Scenariol: We claim that the Doctor responsible for treating patients
is allowed to see all medical examinations.

2. Scenario2: Neither the Doctor nor the Nurse are authorized to con-
sult their patients’ information beyond their work context, for exam-
ple in the case of scientific research.

The first CRR (Rulel) gives a right to the Doctor to read the medical ex-
aminations (”Condition” and ”PersonalData”) of a given patient. Knowing
that the agent AgRW hosting in ”PatientA” to control it, has changed
its state thanks to the rule ;. Similarly, an instance of the AgRW agent
(i.e AgRW?), created by the rule f; to control the Doctor node, also has
changed its state (rule 72). The execution of the two rewriting rules can
be done in parallel (71/72). Therefore, the link “Read” will be established
(A1; A2) between corresponding nodes.
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The second CRR (Rule2) expresses that the doctor may only read partial
patient information when he is in its research laboratory. It serves to con-
trol the Doctor’s access to the PatientA’s personal information (”Condi-
tion”). It is materialized by the establishment of a “Partialread” link be-
tween the nodes ”"DoctorResearch” and ”Condition”. Obviously, this con-
stitutes the result of different observations (75 and ;) and evolution Sy of
the agent instances in question (AgPR! and AgPR?).

Figure [5.9 summarizes the configurations involved in defining the secure
behavior of our example (scenarios relating to Rulel and Rule 2). Accord-
ing to C'A — BRS behavior execution, we have defined in terms of states
and transition rules, the Observation rules of CAgpg and the actions alter-
ing the CA — BRS topology that both form C'RR rules, as well as Rear-
rangement rules. Other alternatives can be used to define these rules (the
necessary details will be provided in the next chapter).

CA - BRS¢pg constitutes an appropriate model for CPS where computa-
tional entities are embedded in physical and cyber ones. Since it operates
over a shared environment, some undefined behaviors may emerge due to
concurrency. Besides, as the number of state variables of CPS entities (vir-
tual, cyber or physical) increases, the size of the system state space grows
exponentially. In this context, we have to define a particular transition sys-
tem to specify the CA — BRScpg behavior. Therefore, a Guided Transition
System (GTS), a state space definition, is proposed to prevent these be-
haviors based on the parallel composition between the observations of the
agents and based on partitioning the physical structure where each agent
operates in its own region. Traditional transition systems are insufficient
to represent and reason about the interactions and dependencies between
concurrently executing CPS components.

In the following chapter, we will define this GTS through its two types of
rules (CRR and GR) to deal with the state evolution of the considered
CPS example. In this rewriting system, complex structures are built from
simple following specific rules. These structures can represent different
shapes, patterns, or components, and they can interact with neighboring
structures based on predefined rewriting rules.

We note that modeling CPS behaviour as GTS allows for performance
analysis, such as deadlock detection, workload balancing, and response
time estimation. These analyses can be crucial for adaptive behavior of
safe and secure CPS.
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Scenario2

Scenariol

The Doctor responsible for
treating patients is allowed

Nurse is authorized to consult

beyond their work context, for

Neither the Doctor nor the

their patients’ information

Wescriplion to see all medical
examinations. example in the case of
scientific research.
B il Bz yslye
GGG Ci2CoC
CRR Ar Az As
where C, = (B,, Hy). Cs = (B.,

where C, = (B, H)),.C; =
{E|1 Hj]. E] ={E!~ Hl}

H:), C = (Bs, Hs)

Observations

y;: Patient A AgRW' &
[Noread, Nowritle }—
PatientA. AgRW' &[read,
Nowrite |

y2:Doctor. A gRWJ&
[Noread Nowrite |

— Doctor. AgRW?*& [read,

Nowrite }

PatientA. AgPR'&[Partialread }

yo: PatientA. AgPR'&
[Nopartialread } —

P! Dnclur—Research.AgPRl&
[Nopartialread } = Doctor-
Research. AgPR*&[Partialread
}

A By = By
Create a ink "Read”
between nodes: Doctor and

45 By —» Bs

PersomalData
Actions
A3t Bay — Bs Create a link "Partialread”
Create a link "Read” between nodes: Doctor-
between nodes: Doctor and Research and Condition
Condition
. JiTR Ncw[AgRWE. AgRW, fiz: NEW{AgFR:. AgPR,
ReIEgOhc <Noread, Nowrite>, Nopartialread, Doctor-
rules
Doctor) Research)

Figure 5.8: CRR rules for M-CPS Scenarios Examples
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Scenariol Scenario2
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Figure 5.9: CA-BRS Configurations defining M-CPS behavior

5.5 Conclusion

This chapter addresses a significant gap that affects the practical applica-
tion of formal methods in CPS development. To bridge this gap, we pro-
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posed a novel formal model called CA-BRS, which allows defining and
analyzing the dynamic behavior of CPS. The CA-BRS model incorpo-
rates Control Agents and, therefore, introduces a new computational model
known as Guided Transition Systems.

By utilizing these models, we demonstrate in the subsequent chapter how
the accuracy, safety, and security of CPS can be effectively analyzed. This
analysis facilitates the appropriate design and implementation of this emerg-
ing class of engineering systems. Furthermore, we showcase the utilization
of well-established and widely recognized notations and languages such as
BPMN and Maude, which brings us closer to the future development and
implementation processes of CPS.



Chapter 6

Security and Safety Analysis
Approach for Cyber Physical
Systems

6.1 Introduction

Some environments are inherently security-sensitive. We can think for in-
stance of airports, hospitals, power plants, military sites, and so on. In this
thesis we consider the challenge of engineering CPS, related to these do-
main applications, in order to keep security into account from the very first
steps of their development life-cycle. Our approach to the problem starts
from the idea that security should be taken into account since the very be-
ginning in the CPS design. We also want to be able to take into account
potential changes that may occur later and ensure that the system can
adapt automatically to continue to satisfy security requirements.

Moreover, the extensive integration of IoT technologies converts the CPS
into smart, efficient, and complex hybrid systems. However, such depen-
dency creates a vast attack space that the attackers can exploit. Thus, to
secure the CPS, we investigate formal security analysis techniques applica-
ble to the extended proposed BRS model (CA-BRS).

In this chapter, we define a formal and computational model (GTS for
Guided Transition System) offering a powerful means to capture and an-
alyze the complex behavior exhibited by CPS, enabling designers and re-
searchers to reason about their properties, verify their correctness, and
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further, optimize their performance. By modeling the interactions and
behaviors of individual agents, emergent properties, such as security and
safety of CPS entities can arise at a higher level, which may not be im-
mediately predictable from the behavior of individual agents alone. Sec-
tion presents the various concepts defined in the Guided Transition
System (GTS) framework to model the adaptive behavior of CPS. Sec-
tion [6.3] introduces a well-defined semantics to control the behaviors of
agents within the CPS. The semantics addresses two complementary per-
spectives on the CPS, offering different analysis approaches to the specified
system. The interpretation and implementation of each perspective provide
valuable insights into the CPS. Section describes the analysis approach
for evaluating the security and safety properties of the CPS. The analysis
is based on the execution traces of the GTS model.

6.2 Guided Transition System Definition

The CA-BRS model is an appropriate representation for CPS where com-
putational elements are embedded within both physical and cyber compo-
nents. Since the CA-BRS model operates over a shared environment, some
undefined or emergent behaviors may arise due to concurrent interactions.
Furthermore, as the number of state variables associated with the CPS en-
tities (virtual, cyber, or physical) increases, the overall state space of the
system grows exponentially in size.

To address these challenges, the Guided Transition System (GTS) is pro-
posed. The Guided Transition System leverages a parallel composition ap-
proach between the observations of individual agents, as well as a parti-
tioning of the physical structure, where each agent operates within its own
designated region.

Traditional transition system models are insufficient to adequately repre-
sent and reason about the complex interactions and dependencies that can
arise between the concurrently executing components of CPS.

GTS provides a more suitable formalism for modeling and analyzing the
dynamic behavior of such intricate CPS. Therefore, to describe the poten-
tial behavior of this CA-BRS model-based CPS, we refer to the definition
of a specific transition system (Guided Transition System) that consists of
states (or configurations) and transitions between states. In this case, the
transitions mathematically correspond to two sets of rules:
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1. A set of controlled reaction rules (CRR)

2. A set of rearrangement rules (GR)

These rules were formally defined in the previous chapter.

Definition 6.2.1 (Guided Transition System). Formally a Guided Transi-
tion System modeling CPS behavior specified with C A - BRS model, is the
tuple (C's, ¥,—) where:

e (s is the set of configurations C' = (Bops, Hops) as already defined,

(Definition [2.2.3))

e U = T"UA is aset of rule labels, I' (respectively A) is a set of con-
trolled reaction rule labels (respectively rearrangement rule labels),

e > c ('xW¥x(is the guided transition relation.

If C'1 and C2 are two possible configurations (¢ C's) then (C1,C2) € —»
means that there is:

e a rearrangement rule of label g € A, from C'1 to C2 noted:

C1 C2

e a controlled reaction rule of label a € ', noted:

C1=(Bleps,Hleps)

/72

» C2=(B2cps, H2cps)

C1=(Bleps, H2cps) T

In the following, we will show how GTS of CA-BRS model is used to spec-
ify the M-CPS secure behavior by encoding specific computations into
CRR rules () or GR rules (8).
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Example 6.2.1. We will examine two examples of scenarios that illustrate
the dynamic behavior of the M-CPS, as represented using the CA-BRS
model shown in Figure [6.1]

Obviously, these examples illustrate how to model, using the agents of

CA - BRS formalism, the access control of the various actors present in
the CPS. Further details regarding the security aspect of the CPS will be
provided in the last section of this chapter. Here, we will focus on how to
define execution traces that comply with the GTS definition of this M-CPS
example.

e Scenariol: We claim that the Doctor responsible for treating pa-
tients is allowed to see all medical examinations.

e Scenario2: Neither the Doctor nor the Nurse are authorized to con-
sult their patients’ information beyond their work context, for exam-
ple in the case of scientific research.

LABORATORY . _ _ _HEALTH-CENTER _ _ _

Doctor (Research)

Patient A

/
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 6.1: CA-BRS model for M-CPS example

We recall in Table [6.1] two CRR rules and two GR rules, as a concise and
formal way to represent the concurrent and secure behavior of M-CPS
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dealing with some access control rules that we will explain in the follow-
ing.

CRR capture the interactions and dependencies between involved rewriting
rules (;, A;) and provide a clear picture of how these rules are executed
concurrently.

GR rules are proposed to define agents mobility in order to rearrange their
execution.

Hence, in scenario 1, we give a right to the Doctor to read the medical ex-
aminations (”Condition” and ”Personal Data”) of a given patient. Know-
ing that the agent AgRW! hosting in ”PatientA” to control it, has changed
its state thanks to the rule ;. Similarly, an instance of the AgRW agent
(i.e AgRW?), created by the rule 8; to control the ”"Doctor” node, also has
changed its state (rule 72). The execution of the two rewriting rules can
be done in parallel (71/72). Therefore, the link "Read” will be established
between corresponding nodes.

In scenario 2, we express that the doctor may only read partial patient in-
formation when he is in its research laboratory. ”Rule2” serves to control
the Doctor’s access to the PatientA’s personal information. It is material-
ized by the establishment of a ”Partialread” link between the nodes ”Doc-
tor Research” and ”Condition”. Obviously, this constitutes the result of
different observations (75 and 7g) and evolution [y of the agent instances in
question (AgPR! and AgPR?).

The corresponding execution traces are depicted on the guided transition
system (GTS) of Figure [6.2a] and Figure [6.2D], respectively.

The configurations involved in defining the secure behavior of our example
(scenarios 1 and 2) are already given in Chapter

Modeling M-CPS behavior as GTS also enables performance analysis, in-
cluding deadlock detection, workload balancing, and response time estima-
tion. These analyses play a key role in ensuring the efficient operation of
M-CPS and its adherence to design objectives.

6.3 Modeling CPS Secure Behavior

The behavioral model of the CA-BRS depends on the behavior of both the
CA-BRS agents and the physical/cyber entities involved.

To implement the corresponding GTS for this model, we propose two pos-
sible approaches for interpreting the abstract CA-BRS agents (C'Acps):
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(b) Execution Trace of scenario 2

Figure 6.2: Execution Traces Example

the States perspective and the Activities Perspective.

For each of these perspectives, we suggest an appropriate implementa-

tion language that can achieve more expressive and practical results when
putting the CA-BRS model into practice.

To explain our proposal, Table indicates the use of two distinct lan-
guages for each considered perspective. Indeed, the provided results can be
combined to effective design CPS and even reason about their behavior.

e The Maude language [99] seems more suitable to represent control
agents (C'Agps) through their states and transition rules. The state
space definition of the CA-BRS model, used to represent an adaptive
CPS behavior that may be controlled or influenced by agents’ obser-
vations, is naturally defined in Maude through rewriting rules and
strategies [100}, [101].

e The BPMN (Business Process Model and Notation) modeling ap-
proach is quite common when the designer wants to specify the C Agpg
and their hosting entities as a set of interacting processes. In this
case, each individual process represents a physical, control, or cy-
ber entity that is part of the CA-BRS model. The control aspect is
further divided into physical control and cyber control parts.
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Table 6.1: CRR and GR rules corresponding to scenario 1 and scenario 2

Rule 1 Rule 2
Description We claim that the Doctor responsible | Neither the Doctor nor the Nurse are
for treating patients is allowed to see | authorized to consult their patients'
all medical examinations. information beyond their work context, for

example in the case of scientific research.

CRR p1 y1l/y2 p2 y5/yé
¢l -— C2 -—— C3 C4 ---— C5---— Cb6
;02 15
Where C1=(B1, H1), C2=(B1,H2), Where C4=(B4, H4), C5=(B4,H5), C6=(B5,H5)
C3=(B2,H2)
Observations y1: PatientA. AgRW'&{Noread, y5: : PatientA.AgPR*&{Nopartialread} —
Nowrite} — PatientA. AgRW'&[Read, PatientA.AgPR'&{Partialread }
Nowrite}

y6: Doctor-Research.AgPR*&{Nopartialread} —
y2: Doctor.AgRW*&{Noread, Nowrite} | Doctor-Research.AgPR?&{Partialread}
— Doctor.AgRW*&{Read, Nowrite}

Actions 21:B1—B21 1.5:B4— B5
Create a link "Read” between nodes: Create a link "Partialread” between nodes:
Doctor and PersonalData. Doctor-Research and Condition.
»2:B21—B2

Create a link “Read” between nodes:
Doctor and Condition.
Rearrangement [31: New(AgRW? , AgRW, f32: New(AgPR* , AgPR, Nopartialread, Doctor-
rules <Noread,Nowrite>, Doctor) Research)

As noted in this table 6.2 all the elements that constitute the CA-BRS
model across its three dimensions—Structural, Virtual, and Behavioral—find
their appropriate semantic interpretation in either Maude or BPMN. The
Structural dimension has a single interpretation in terms of bigraphs in

both perspectives. However, the Virtual dimension (the set of agents present
in the structural part of the CPS) is modeled differently in the two per-
spectives, which naturally impacts the Behavioral dimension as well. We
will provide more details on each of these modeling perspectives in the fol-
lowing sections.

6.3.1 States Perspective

Maude is a high-level specification language based on rewriting logic, which
is particularly well suited for modeling state transition systems. It allows
for specifying systems as collections of states and transition rules, making
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Table 6.2: Two Possible Perspectives for C'Acpg Behavior formalization

| Beps = (Veps, Eces, ctrices, GPeps, GLeps) |

Bigraph

CAgps = Apn UAgy

# Algebraic terms having a corresponding sort
and generation operators
# Declared operator StCPS : associates to each
Agent, its possible states

Virtual Participants of BPMN processes

‘ Virs = Ve U Vey

Algebraic terms having a corresponding sort
and generation operators

Physical/Cyber Participants of BPMN pro-

CLES8Cs

‘ Hosteps = {Hostpy,, Hoste, }

Declared operator Hostepg: links each Agent to
its possible hosting nodes

Connecting objects

‘ C = (Beps, Hers)

A system configuration defined in a Maude
module.

A given scenario of BPMN model (Collabora-
tion diagram)

AC¢ps: reaction rules set, A; : Bepy —+ B:.P_(

Conditional rewriting rules. form a sequence
(*:") or a parallel (*/") composition application
of these rule labels.

TRepy: Trigger rules < of a control agent A;
hosting in Nj, (y, : N{A&S1} — N{aks2))

e A rewriting rule changing the agemt actual
state.

Behavior of a process A; in terms of Events:

Event(A;) and activities: Acr(A;). Each trigger
* " Sequence operator (strategy) to compose | rule represents a sequence flow +;
the application of many rules .

« “/": Parallel operator (strategy) to compose the
application of many rules .

GReps: Rearrangement rules of label 5; # Rewriting rules altering the hosting of a given
Agent,

® New (or Destroy): declared operator to create
(or delete) an Agent instance.

# Link: Declared message between two Agent
instances

Connecting objets

CRReps: Controlled Reaction Rules

of label o, (a (Bleps, Hleps)
TLY2aeesYE

— 5 (B2¢ps, H2q,
e (B2eps, H20ps))

Declared Strategies in a Strategy Maude module | BPMN models simulation, 7 and A; are exe-

cuted sequentially.

it a powerful tool for formal verification, simulation, and performance anal-
ysis. In this approach, the states of GTS (Guided Transition Systems) are
represented as algebraic terms, and transitions (CRR or GR rules) are ex-
pressed as rewriting rules. Given an initial state of the CPS, Maude applies
these rules to compute reachable states, allowing CPS execution and verifi-
cation.

However, the Maude Strategy Language is employed to manage the state
explosion problem caused by the increasing size of the state space in GTS.
The Maude system rewriting engine is a great asset in terms of execution
and analysis of the CA-BRS behavior. We note that Maude gives naturally
operational semantics to the behavioral dimension of the (CA-BRS) model,
due to its rewriting rules or strategies. The virtual dimension is defined
with its algebraic terms in the Maude module CABRS-VIRTUAL. On the
other hand, the static aspects of the CPS are encoded in the Maude mod-
ule CABRS-STATIC. These two modules define the necessary sorts (sub-
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sorts) and operations to construct the appropriate algebraic terms that
represent the configuration of the CPS. The rewriting rules within these
modules are defined to enable the evolution of agent states and the alter-
ation of the structural components of the CPS. In addition, the CRR rules
are encoded as strategy rules in the Maude strategy module called CABRS.
All specifics of this implementation approach will be provided in the next
chapter.

6.3.2 Activities Perspective

Previously, we defined the behavior of the CA — BRS model or the sys-
tem in question in terms of states and transitions between these states,
based on events that occur. An alternative way to model this behavior is
to consider it as a set of activities and processes that include decisions,
loops, and concurrent activities. This ”Activities perspective” approaches
the CA - BRS behavior with the BPMN language, as an industry standard
developed by the OMG consortium, easily understand by both technical
and non-technical stakeholders. Thus, CAcps are considered participants
in the different processes, and their behaviors are specified by the corre-
sponding workflows including possible activities and events during their
execution. Thus, the behavior of each control agent A; is defined by:

o A set Event(A;) which represents something that happens during the
behavior execution of an agent A;.

o A set Act(A;) representing tasks performed by an agent A; within a
process.

Table [6.3 illustrates the BPMN based semantics of the virtual and behav-
ioral dimensions of CPS. Its corresponding mapping rules translate the
main features of the CA-BRS virtual and behavioral dimensions to BPMN
ones. The obtained result forms standard models for business processes
with accepted semantics facilitating the interaction between a system engi-
neer and a system modeler.

The control part is divided into physical control part or cyber control part.
The physical and cyber parts represent respectively the physical and cy-
ber entities. There is also need to represent the different interactions be-
tween the above participants. So, interactions connecting the pools are rep-
resented with message flows.
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The interactions between activities (Act(A;) or Act(A;)), triggered by
events (Event(A;) or Event(A;)), represent the behavior of a participant
A; or Aj in a given pool.

The following Figure depicts a possible result of this transcription
from CA-BRS to BPMN diagram.This BPMN model illustrates the behav-
ior definition of C'Agpg during Scenario 1 execution. The control part of
this example is divided to physical control part: AgRW' and AgRW?, or
cyber control part. The physical and cyber parts represent respectively the
physical and cyber entities, as Doctor, PatientA and Conditions. There is
also need to represent the different interactions between the above partici-
pants. So, interactions connecting the pools are represented with message
flows. Interactions between activities (Act(A;) or Act(V})), triggered by
Events (Event(A;) or Event(V;)), represent the behavior of a participant
A; or Vj in a given pool.

Cateway!
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Figure 6.3: C' Acps Behavior in terms of BPMN: Scenario 1
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The given approach, translating CPS formal models to BPMN ones, serves
as a standardized bridge for the gap between the CPS formal specifica-
tion (CA-BRS model) and their implementation. Then, we apply succes-
sive CA-BRS to BPMN transformations in order to capture and analyze
run-time behavior of CPS based on its execution traces. An initial BPMN
model execution may reveal limits in the formal models, causing a return
to the modeling phase and revision of the models. Any functional incon-
sistency, due to a faulty design of the C'Agpg behavior model, such as the
presence of a deadlock situation, or an infinite loop or a situation of mul-
tiple terminations, may be detected when we execute the corresponding
BPMN model of the specified system.
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Table 6.3: Activities Perspective: BPMN based Semantics of C Acpg

| CA-BRS | Pool Types: Physical, Cyber, Control Physical Agent. Control Cyber Agent |

CApps = Apy UAg, Virtual Participants:

o Ap; ® Lanes of the Control Physical Agent Pool. Each Agent type Apy, has its own
lane Apy;

oA # Lanes of the Control Cyber Agent Pool. Each Agent type Agy; has its own lane
Ay

Veps = Ve U Vi Physical/Cyber Participants:

o Vyy ® Lanes of a given Physical Pool. At each physical entity Ny corresponds its
lane Npji

o Ve, ® Lanes of a given Cyber Pool. At each physical entity N¢; corresponds its lane
New

| Hostpy @ Apy —eVe | Connecting objects: between parnticipants of lane Apy, and those of lane Vi, |
| Hostey = Acy —eVer | Connecting objects: between participants of lane A¢, and those of lane Ve, |

C = (Beps, Heps) A given scenario of BPMN model
[Collaboration diagram)

A Trigger rule +; of a control agent A hosting in Ney, Flow/Connecting objects: Behavior of a process Agy in terms of Events:
Event EAW} and activities: Act{A gy ). Each trigger rule represents a sequence
flow ~;

A Trigger rule +; (belonging to TRepes ) of a control agent Apy; | Flow/Connecting objects: Behavior of a process Apy in terms of Events:

hosting in Npgy, Event{Apy;) and activities: Aet(Apy ). Each trigger rule represents a sequence
flow ~;

A Rearrangement rule (in GRepy) of label 5;, Connecting objets:

» 3 = [Ai, Al e Each rearrang rule rep a ge flow & b the two
participants A; and A;

o 3 = New(A;, Heps, Event(A;). Act(A;}). or 3; = | e F; permis 1o add (resp. destroy) a new virtual participant A; to (resp. from) the

Des(Ai, Heps, Event (A;), Act(A;) collaboration diagram, its hosted entity (physical or cyber) should be given, as

well as its events Event (A;) and activities: Act(4;) .

e 3 = Mig(Ai, Hepsi, H(_';-l_g,‘) # In this case. §; is used to change the hosting Hepy; (location) of a virtual

participant A; to another Heps;. Conserving its activities and events sets

| Controlled Reaction Rules of label o

BPMN models simulation, ; and A; are executed sequentially.

6.4 Security and Safety Properties Formal
Analysis

Securing a CPS is extremely challenging. Due to the interconnected dy-
namics of a CPS, a failure in one component can have cascading effects
across the entire system. Furthermore, a multi-pronged attack may exploit
the weaknesses of the separate components of the system. While the in-
dividual vulnerabilities may not pose a serious threat on their own, when
combined, they can have catastrophic consequences.Indeed, attacks on CPS
can target not only the cyber domain, but also the physical domain, or
even both. For example, if an attacker gains unauthorized access to a CPS
network and steals data, that would be considered a purely cyber-based at-
tack. However, if the attacker leverages that network access to take control
of a physical actuator, the attack becomes a cyber-physical one. In addi-
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tion to cyber-based and cyber-physical attacks, it is also possible for an
attacker to carry out purely physical attacks, such as the physical theft or
damage of CPS equipment.

In this thesis, we focus on formally expressing and analyzing the security
and safety of CPS. Our contribution is twofold:

1. We introduce an original approach to express these properties. Var-
ious studies in the literature [102] have independently examined the
security and safety of CPS. We note that the safety of CPS refers to
accidental risks originating from the CPS that could result in unac-
ceptable consequences (such as human losses, heavy material loss,
and nature damage). Contrariwise, its security is related to malicious
risks (physical or cyber).

Our contribution consists in the overlap between the CPS security
and safety properties. Thus, the promising results obtained ensure
the specification of more complex behaviors for this type of system,
considering three possible scenarios:

e Safety must be verified before security.
e Security must be guaranteed before safety.

e Safety and security can be considered jointly.

Examples of these various situations will be examined and explained
through case studies in the next chapter.

2. We develop a method for analyzing these properties using the GTS
computational model, proposing specific agents whose behaviors en-
sure these properties within a CPS. Obviously, safety and security
analysis remains an ill-defined field, devoid of formal theories, which
complicates the risk analysis for CPS. Therefore, the integration of
the GTS model with a multi-perspective analysis approach can of-
fer valuable insights to analyze the adaptive behavior of CPS, taking
into account these concerns.

Based on our review of the state of the art (Chapter |3) and the established
categorization of attacks on CPS layers, our focus here is on the communi-
cation layer (ACL rules) and the information layer. Specifically, Confiden-
tiality, Availability, and Integrity are considered, as they were defined by

the CIA triad [103]:
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e Confidentiality refers to the protection of data from unauthorized
third parties.

e Availability refers to the data being accessible by authorized parties
whenever needed.

e Integrity refers to the data being complete and uncorrupted.

However, one CPS attack may target one or more principles at the same
time.

The advantage of our CA-BRS and GTS based framework is that all se-
curity and safety properties can be considered similarly. This framework
takes into account the interaction between cyber and physical components
to define C'Acps model that control the cyber and the physical entities
and their interactions too. Indeed, the adaptive behavior of CPS address-
ing both safety and security properties, can be naturally specified using the
state space definition of the CA-BRS model. This behavior is influenced by
agents’ observations. Consequently, we include specific agents in the set of
control agents C'Acps to manage the safety and security aspects of all CPS
components (virtual or physical).

AGsecurity and Agsafety, are examples of such agents, which can be instan-
tiated multiple times. These agents can exist in the states, for instance,
Stops(Asecurity) = {secure, unsecure} and Stops(Asafety) = {safe,unsafe},
respectively. They enhance the CA-BRS model of the CPS by providing
additional virtual services.

The GTS is used to specify the CPS secure behavior by encoding specific
computations into CRR rules or GR rules. Its corresponding execution
trace represents the CPS behavior in which multiple independent processes
(cyber entities) or physical components run simultaneously and interact
with each other, requiring synchronization and control. It is worth not-

ing that this path on the given GTS is unique, since the observation of the
agents (Trigger Rules ~;) according to their hosting, guides the rewriting of
the CA-BRS configurations.

The execution traces generated by CRR rules are used to compute an adap-
tation strategy valid for a specific number of subsequent topological config-
urations of the CPS state space. Such a strategy forbids the execution of
actions (;) that lead to the violation of a security requirement, or alterna-
tively perhaps enforces specific actions in order to mitigate it.
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In the next chapter, we will demonstrate how the GTS model can evolve
by executing controlled reaction rules (CRR) to define the dynamics of
CPS case studies. We will explore concrete scenarios that highlight the
significant correlations between security and safety and illustrate how to
implement these in practice.

6.5 Conclusion

The main goal of this chapter was to formally describe and analyze secu-
rity and safety of the high-level behaviors of CPS. The BRS extension with
control agent entities allows to understand and model safe and secure CPS,
while addressing three essential factors, namely the structure change (the
arrival or departure of a physical or cyber entity in the CPS), the agent
evolution (transition from one state to another), and finally, how does the
first change affect the second one and vice versa.

In this context, we mitigate the computational complexity of the CPS
model by associating specific types of agents that manage the security and
safety aspects of CPS entities. The evolution of these agents’ states forms
their observations, which will guide the trace execution in the GTS.

In the next chapter we will focus on the implementation aspects of CA-
BRS and its GTS execution model, we encode the semantic interpretation
of CAcps in the Maude and BPMN languages through real case studies.



Chapter 7

Case Studies and
Implementation

7.1 Introduction

As CPS increasingly permeate every aspect of modern systems, it is im-
portant to define, in addition to the theoretical foundations for modeling
and analyzing them, practical techniques for executing their models and
adapting them. This chapter outlines some directions towards the objective
presented. The previous chapters introduced the CA-BRS theoretical foun-
dation, which modeled CPS at different levels of abstraction and focused
on their adaptation and analysis. This foundation is then implemented us-
ing the Maude language, with a focus on formal analysis techniques around
this language. From a technical point of view, greater decentralization is
needed to account for the inherently distributed nature of these systems.
Runtime models help accommodate continuous and intelligent changes in
CPS environments. Furthermore, it is important to recognize that open-
ness brings threats, so CPS also requiress adaptive methods to protect
themselves. Finally, the proposal of two application examples is essen-

tial, not only to evaluate the proposed approach but also to demonstrate
the careful balance that should exist between the theoretical and practical
knowledge of the physical, cybernetic, and safety aspects of CPS.

In the first case study, we illustrate our approach through a Medical CPS.
We focus on two important issues: the multiaspect modeling of all the CPS
constituents with the CA-BRS formalism and the execution of GTS to con-
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trol CPS intelligent behavior.

The second case study concerns the application of CA-BRS model to spec-
ify the routing problem in communication networks. Specifically, we are
interested in modeling the the Access Control L(ACL),ACL), which is an
important technique in ensuring network-wide connectivity and security. In
fact, with the emergence of new technologies like cloud computing and fog
computing, wide area networks (WANSs) are constantly evolving in terms of
size and complexity. As a result, the access control list (ACL) rules govern-
ing these networks are becoming increasingly complex. Thus, integrating
formal methods into ACL design enhances security, reliability, and compli-
ance by rigorously analyzing access control policies and preventing miscon-
figurations or vulnerabilities at the CPS network layer.

Despite the formal nature of our proposed model (CA-BRS) and its com-
putational model (GTS), the experiments show promising results in which
these models can be used effectively to deal with the security analysis to
real-world CPS with known security vulnerabilities and threats.

7.2 Case Study 01: SSM-CPS

The healthcare industry has gone through various transformations, i.e.,
from Healthcare 1.0 to 4.0. The later one (Healthcare 4.0) keeps the pa-
tient’s record in the centralized Electronic Health Record (EHR) system

to monitor the patients’ health records and delivers the uninterrupted ser-
vices to them in real-time [104]. Patients’ health can be monitored through
wearable devices (WDs) and implantable medical devices (MDs). WDs are
equipped with various healthcare sensors to measure blood pressure, heart
rate, temperature, and glucose level of the patients remotely [104]. It helps
to understand the patients’ behavior. Thus, CPS may be considered an en-
abling key technology of Healthcare 4.0.

In this example, we emphasize the importance of security and privacy in
the case of Medical CPS (M-CPS). SSM-CPS (for Secure Smart Medical
Cyber Physical System), refers to safety-critical interconnected system
that analyzes all the information gathered from medical devices, infers

the patient’s health condition, and starts treatments issuing information

to doctors or directly to medical actuators. A proposed SSM-CPS architec-
ture (see Figure consists of three parts: cyber part, physical part, and
cyber-physical interaction components. These three parts may closely be
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connected via internet including wireless connection types. Patient may be
located in home or in health-center (Hospital). When the health parame-
ter value reaches their critical bound, then through actuators the patients
are treated inevitably, according to the degree of danger, ambulances and
responders (drone in this case) will intervene appropriately, hence response
time is instant.

Figure gives the architecture of our SSM-CPS example. It models an
intelligent hospital managment system which is expected to change the way
of how people interact with the physical world and use healthcare applica-
tions such as monitoring and decision support systems.

The architecture is divided into three parts based on the usage of health-
care applications. These three parts may closely be connected via internet
including wireless connection types. The first part in the architecture is
the communication part, then the computation (Cyber) part, and the final
part for the proposed CPS healthcare architecture is the resource manage-
ment (Physical) part.

The SSM-CPS constituents are distributed over three layers: Cloud, Fog
and Edge as indicated in Figure [7.1]

e In the Edge Layer is located the user’s (patient) devices and the ac-
tuators (like responders and ambulance).

e In the Fog Layer (Health center) resides the most cyber functionali-
ties of the SSM-CPS, as well as the received monitoring data, which
will be sent to the cloud for further analysis.

e Finally, in the Cloud Layer, the collected information will pass by
the following possible actions: Archiving, Business intelligence, Data
mining, etc.

In our case study, SSM-CPS of Figure [7.1] continuously monitors the pa-
tient’s health parameters such as blood glucose level, blood pressure level,
body temperature level, and heart beat rate. Patient may be located in
home or in health center (Hospital).When the health parameter value reaches
their critical bound, then through actuators the patients are treated in-
evitably, according to the degree of danger, ambulances and responders
(drone in this case) will intervene appropriately, hence response time is in-
stant.
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SSM-CS benefits the patients, doctors, and clinical assistants in reducing
the over head of assisting all the patients during the inconvenience pe-
riod. However, we can notice that this SSM-CPS example has a complex
architecture, it integrates information technologies, real-time control sub-
systems, physical components and human operators to influence physical
processes by means of cooperative and (semi) automated control functions.
Thus, a proper investigation is needed on the CPS security issues to make
sure that systems are working safe. The migration towards digital control
systems creates new security threats that can endanger the safety.

7.2.1 Illustrative Scenarios

To investigate the issue of security and safety for SSM-CPS, we apply the
proposed CA-BRS model. We consider the following scenarios (see Ta-

ble [7.1]) which tackle the challenge of modeling distributed and adaptative
behaviors of this SSM-CPS to ensure these two properties (security and
safety).

We distinguish in this example, some situations involved in guarantying
safety or security of individual entities separately (situations from 1 to

9) from those where the alternation between safety and security rules is
essential, as in the other more complex situations 10, 11, 12 and 13, be-
ing convinced that safety and security should be examined and treated
jointly. According to the ISO 31004 standard [102, [105], in this example,
Safety refers to accidental risks arising from the system that may lead to
unacceptable consequences, such as human casualties, significant material
damage, or environmental harm. Security, on the other hand, pertains to
malicious risks, specifically attacks. These attacks can be carried out ei-
ther physically, through direct access to the SSM-CPS, or via cyber means,
through local or remote system access.

Specifically, in this case study we consider the following running scenario
examples summarized in Table [7.I] where the data transfer requires some
sorts of authentication and encryption which can be easily done by VPN.
The following section shows our solution feasibility for modeling this SSM-
CPS example based on C'A — BRS model; we describe first its architectural
part, then we identify some control agents to monitor its cyber and phys-
ical entities. The main objective here is to show how this provided formal
model will consider, in addition to the heterogeneity of the CPS compo-
nents, their dispersion, their connected dynamics, their self-adaptive and
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secure property.

7.2.2 SSM-CPS Formal Modeling with CA-BRS

We show in Figure how to represent a simple model of SSM-CPS in
order to motivate the need for bigraph-based semantics for cyber (Vi) and
physical (V) entities. Its corresponding Bepg is defined to model not only
the location of CPS components, with the Prntcspg function, but also their
connectivity thanks to the function linkcpgs (see Figure . We note that
for simplifying the figure, we do not consider all SSMCPS constituents.
Physical/cyber SSM-CPS Constituents:

In our case, we decouple the physical entities of CPS, e.g. RESPONDERS,
Doctor’s PC, Nurse’s PDA, etc. to cyber elements, e.g. Archiving, Data
mining, etc. Links between the two element types allow us to track re-
lationships between entities to represent, for instance, a relationship be-
tween the Ambulancel and FOGNODE on the one hand, and the Medicine
dronel on the other hand (link2).

e Thus, for this example, Vp;, and Ve, are defined in Table [7.2] Also,
the kinds of nodes and their number of ports (arity) constituting the
signature Kcpg of Beopg are depicted in Table [7.2]

e The link graph of our example may contain hyper-edges Linkl. Link2,
Link3 representing ports connection of various nodes or regions.

e Regions HEALTH CENTER, HOME, CLOUD and holes 0, 1, 2, 3
enable composition of placing graphs, i.e. a hole 0 can be replaced by
a region of another bigraph using the composition operator.

SSM-CPS Control Agents:
Subsequently, we define the C'Agps set of CA-BRS model refering to a

set of intelligent agents allowing to control the above structural entities
of SSM-CPS.

e Each type of entity (physical or cyber) may host a distinctive type
of control agents; Apj, to manage nodes of Vp;, and A¢, for nodes of
Vey. So, we define hierarchically CAcps = App, U Agy, such that,

App, = {Agact, Agsen, AGags, Agnets Agrv, Agr, Agam }, and
AC’y = {AgSer}-
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e We note also that these types of agents may have several instances
according to the considered system behavior, and thus each instance
can be in various states defined by Stcps(A;) as shown by Table [7.3]

e As indicated by Figure the control agent Aga. may have two
instances (Agams and Agp,,) to observe and manage respectively the
physical (actuator) entities: Ambulance and Drone on which these
agent instances host.

This CA-BRS configuration (an example is in Figure deals with struc-
tural and virtual aspects of the corresponding SSM-CPS, consisting of
physical or cyber entities in which agents of CA-BRS are hosting; it con-
stitutes a possible state of the CPS complex behavior, that we will explain
in more details in the following subsection.

7.2.3 Analyzing Security Properties with GTS

The SSM-CPS dynamic behaviors, involve close-interactions between the
two CA-BRS dimensions -Structural and Virtual- which have been pre-
viously explained. Thus, we explain how this continuously running SSM-
CPS, interacts with the environment and humans, in ways that can be
fully anticipated at design time, and how it may assure and improve the
safety and security properties of these CPS components.

SSM-CPS Dynamic Behavior:

Generally, to describe the potential behavior of the SSM-CPS, we refer to
the GTS definition which consists of states (or configurations) and transi-
tions between states. Transitions in this case coincide mathematically with
a set of CRR rules as well as a set of GR rules,

e Configuration (or state) of the CPS considered example (as depicted
in Figure , defines the structural part of the CPS combined with
the current hosting function (Hcpg) applied to each agent instance.
For instance,

Heps(Agamp) = Ambulancel, knowing that Agap, is of type Agae
(belonging to Apy) and Ambulancel € Hostops(Agams),

Similarly, Hops(Agar.) = Archiving, Hops(Agpro) = Drone2, etc.

The CA-BRS¢pg states can also be specified algebraically, the given
configuration of this example is shown in Figure
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Knowing that S, = 1..10 are possible state values of the correspond-
ing agent instances. In conclusion, Figure illustrates examples of
possible configurations of SSM-CPS behavior, such as C'1, C'2, etc.,
resulting from its evolution.

e In the following, we define and explain two CRR rules presented in
Figure [7.5] specifying dynamic and adaptive behavior of the SSM-
CPS example regarding, respectively, Situation 1 and Situation 6 of
its scenario (indicated in Table [7.1)). These rules serve to conceive
the corresponding G'TS states space to specify dynamic and adap-
tive behavior of safe and secure SSM-CPS. It is worth noting that
traditional transition systems are insufficient to represent and rea-
son about the interactions and dependencies between concurrently
executing CPS components. GTS is proposed to prevent SSM-CPS
behaviors based on the parallel composition between the observations
of the agents (7;) and based on the partition of the physical structure
where each agent operates in its own region (using rules \; and ;.

SSM-CPS Properties Analysis:

In general, the behavior of SSM-CPS dealing with security and safety prop-
erties may be naturally specified by CA-BRS, we just enrich the C'A¢pg

set by supplementary appropriate agent types: Agsecurity and Agsqfety, that
will control the security and the safety of any entity (virtual or physical)

of the considered system. These agents may be respectively in the states
Stops(Asecurity) = {secure, unsecure} and Stops(Agsafety) = {safe,unsafe}.
They enhance the CA-BRS modeling of the given system by providing it
with other virtual services.

1. The first CRR rule (related to Scenario 1 in Table specifies the
concurrent behavior of SSM-CPS dealing with the security of the pa-
tient Smart Watch. It captures the interactions and dependencies
between involved rewriting rules (v;,4 = 1 to 3 and Aj,j = 1 to 4) and
provides a clear picture of how these rules are executed concurrently.
In addition, possible GR rules (f; in this case) are proposed to define
agents mobility in order to rearrange their execution.

2. In a similar way, we define the second CRR rule defining GTS evolu-
tion of the SSM-CPS while executing Situation 6 (see Table deal-
ing with the security of the Medicine Drone and safety of the smart



Case Studies and Implementation 119

watch. In addition, with these promising results guaranteeing the se-
curity and safety of certain entities of the SSM-CPS, we can specify

more complex behavior of this type of system, while considering the

security and the safety properties jointly.

3. In some cases, safety must be verified before security (Situation 10 in
Table [7.1)), in other cases security must be guaranteed before safety
(Situation 12) and in a third case study, the two properties can be
considered jointly (Situation 11). We explain in Figure some rewrit-
ing rules (v;, A;, and f) that allow the adaptive and secure behavior
modeling of SSM-CPS in Situation 10. In Figure[7.8, we conceptu-
alize the corresponding execution trace of the GTS computational
model, associated with our formalism (CA-BRS), identifying two
types of rules (CRR and GR) to deal with the state evolution of the
SSM-CPS example considered in Situation 10. In this rewriting sys-
tem, complex structures are built from simple following specific rules.
These structures can represent different shapes, patterns, or compo-
nents, and they can interact with neighboring structures based on
predefined rewriting rules.

It is worth to note that this path on the given G'TS is unique, since
the observation of the agents (Trigger Rules ~;) according to their
hosting (H;cps), guides the rewriting of the CA-BRS states.

Similar CRR definition may be given to formalize the other security prop-
erties of the SSM-CPS example. We note that modeling the behavior of
SSM-CPS as GTS allows for performance analysis, such as deadlock de-
tection, workload balancing, and response time estimation. These analyses
can be crucial to ensure that the SSM-CPS runs efficiently and meets its
design goals. we will show in Section and through the Maude system,
the implementation of these execution traces and the analysis of certain
relevant properties.

7.3 Case Study 02: 14.0-CPS

We conduct case studies representing diverse CPS applications to demon-
strate the effectiveness of the proposed formal models (CA-BRS and GTS)
in identifying and mitigating security risks constitutes the main objective
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of this chapter. In pursuit of this objective, we focus on the use of our for-
malism to analyze the security of the network dimension in any CPS and
specifically in Industry 4.0.

The rapid advancement of technology has propelled the modern industry
into the transformative era of CPS-based Industry 4.0. This evolving dig-
ital landscape, defined by constant connectivity, also brings inherent risks
of cyber-attacks and unauthorized access. In this section, we present a case
study (I4.0-CPS) that illustrates the continuous control of the execution
of actions in the industrial environment by exploiting the ACL rules and
the proposed CA-BRS formalism. We present a fine-grained formal usage
control model that meets security and confidentiality needs. We develop
formal models and design practices, implemented as Maude modules, that
can adapt to various requirements and specifications for routing problems
within 14.0-CPS.

Indeed, as CPS-based Industry 4.0 is becoming integrated, a malicious user
can have tremendous opportunities to infiltrate networks, steal sensitive
information, inject cleverly crafted false data into measurements, or over-
whelm networks with fake packets. Such malicious activities can prevent
legitimate requests or even mislead the control center to make erroneous
decisions. This case study addresses the specification of an Access Control
List (ACL) that will be used in a WAN routing problem in the context of
Industry 4.0 applications. ACL acts as a set of rules designed to regulate
network traffic and mitigate network attacks.

7.3.1 Scenario Example

In general, ACLs proposed by (cisco [106]) and incorporated into the in-
ternet according to [L07], are used to filter traffic based on the set of rules
defined for the incoming or outgoing of the network. They use both source
and destination IP addresses. Thus, we can mention which IP traffic should
be allowed or denied upon some characteristics (source, destination, proto-
col). The following rule examples indicate which action will be taken if a
packet has the indicated source and destination using a given protocol.

1. Deny 192.168.60.0 192.168.61.1 : to state that packet going from the
network “192.168.60.0” (we consider that this IP address belong to
a network) to the machine “192.168.61.1” (we consider that this IP
address belong to a machine) should be blocked.
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2. permit 192.168.60.3 192.168.61.2 80: to state that HTTP traffic (uses
port n° 80) going from the machine “192.168.60.3” (w.c.t.t.i.a.b.t.m)
to the machine “192.168.61.2” (w.c.t.t.i.a.b.t.m) should be allowed.

In the generic example depicted in Figure [7.9] an ACL network is used

to ensure network-wide connectivity and security. However, as the net-
works involved in modern CPS are constantly evolving in size and com-
plexity, ACL rules are becoming increasingly complex. This poses a signif-
icant challenge to the update process of ACL configurations within routing
protocols. We utilize CA-BRS formalism for modeling the network ACL
spaces as well as its dynamic and adaptive change. Formal reasoning facili-
ties are implemented adopting Maude-based modules.

Obviously, routing is achieved by performing the control actions first and
then the routing action. While our model is flexible and expressive, we
chose to cut some corners to simplify the example, to focus on the ex-
plained matter, to abstract some network concepts, and to show only how
CA-BRS can model the control mechanism.

R1 ACLs: 1. permit A ALL E
2. permit B A
3. permit 1 2
4. deny z A, B
5. deny 1 x

¢ Routing Exception: permit 1 E

R2 ACLs: 1. permit C E
2. permit E C
3. deny E A, B
4. permit A, B E

7.3.2 14.0-CPS Topology Definition with CA-BRS

In Figure [7.10] we propose the CA-BRS model to specify the network topol-
ogy of our running example. We first note that this network model is rep-
resented by a region that can be inserted (composed) into any other large
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region for modeling a complete CPS. In addition, both structural and vir-
tual aspects are supported by this model.

Nodes of CA-BRS represent Routers, Sub-nets, etc. Edges allow to join
these nodes for establishing possible traffics in the network.

The Control Agents in the CA-BRS are designed to control and manage
the routing in this network.

7.3.3 Formal Modeling Secure aware Routing

This section outlines the formal modeling approach for secure-aware rout-
ing, ensuring that routing decisions consider security constraints. It would
be helpful to clarify the specific modeling rules: CRR and GR, used to run
this dynamic routing process. Table explains concretely these exam-
ples of ACL rules. A set of the involved CA-BRS configurations (states) is

depicted in Figures [7.11], [7.12] [7.13]

7.4 Maude based Implementation of CA-
BRS

This section provides technical details about the encoding of our BRS ex-
tension in Maude. In fact, we note that some tools and software environ-
ments exist in the literature, designed to manipulate BRS in a practical
way. We can cite:

e BPL Tool [108],

BigRed [109],

Dbtk [110],

BigMC [111] and

BigraphER [112].

Each of them represents a possible BRS implementation for a specific pur-
pose. For instance, BPLTool, BigRed and Dbtk are dedicated to manipu-
late, simulate and visualize ordinary BRS, unlike BigMC and BigraphER
which are intended for the model-checking based analysis and verification
of the systems in question.
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Existing tools do not support naturally the extension of BRS that we are
developing (CA-BRS). We have tried to exploit the BigraphER tool in a
previous contribution; although the expression of the model was simpli-
fied by considering the agents as ordinary nodes, its execution led to a very
large or even unreadable states space, as depicted in Figure
Consequently, we propose a CA-BRS framework based on some Maude
modules to execute and formal analyze the proposed CPS specifications.
We opt for the transcription of our extended bigraphical model to Maude
for the following reasons:

e Both Maude and BRS formalisms are defined on the basis of math-
ematical categories, the formal interpretation of this transcription
could be quite natural and may have an important contribution to
the execution of bigraphical models,

e The agent virtual entity added to BRS is better specified in terms of
state and change of states in Maude, So far, no existing tool around
BRS may support explicitly the behavior aspect of BRS entities (nodes),
especially the sorting function and the Agent nodes,

e Maude’s strategies can be exploited to direct the rewriting of rules in
the conditional evolution of the states of a CPS specified with GT'S,

e Maude system incorporates some analysis tools as the Church-Rosser
checker (CRC), the inductive theorem prover (ITP), the LTL model-
checker, the model checker invariants.

Figure provides a comprehensive overview of the Maude modules uti-
lized to encode the CA-BRS model. As illustrated, the static, virtual, and
behavioral aspects of the CA-BRS model are defined independently through
a collection of Maude modules: BIGRAPH, BRS, CONTROLAGENT,
CABRS. These modules contain declarations for specific sorts, operators,
and rewrite rules. In the subsequent sections, we will delve into a detailed
description of each of these CA-BRS aspects.

7.4.1 Maude code for Static and Virtual Structures

Our implementation of CA-BRS consists of two fundamentals steps. First,
we define suitable rewriting logic algebraic terms that specify CA-BRS
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elements (Cyber, Physical, and Virtual) using two distinctive modules,
CABRS-STATIC and CABRS-VIRTUAL. Then we implement CA-
BRS rules (observations, Actions, Trigers) using Maude rewriting rules
via the module CABRS-BEHAYV. To encode the nesting structure of bi-
graphs nodes and sites using Maude terms; we use their identifiers i.e., each
identifier of a node or a site is concatenated with identifiers of its parents.
More precisely, the following rules (in Figure expressed in Backus-
Naur form (BNF) describe the adopted syntax for CA-BRS.

The Maude code in Figure and Figure describes the fundamental
physical and cyber entities within the CPS, specified with the CA-BRS
syntax part, as soon as its virtual part. This CPS model forms the key
concepts upon which its dynamic behaviors are contextualized and man-
aged.

To return to our CPS example (SSM-CPS) in Section [7.2] we develop the
module depicted in Figure to associate formal semantics based on
rewriting logic to each constituent (cyber, physical, or virtual).

The SSM-CPS module in Figure [7.19 shows how to use the proposed Maude
implementation of CA-BRS to specify the static part of the SSM-CPS ex-
ample. At first, the CABRS-STATIC module defining the reusable struc-
ture of CA-BRS components is imported; then, specific constructor opera-
tions introduce the elements of the SSM-CPS. The unique equation of the
SSM-CPS module brings together all constructor terms to form the global
SSM-CPS structure as an algebraic term. Our approach is well suited for
intelligent distributed systems, formed of components involving computa-
tion and communication. In the following, we illustrate its potentialities
through the formal specification of the relevant security property.

7.4.2 Dynamic Behavior Support in Maude

The behavioral specification of our case study is done using the CA-BRS
Control Reaction Rules (CRR) set. We show the transcription of these
possible secure and intelligent behaviors in terms of Maude rewriting rules
and strategies. The Maude module SSM-CPS of Figure [7.19| may include
also rewrite rules that implement BRS reaction rules, observations and of

GTS.
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7.5 Conclusion

Cyber-physical systems are an extension of traditional software systems to
the physical world, which are different from the construction and composi-
tion of traditional software systems. The integration of information space
and physical space makes the evolution of such systems more complex.
The proposed CA-BRS model was implemented on the basis of Maude lan-
gage in order to test and show that it can contribute to the construction of
safe and secure medical CPS, as soon as other complex CPS.

A natural consequence of this encoding approach consists of providing

an executable computation model and a formal analysis of some inherent
properties. We choose to use the Maude rewriting enginer to execute and
prototype the considered examples of CPS.

The operational semantics of the proposed CA-BRS and GTS models is
defined in terms of transition systems and implemented using rewriting
logic. Rewrite rules and strategies have been used to naturally represent
conditional reaction rules (CRR) of CA-BRS.
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Figure 7.1: SSM-CPS Architecture
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Table 7.1: SSM-CPS Secure and Safe Behavior Example

Possible Situations in SSM-CPS
Behavior

Description

1: security

A smart watch takes health measurements for a diabetic
patient, so his smartphone may notify the action type to be
taken: insulin, food, emergency, etc.

2:security

A pacemaker connected to the phone helps determining the
remaining life of the battery or any condition occurring to
the patient enabling a real time response.

3:security

A smart artificial limb also connected to the smart phone
serves to automatically adapt the patient move to the various
environment changes.

4:security

The home access is protected by a smart gate requiring an
access card.

5:safety

In the internal unit the machine auto injects drugs if the dose
is considered as safe, if not the approval of the doctor is
needed.

6:security

The drone facilitates the delivery of needed medicine in the
case of a fast emergency.

7:safety

The ambulance is in standby waiting for any call, reporting
the data to the health center in any time.

8:safety

The doctor receives the information about his patient
through his computer and can then give the nurses
corresponding orders.

9:safety

The nurses use their Personal Digital Assistant (PDA) to
know their patient’s status and acts according to the
recommendations of the doctors.

10: safety

In a life-threatening circumstance the gate should allow
nurses enter the building to execute their work, so in this
case safety of the patient (The smart watch indicates “bad”
as notification) is ensuring before security property, guarded
by the smart door.

11: security + safety

All data transfers are protected by the hospital VPN (the
company), so no needs to check data integrity (low
tempering probability) safety is complementary with
security here.

12: security

All data sources must be authenticated by the company, so
in this case security is preferred over safety.

13:+ security + safety

In case of VPN unavailability or (HTTPS) we can regress to
less secure solution or (HTTP) to ensure safety
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Figure 7.4: An Example of The CA-BRS¢cps States Algebraic Specification
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Table 7.2: Physical and Cyber components of SSM-CPS: Structural Part

M-CPS Structural Elements ‘ Controls = Kgpg ‘ Arity ‘ Sorts = Ocps

| |
| Physical Entities ‘ Ambulancel ‘ 1 ‘ Act I
| - ‘ Ambulance2 ‘ 1 ‘ Act I
| s | Dronel | 1| Act |
| - ‘ Drone2 ‘ 1 ‘ Act [
| - ‘ Doctor PC ‘ 1 ‘ Sen [
| . | Smartwatch | 1 | Sen |
| . | Monitoring camera | 1 | Sen |
| - ‘ Smart limb support ‘ 1 ‘ A&S l
| . | Pacemaker | 1 | A&S |
| - ‘ Smart gate ‘ 1 ‘ A&S [
| - ‘ Life support machine ‘ 1 ‘ A&S [
| . | NursePDA | 1 | A&S |
| - ‘ Fog Node ‘ 3 ‘ Net l
| Cyber entities ‘ Archiving ‘ 1 ‘ Ser I
| « | Businessintelligence | 1 | Ser |
| - | Data mining | 1| Ser |
| Physical Entities ‘ Internal Unit ‘ 0 ‘ [V} \
| s | Responders | o | R |
| g | Ambulance | 0 | A |
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Table 7.3: Possible Agents controlling SSM-CPS entities: Virtual Part

| Agent Types | Agent Instances |

Possible Attributes for Stops

| Hostops
Agace Agamb { Active, Sending} { Ambulancel, Ambulance2}
Adnra { Active, KnowingLoc, SafeMedicine, Emergency} { Dronel, Drone2}
Agsen Agpe { Receiving, Sending} { Doctor PC'}
Agsw {Warning, Sending, Receiving} {Smartwatch}
Agure {Sending} { Monitoringcamera}
Agags Agsp {ChangingEnv, Adapting, Sending} {Smartlimbsupport}
Agpar {StatueBattery, Sending} {Pacemaker}
Agee { Authorized Ac, Emergency, Closed} {Smartgate}
Agrar {Injecting, Statue, Dose} {Li fesupportmachine}
Agppa { Heceiving, Emergency, Working } {NursePDA}
Agnet Agrn | {Connected} | {FagNode} |
Agsger Agare { Dvisabled} {Archiving}
Agpr { Analytics, Consulting, Implementation} { Businessintelligence}
Agpas { Monitoring, Analysis}

{ Datamining}
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A Des| Agg s
Where: €3 = (B1, H2)

Aggecarity, Sartwatch):

Scenario A smart watch takes health measurements for a diabetic The drone facilitates the delivery of needed medicine in the case of a
Description | patient, so his smartphone may notify the action type to be | fast emergency
taken: insulin, food, emergency, etc,
Agoccurity | Smartwatch Dronel
hosting
Agoatety - Smartwatch
| hosting
CRRrule | €1 ——— 2 T o oo " 08
Where: €1 = (B1, H1), 02 = (B2, H1) Where: €1 = (B'1, '), C'2 = (B'2, H'1), C*3 = (B3, H'1)
Rules ~; AN L i)
Smartwateh { Agsw & (nowarning, nosending, noreceiving ) | Smartwateh | Agsw & (nowarning, nosending, noreceiving )}
—
Smartwatch{ Agsw & warning, sending, noreceiving) } Smartwatch{ Agsw d{warning, sending, receiving) }
gr ¥ A
Doctor PO{ Agpodeinosending, noreceiving) } MedicineDrone] Ague curmip&(unsecure] }
— —
Doctor PO{ Agpodesending, recetving] ) Medicine Drone { Agae cyrisgde(secure] }
g Yrg i
Smartuateh] Agzy &(warning, sending, noveceiming ) } Medicine Drone Agpeodalinactineg, bnown, unsa fe, emergeney) b
<5 —
Smartwateh]{ Agay-de(warning, sending, receiving) b Medicine Drone{ Agppodelactive, known, unsefe, emergency) b
Rules ; i Bl B, Ay 1= B,
create a link3 between Smartwatch and FogNode create a link2 between MedicineDrone and FogNode
Ap Bl B2, Azt BI11 — B2,
create a link3 between FogNode and DoctorPC create a link3 between FogMNode and Smartchwatch
Az B2 — B22, Ay B2 — B3,
destroy a link3 between FogNode and DoctorPC Destroy a link2 between between MedicineDrone and FogNode
A1 B22 — Bl
destroy a link3 between Smartwatch and FogMode
a B
Rules 5, P g o o,

A New(Agss. Agza fety. Smartwateh )

Where: "4 = ('3, H'2)

Figure 7.5: CRR rules Defining SSM-CPS Secure Behavior



Case Studies and Implementation 132

Root2:HOME  _ _ _ RoatL:HEALTH-CENTER  _ _ Rgot0:CLOUD Roat2:HOM _ _ _ Rootl:HEALTH-CENTER _ _ _
| “smutusr | RESPONDERS AMBULANCE roguoge | ¥ H oo | (RESPONDERS AMBULANCE oo, Fo0t0CHOUP
" had i ‘ |i ] Ly ! i @ [ meaicine ‘ii | Iy
I\ Agsecuri™ (18,5 . . Pt i | ﬂmnf# . J Ly
| | ! :
|INIERNJ\LU IT DostersPC_jinks 1! | Apsecur] Tinkz (*O 0
:‘ | | '!| 7~ .‘L: ! ' ! actss /| INTERNAL UNIT '
| '
! e ) X é é '\é é ) & 8
1 c'1
Root2:HOME RoatL:HEALTH-CENTER Root0:CLOUD Root2:HOME Root1:HEALTH-CENTER - Root0:CLOUD
P St i RESPUNI:IEBS AMBULANCE roguons’ 00t0:CLOUL ¢ Smart watch /RESPONDERS ?MBULM{CE e

Medicine
dronel

6 e &

1 IT Doctor's PC linkz
/ W /&

c2 i o2

H t2:HOME .~ — -Rootl:HEALTH-CENTER _ _ _ n
ROSLZHOME Rou:LHEA].TH—r.ENtER_ -~ . Root0:CLOUD Root2HOME A Rootd:CLOUD

Medicine |

i i

c3

R |

Figure 7.6: Possible Configurations C;(i=1 to 6) involved in the GTS ex-
ample
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Ageecurity Smartgate

hosting

Al afoty Smartwatch

hosting

Trigger 41t

Rules -; Smartwatch{ Agaw &warning, sending, noreceiving) }

— Smartwatch]{ Aggw &(bad, sending, receiving) }
Yzl
NursePDA{ Agpp ade(noreceiving, novmal, working) }
— Nurse PDA{ Agpp ade(receiving, emergency, working) }
i
Dactor PC{ Ag pe&(noreceiving, nosending) }
— Doctor PC{ Agpa&ireceiving, sending) }
V4
Ambdancel{Ag g de(inactive, nosending ) }
+ Ambulance1{ Aga,nde(active, sending)}
i
SmartGate] Agg e d(noauthorized Ac, Emergency, Closed) }

— SmartGGate] Agse&{noauthorizedAc, Emergency, unclosed)}

Action A1 Bl — B12, create a link3 between FogNode and Smartwatch
Rules }; Aa o B12 — B13, create a link3 between FogNode and DoctorPC
Azt B13 — B2, create a link3 between FogNode and NursePDA
Ayt B2 — B21, create a node Ambulancel

Ag 0 B21 — B3, create a link2 between Ambulancel and FogMode
Ag 0 B3 — B4, create a link3 between SmarteGate and FogMNode

Rearrangement | &, : New({Agace, Agpe, (Receiving, noending), Doctor PO
Rules & Bz 2 New(Agact, Agppa, (noreceiving, Normal, working), Nurse PDNA)
Ba 1 Mig{Agapmpdelinactive, Sending), Ambulance2, Ambulancel)

Bt I_AQ‘S}:M._V: ‘495e'.r'.u.rtf.y]:r

Figure 7.7: CRR rule Defining SSM-CPS in Situation 10
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Figure 7.8: GTS Execution Trace
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SERVER 2
__SERVER 2
APP 2—

Figure 7.9: A Network Generic Architecture

o ————

Figure 7.10: CA-BRS Example for 14.0-CPS modeling
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Table 7.4: Example of CRR and GR Rules

Routing Exception

Rule 5 (R1)

Description

This is an example showing the
routing mechanism of a packet
in our model, while causing the
execution according R1 ACL
and the (4) R2 ACL.

Discarding the Packet coming
from the app 1 and going to
machine x.

CRR

Observations

* y1:PI(1,E,R1) -
P1(1, E, R2)

* y2:P1(1,E,R2) -
P1(1, E, Delivered)

Actions

* Al: create e2 between

app 1 and R1

*  A2: destroy e2 between
app 1 and R1

*  A3: create e2 between
R1and C

+  Ad: destroy e2 between
Rl and C

*  A5: create e2 between C
and R2

+  AG: destroy e2 between
CandR2

* A7:create e2 between
R2 and E

*  A8: destroy e2 between
R2 and E

* Al’: create e2 between
app 1 and R1

*  A2’: destroy e2 between
app 1 and R1

Rearrangement Rules

+ G 1:create(P1, 1,
R=R1)[Ag_D_R_b]

*  /[A2:mig(P1, 1, R1)
[Ag_Permit_R1]

«  /A3:mig(P1,R1,C)
[Ag_Routing R1]

+  [G4:mig(P1, C,R2)
[Ag_Permit_R2]

«  /A5:mig(P1, R2, E)
[Ag_Routing R2]

«  G1°:create(P3, 1,
R=R1)[Ag D_R_b]

* G2’ mig(P3, 1, Bin)
[Ag_Deny_R1]
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Figure 7.14: A possible Execution of CA-BRS model Example on Bigra-

phER

[ Prodefined Module:
STRATEGY, MODEL-

y | CHECKER
y : A Prailafied Moles: ||
| 8SM-CPS | BIGRAPH ]——} agou NAT, !;;D,

. J

Figure 7.15: Maude Modules for CA-BRS Encoding
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=<CA-BRS> ::= ( <bigraph> + =agents>)

<bigraph= = ( <regions> ; <edges>)
<regions=> 1= (<region= [ <regions=)
<regions> !:= nil

=region= ::= (<regionid>= [=nodes=])
<regionid=::= ident

<edges> = (<edge> <edges> )

<edges= == nil

<edge> ::= ident

“nodes> ::= (<node> | <nodes>)
=node> ::= (<id=:=crtl=E <edges>)
<node> ;= (Zid>:<crtl> . <nodes>)
=node= == (S:=sitenumb=)

=nodeid= ;= {<id=:<crtl=}:<nodcid=
<nodeid> ::= ident

<sitenumb> ::= integer
<crtl>= 1= ident

<agents> ;= (Sagent=:<agents=)
=agents> ::= nil
<agent= ;1= ident

Figure 7.16: Rules In BNF Example
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fmod BIGRAPH is
protecting NAT QID.

sorts Bigraph .
sorts Region Regions Node Nodes Site Edge Edges Ctrl .
sorts Nodeld RegionName NodeName IndexSite .

subsorts Nodeld IndexSite RegionName Ctrl Edge < Qid .
subsort Site < Node .

subsort Region < Regions .

subsort Node < Nodes.

subsort Edge < Edges .

op niINS : - Nodes[ctor] .
op nilE : -~ Edges|ctor] .
op nilRg : - Regions|[ctor] .

op_°* ] _: Nodes Nodes — Nodes [ctor assoc comm id: niINS ] .
op _ _ : Edges Edges — Edges [ctor assoc comm id: nilE ] .

op _ | |_ : Regions Regions — Regions [ctor assoc id: nilRg ] .

op _ _ : IndexSite Nat — Site[ctor] .

op _‘:_: Nodeld Ctrl -~ NodeName [ctor] .

op E :NodeName Edges — Node[ctor]

op _*._ : NodeName Nodes - Node[ctor] .

op _‘[ _ ‘]: RegionName Nodes — Region [ctor] .

op _*_ :Regions Edges — Bigraph [ctor] .
op parent: Node Nodes —~ Nodeld

Endfm

fmod CABRS-STATIC is
including BIGRAPH.

vars N: Nodeld K: Curl Es: Edges Ns1, Ns2: Nodes.
eq parent(N, Nsl.N:K EEs| Ns2 ) =Nsl .

eq parent(N, N:K EEs| Ns2 )= NiINS .

eq parent(N, Ns1 . N:K | Ns2)=Nsl .

eq parent(N, N:K | Ns2)= NilNS .

Endfm
Figure 7.17: Maude Modules for Encoding CA-BRS Static Part
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fmod CABRS-VIRTUAL is
including BIGRAPH.

sorts Cabrs Cagent Cagents .
subsort Cagent < Qid .
subsort Cagent < Cagents .

op nilA : - Cagents[ctor] .

op _°,_ : Cagent Cagents — Cagents [ctor] .
op _‘+_: Bigraph Cagents — Cabrs [ctor] .

op Virt : Cabrs — Cagents .
op Phys : Cabrs — Bigraph .

vars B: Bigraph CA: Agents .
eq Virt(B + CA) = CA.

eq Phys(B+ CA)=B.

Endfm

Figure 7.18: Maude Module for Encoding CA-BRS Virtual Part

mod SSM-CPS-STATIC is
including CABRS-STATIC .

ops Home Healthcenter Cloud  :© . NameRegion [ctor] .

ops Smartimbsupport Pacemaker Responder Ambulance Ambulancel Ambulance? Smartwatch Smartgate Medicinedronel
Medicinedrone2 Internalunit Minitoringcamera Livesupportmachine Fognode NursepDA Doctorpe Archieving Businessinteligence Datamining
. — Nodeld [ctor] .

ops Agsl Agsg Agdro Agmc Agamb Agim Agfn Agpda Agpc Agarch @ — Cagent [ctor] .
ops Act Sen As Net lu Ser RA :— Ctrl [ctor] .

ops Linkl Link2 Link3 : . Edge [ctor].

op D: . IndexSite [ctor].

op Ssmeps-init: - Cabrs [ctor] .

eq Ssmeps-nit =
Home[Smartlimbsupport E Link2 o, Pacemaker E Link3 ., Smartwatch E Link3 o,.Smartgate £ Link3 o, D2 o,nilNS]

AL BA

Healthcenter] Responder . (Medicinedronel E Link2 .. Medicinedrone2 E Link2 ..D4) .. Ambulance . (Ambulancel E Link2 .,Ambulance?2
E Link2 ., D5) .. Internalunit . (Monitoringcamera E Link3 ., Livesupportmachine E Link3 ., D3) .. Fognode E Link1 Link2 Link3
aMursepda E Link3 ! DoctorPC E Link3 .. D1

agad[Archie\fing E Linkl .. Businessinteligence E Linkl .. Businessinteligence E Linkl -,.50 -.nilNS]
NiRg
; (Link1 Link2 Link3 NilE) + Agsl,Agsg,Agdro.Agme, Agamb Agim, Agfn Agpda, Agpe Agarch,nil&) .

endm

Figure 7.19: Maude Module specifying SSM-CPS static and virtual parts
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Conclusion

Cyber Physical Systems (CPS) couple the cyber aspects of computing and
communications tightly with the dynamics and physics of physical systems
operating in the world around us. This emerging multidisciplinary fron-
tier will enable revolutionary changes in the way humans live. CPS will
transform the way humans interact and control the physical environment
for the greater benefit of society. The major economic sectors that will see
dramatic advances include transportation, energy, buildings, healthcare,
manufacturing, physical infrastructure, agriculture, and defense, among
others. On the other hand, the CPS community will comprise computer
scientists, engineers of all stripes, as well as many biologists, chemists, and
physicians.

The design and implementation of complex systems pose significant con-
ceptual and technical challenges for the computer science community, par-
ticularly in software engineering. As these systems become increasingly
intricate, it becomes more difficult, if not impossible, for an individual to
comprehend them in their entirety. Overcoming these challenges requires
progress in modeling languages, formal methods, and tools specifically
designed for CPS. In addition, it requires interdisciplinary collaboration
among domain experts, formal methods researchers, and tool developers to
create effective techniques for modeling and analyzing CPS.

This doctoral thesis has focused on the advancement of the specification
and formal analysis of CPS, with a particular emphasis on their applica-
tion in the field of medical systems. CPS have become a cornerstone of
modern technology, addressing complex, safety-critical domains. Among
these, medical systems (M-CPS) stand out as they directly impact human
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lives, necessitating robust methods for their development and validation.
We have proposed a new methodology for designing, defining and reasoning
about the dynamic and secure behavior of CPS, taking into account the
existing gap that affects the practical use of formal methods in the devel-
opment of large and heterogeneous systems. The main contributions of this
work can be summarized as follows.

e In our research, we have investigated the state-of-the-art in the speci-
fication and formal analysis of CPS, highlighting the need for precise,
systematic approaches. After this finding, the next natural step has
been reviewing what has been done in terms of collaboration between
CPS and Security. We also wanted to understand the state of the
art in the field of medical CPS to handle physical and cyber security,
for this reason, we have reviewed some generic approaches and have
reached the conclusion that the application of security-by-design prin-
ciples during the development of CPS is essential to have an accept-
able level of security assurance; Safety and Security modeling should
be considered at the early stages of the development life-cycle.

e In this context, we have proposed a meta-model grounded in the
IEEE 42010 standard, which provides a structured framework for
specifying secure CPS. This meta-model not only ensures clarity and
consistency but also facilitates the alignment of system requirements
with design and implementation. Thus, a set of CPS execution sce-
narios has been collectively defined to analyze and simulate the sys-
tem’s behavior.

e We have assigned rigorous semantics to each element of the CPS
meta model using bigraphs to enable formal analysis. These meth-
ods ensure the correctness, reliability, and safety of CPS, which is
especially critical in medical applications where even minor errors can
have severe consequences. Since no single formalism can model all
aspects of CPS, we proposed a new formalism, CA-BRS, which com-
bines Bigraphical Reactive Systems (BRS) and Control Agents. This
extended BRS formalism achieved a clear separation between various
levels of the CPS: the virtual level, described using abstract agents;
the physical and cyber levels, encompassing execution machines,
their environments, and software applications, all specified through
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bigraphs; and the behavioral level, which captures the CPS dynam-
ics. The behavioral level is represented using an enhanced form of
reaction rules (Controlled Reaction Rules) that support two types

of temporal evolution: physical evolution, modeled as a sequence of
bigraphs, and virtual evolution, driven by agent movement and mi-
gration (cyber mobility). This approach also considered material con-
straints through agent observations, represented using rewriting rules.

e In the context of CPS behavior analysis, the high-level reasoning en-
abled by CA-BRS allowed us to propose two distinct perspectives for
defining Control Agents (CA) and their possible implementations.
The States perspective focuses on modeling the behavior of reactive
agents by describing their possible states and the transitions between
them in response to specific events. On the other hand, the Activities
perspective is used to represent the processes of non-reactive agents,
defining workflows that include decisions, loops, and concurrent activ-
ities. Each perspective employs specialized notations to represent the
different states and transitions of CAs, providing valuable tools for
understanding and communicating their behavior to stakeholders. To
demonstrate their applicability, we implemented the Activities per-
spective using the BPMN notation, an industry-standard developed
by the OMG consortium, which is accessible to both technical and
non-technical stakeholders. Similarly, we implemented the States per-
spective using Maude, a high-performance language and system that
supports equational and rewriting logic computation for a wide range
of applications.

e Finally, by leveraging these approaches, we demonstrated the feasibil-
ity of verifying critical properties such as safety and security, thereby
enhancing the dependability of medical CPS. To validate this, we
conducted a realistic case study on Medical-CPS, focusing on network
routing through access control lists and ensuring data confidentiality
in electronic health records. This case study underscored the need to
balance theoretical and practical considerations when addressing the
physical, cyber, and security dimensions of CPS.

Although this thesis has made significant strides, several avenues remain
for future research. We can outline the following directions without being
exhaustive.
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e On the theoretical side, we aim to extend the CA-BRS formalism to
incorporate the time aspect in CPS, enabling the definition of new
agent types to address real-time constraints. Additionally, the devel-
oped metamodel could benefit from the Model-Driven Architecture
(MDA) approach, using model transformation techniques to auto-
matically generate CA-BRS-based specifications for any CPS. Other
promising directions include expanding the applicability of our ap-
proaches to diverse domains, addressing scalability challenges in for-
mal methods, and integrating advanced machine learning techniques
to support adaptive CPS.

e On the practical side, we intend to develop a Tool chain, which lever-
ages the CA-BRS model, involving the following roles collaborating
closely, to ensure that the specified CPS meets its security require-
ments and behaves as expected.

— Formal Modeler: uses formal languages and tools to specify
CPS behavior, and properties.

— Software Engineer/Developer: responsible for implementing
the CPS based on its formal specification provided by the formal
modeler. He translates the CA-BRS model into executable ones
(based on Maude and BPMN). The software engineer will have
the ability to integrate formal verification tools into the develop-
ment process to ensure accuracy and reliability.

— Verification Engineer: will use formal verification techniques
such as model checking (of Maude) and simulation (based on the
BPMN model) to identify potential errors or inconsistencies in
the CPS design.

Through this work, we have contributed to bridge the gap between concep-
tual modeling and formal analysis in the CPS domain. The methodologies
and programs (Maude and BPMN) developed provide not only theoreti-
cal insights, but also practical solutions for designing reliable and safe sys-
tems.
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