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Résumé

Résumeé

Résumeé

Ce mémoire étudie les techniques de protection des communications UAV contre le
brouillage et le bruit impulsif. Les UAV utilisent des liaisons radio pour transmettre les commandes
de contrdle, la télémétrie et les données de mission. Ces liaisons sont importantes pour la sécurité
du vol, mais elles peuvent étre perturbées par les interférences, le brouillage volontaire,
I’interception, le spoofing et les bruits ¢lectromagnétiques. Le travail commence par une étude
bibliographique des communications UAV, des technologies utilisées comme Wi-Fi, LTE, 5G et
OFDM, ainsi que des principales menaces radio. Ensuite, une étude théorique compare plusieurs
méthodes anti-jamming, notamment DSSS, FHSS, les techniques hybrides, le contrdle adaptatif, le
beamforming, le codage, la diversite et le filtrage adaptatif CV-VSS-NLMS. Enfin, une étude
expérimentale est réalisée pour analyser DSSS, FHSS et CV-VSS-NLMS. Les résultats montrent
que le BER diminue lorsque Eb/NO augmente. A 20 dB, le BER atteint 0,001 pour DSSS et 0,003
pour FHSS. La MSE du filtre CV-VSS-NLMS diminue aussi de 0,25 a 0,005. Ces résultats
montrent que les trois techniques sont complémentaires pour améliorer la robustesse d’une
communication UAV.

Mots clés : UAV, communication sans fil, anti-jamming, DSSS, FHSS, OFDM, CV-VSS-
NLMS, BER, MSE.



Résumé

Abstract

This thesis studies protection techniques for UAV communications against jamming and
impulsive noise. UAVs use radio links to transmit control commands, telemetry and mission data.
These links are essential for flight safety, but they can be affected by interference, intentional
jamming, interception, spoofing and electromagnetic impulsive noise. The work first presents a
bibliographic study of UAV communications, including wireless technologies such as Wi-Fi, LTE,
5G and OFDM, as well as the main radio security threats. Then, a theoretical study compares
several anti-jamming methods, including DSSS, FHSS, hybrid techniques, adaptive control,
beamforming, coding, diversity and CV-VSS-NLMS adaptive filtering. Finally, an experimental
study is carried out to analyze DSSS, FHSS and CV-VSS-NLMS. The results show that BER
decreases when Eb/NO increases. At 20 dB, the BER reaches 0.001 for DSSS and 0.003 for FHSS.
The MSE of the CV-VSS-NLMS filter also decreases from 0.25 to 0.005. These results show that
the three techniques are complementary and can improve the robustness of UAV communication
links.

Keywords: UAV, wireless communication, anti-jamming, DSSS, FHSS, OFDM, CV-VSS-
NLMS, BER, MSE.
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General Introduction

General Introduction

Unmanned Aerial Vehicles, or UAVs, now have an important place in several civil,
industrial and military fields. They are used for surveillance, precision agriculture, infrastructure
inspection, search and rescue, environmental monitoring and delivery. This development makes
the communication link essential, because the drone must exchange information with the ground

control station, with other drones, or with terrestrial and satellite networks [1], [2].

In a UAV system, communication does not only carry mission data. It also carries flight
commands, telemetry and safety information. Command and control communication, called CNPC,
requires high reliability and low latency. On the other hand, payload data, such as images, video or
sensor measurements, often requires a higher data rate [1]. This difference makes the design of the
radio link more difficult, especially when the drone has limitations in size, weight, energy and
processing capacity.

Several wireless technologies can be used for UAV communications. Wi-Fi is simple and
low-cost, but it remains more suitable for local missions and can be limited by interference and
range [3]. LTE networks allow wider connectivity and can support beyond-line-of-sight missions,
but they may experience frequent handovers and interference when the drone flies at altitude [4].
5G networks bring new possibilities through high data rate, low latency and the flexible deployment
of relay drones or aerial stations [5]. At the same time, OFDM remains an important physical-layer

technique, because it helps to manage frequency-selective channels and multipath propagation [6].

However, the UAV radio channel remains open and vulnerable. Jamming attacks can
reduce the signal-to-interference-plus-noise ratio, increase the bit error rate and cause a link loss.
Interception attacks can threaten data confidentiality, especially in channels dominated by line- of-
sight propagation. Spoofing attacks can inject false navigation or control information and change
the drone behavior [7], [12]. In addition to intentional jamming, UAV-OFDM communications can
also be affected by impulsive noise of electromagnetic origin, which increases errors at the receiver
side [20].
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To deal with these problems, several anti-jamming methods have been studied. DSSS
spreads the signal using a pseudo-random sequence and provides a useful processing gain against
narrowband jamming [26]. FHSS changes the carrier frequency according to a hopping sequence,
which makes it possible to avoid disturbed frequencies and to better resist partial-band jamming
[31]. Other solutions also exist, such as adaptive power and frequency control, beamforming,
coding, diversity and cognitive methods [11], [39]. In UAV-OFDM chains, the CV-VSS-NLMS
filter represents a complementary solution, because it acts at the receiver side to reduce impulsive

noise with a single-antenna architecture [20], [42].

The general problem of this thesis can therefore be formulated as follows: how can the
robustness of a UAV communication link be improved against jamming and impulsive noise, while
taking into account the practical constraints related to drones, such as energy, mobility, bandwidth

and processing complexity?

The main objective of this work is to study and compare several techniques for protecting
UAV communications against radio disturbances. More specifically, it aims to analyse UAV
communication needs, present the main radio threats, study existing anti-jamming methods
theoretically, and then carry out an experimental study based on DSSS, FHSS and CV-VSS-
NLMS. The performances are observed using two main metrics: BER for DSSS and FHSS, and
MSE for CV-VSS-NLMS filtering.

This thesis is organized into three chapters. The first chapter presents a bibliographic study
on UAV communications, their architectures, the wireless technologies used, OFDM and the main
security threats. The second chapter develops a theoretical study of existing anti- jamming methods
and compares their advantages and limitations according to criteria such as processing gain, SINR,
BER, energy consumption, bandwidth and complexity. The third chapter presents the experimental
study, the parameters used, the generated signals, the BER/MSE results and the interpretation of
the performances of DSSS, FHSS and CV-VSS-NLMS.

Thus, this work seeks to show that the robustness of UAV communication does not rely on
one technique only. A multilayer approach, combining spread spectrum, frequency hopping and
adaptive filtering at the receiver, can offer better protection according to the nature of the

disturbance and the constraints of the mission.
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Chapter 01: Bibliographic Study

1.1. Introduction

Unmanned Aerial Vehicles (UAVS) have evolved from predominantly military
platforms into versatile systems used in surveillance, precision agriculture, infrastructure
inspection, search-and-rescue, environmental monitoring, and package delivery [1]. This
expansion has made wireless communication a central element of UAV design, because the
aircraft must remain connected to a Ground Control Station (GCS), and, in advanced

deployments, to relay UAVS, terrestrial networks, satellite links, and cloud services.

UAV communication must satisfy two categories of requirements. Control and
Non-Payload Communication (CNPC) carries command, control, telemetry, and safety
information; therefore, it requires high reliability and low latency. Payload communication
carries mission data such as images, video streams, and sensor measurements; therefore, it
usually requires higher throughput. These needs are constrained by the size, weight, and
power (SWaP) limitations of UAV platforms, which turns communication design into a

multi-objective engineering problem [1].

Several wireless technologies have been investigated to meet these requirements.
IEEE 802.11 (Wi-Fi) offers low-cost and high-throughput connectivity in unlicensed bands,
but its reliability can degrade because of interference and limited range. LTE enables
beyond visual line-of-sight (BVVLoS) connectivity through cellular infrastructure, although
aerial users introduce altitude-dependent interference and frequent handovers [4]. The 5G
New Radio (NR) ecosystem extends this vision through ultra-reliable low- latency
communication (URLLC), enhanced mobile broadband (eMBB), massive connectivity,

and UAV-assisted network deployment [5]. In addition to these access
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technologies, recent work on UAV-OFDM links has highlighted the need for lightweight
impulsive-noise suppression methods, especially when electromagnetic pulses degrade the

complex-valued OFDM signal at the receiver [20].

At the same time, the open wireless medium exposes UAV links to major security
threats. Jamming attacks intentionally reduce the Signal-to-Interference-plus-Noise Ratio
(SINR), interception attacks exploit the often dominant Line-of-Sight (LoS) channel to
capture confidential data, and spoofing attacks inject false navigation or control information
[7], [12]. These threats motivate the study of robust anti-jamming techniques such as
Frequency Hopping Spread Spectrum (FHSS), Direct Sequence Spread Spectrum (DSSS),

adaptive power and frequency control, and beamforming.

This chapter presents the technical background required for the remainder of the
work. It first reviews UAV communication systems, their architecture, and the main
wireless technologies. It then describes OFDM as a key physical-layer technique used in
modern wireless systems. The chapter subsequently analyses security threats in UAV
communications and compares major anti-jamming techniques. The final discussion
identifies the spread-spectrum principles that justify a more focused theoretical analysis of

anti-jamming methods in the following chapter.

1.2. UAV Communication Systems
1.2.1. Overview of UAV Communication Requirements [1]

Wireless communication is an enabling technology for unmanned aerial systems
(UAS). UAVs must exchange safety-critical information with remote pilots, nearby aerial
vehicles, and air traffic control entities to ensure safe and reliable flight. This category is
commonly referred to as CNPC. Depending on the mission, UAVSs may also transmit or
receive payload data such as high-resolution images, video streams, and sensor

measurements to or from operators, end users, or ground gateways.

CNPC and payload communication differ in their performance priorities. CNPC

generally requires only a low data rate, typically in the order of tens of kilobits per
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second, but it imposes strict requirements on reliability and latency. Payload
communication, by contrast, often requires much higher throughput, especially for real-

time video transmission.

Link direction Data type Data rate Reliability Latency
DL <=10"-3
) Command and
(Ground station 60-100 Kbps packet error <=50 ms
control
to UAV) rate
UL <=10"-3
Command and
(UAV to 60-100 Kbps packet error <=50 ms
) control
ground station) rate
o o Similar to
Application Payload / Mission- _
o Up to 50 Mbps terrestrial
data mission data dependent _
services

TABLE 1: UAV communication requirements specified by 3GPP [1].

The ITU classifies CNPC functions into three operational categories:
A. Command and control:

Telemetry reporting from the UAV to the ground pilot, telecommand signalling
from the ground station to the UAV, and periodic command updates for autonomous

missions.
B. Air Traffic Control (ATC) relay:

Communication between air traffic control and the GCS through the UAV to avoid

safety conflicts with manned aviation.
C. Sense and avoid support:

Exchange of information that helps the UAV maintain safe separation from other

aerial vehicles, terrain, and obstacles.
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Payload communication depends strongly on the application. Full high-definition
video generally requires several megabits per second, while 4K video can exceed 30 Mbps.

Table 2 summarises typical requirements for common UAYV applications.

o Height coverage Payload latency Payload data rate
UAYV application
(m) (ms) (DL/UL)
_ 300 Kbps /200
Drone delivery 100 500
Kbps
o 300 Kbps /200
Drone filming 100 500
Kbps
Access point 500 500 50 Kbps / 200 Kbps
_ 300 Kbps /200
Surveillance 100 3000
Kbps
Infrastructure 300 Kbps /200
_ _ 100 3000
inspection Kbps
200 Kbps / 200
Drone fleet show 200 100
Kbps
Precision 300 Kbps /200
_ 300 500
agriculture Kbps
300 Kbps / 200
Search and rescue 100 500
Kbps

TABLE 2: Communication requirements for typical UAV applications [1].

Four categories of wireless solutions are commonly considered for UAV
communication: direct links, satellite communication, ad-hoc networking, and cellular
networking. Their suitability depends on range, capacity, cost, scalability, and SWaP
constraints. Direct links are simple but limited; satellite communication offers global

coverage but has high cost, latency, and equipment constraints; ad-hoc networks provide
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flexibility but require complex routing; and cellular networks provide wide-area

connectivity when terrestrial coverage is available.

through satellite
links.

Technology Description Advantages Disadvantages
) ) Limited range,
Direct point-to- o
_ _ limited data rate,
] ] point Simple and low
Direct link o vulnerable to
communication cost. _
_ interference, and
with a ground node. o
difficult to scale.
Costly, bulky,
Communication and energy-consuming
) Internet access equipment, high
Satellite Global coverage.

latency, and
significant signal

attenuation.

Ad-hoc network

Self-organising and
infrastructure-free
network.

Robust, adaptable,
and suitable for

high mobility.

Complex routing,
intermittent
connectivity, cost,
and lower spectrum

efficiency.

Cellular network

Communication
using terrestrial
cellular

infrastructure.

Wide accessibility,
cost effectiveness,
good performance,

and scalability.

Unavailable in
remote areas and
may create
interference with

terrestrial users.

TABLE 3: Comparison of wireless technologies for UAV communication.
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1.3. Architecture of UAV Communication Systems [2]

A UAV communication architecture usually includes onboard transceivers,
antennas, processing units, navigation sensors, a GCS, and, when required, relay nodes,
satellite links, or cloud-based services. The architecture must support reliable Air-to-
Ground (A2G), Air-to-Air (A2A), Ground-to-Ground (G2G), and satellite communication
paths. It must also combine radio design, antenna placement, network protocols, and
management functions so that the UAV can operate safely under mobility, altitude

variation, and interference constraints.

Figure 1 illustrates examples of UAV communication modules and antenna- related
requirements. These elements affect the available bandwidth, coverage area, payload

capacity, cost, and resistance to interference.

y ' Preventionof Good bandwidth
i Overloading ™ requirement Swaddile PIFA
& ((( ))) I Radi
Handcad + coratam ____ Aquatic drones | } "“"I': o 2 Beam change
projects requirement N o ole':vo bz Yagi Uda antenna
N
¥ Aolonse Path Yagi
Hive drone model ~__ —_ Bring Upgrade ~ antenna
~ Complexity L secuirity with
P drone Antennas —__ Double Frequency
i — ¥ PIFA
Sensor + GCS Y X
- Bidirectional Angle reflector
antenna + RF Jammer
+3D MIMO Double Frequency

Fig. 1. Drones and antennas holding different communication modules.

1.4. Wireless Technologies Used in UAV Communications

Wireless technologies used in UAV systems must support command and control,
telemetry, and payload data transmission. The choice of technology depends on the mission

profile, required range, throughput, latency, reliability, and deployment environment.

10
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1.4.1. Wi-Fi (IEEE 802.11) [3]

IEEE 802.11, commonly known as Wi-Fi, is widely used in UAV systems because
it is inexpensive, widely available, and capable of high throughput in unlicensed spectrum.
Compared with dedicated point-to-point microwave links, Wi-Fi is easier to deploy and

does not require large ground station infrastructure.

Wi-Fi is particularly suitable for short-range payload transmission, including video
streaming, and it can also support control communication in local missions. However, aerial
operation changes the interference conditions. As the UAV altitude increases, the aircraft
may receive signals from a larger number of access points because of reduced shadowing.
This improves visibility to the network but can also increase co- channel interference and

reduce link reliability.

To address these limitations, multi-access-point strategies and application-layer
error correction can be used to improve reliability. Nevertheless, Wi-Fi remains most

appropriate for local or short-range missions rather than wide-area BVLoS operation.
1.4.2. LTE (4G Long-Term Evolution) [4]

Long-Term Evolution (LTE), commonly known as 4G, is a promising technology for
UAV communication because it offers wide-area coverage, secure connectivity, and
relatively high data rates. Unlike Wi-Fi, LTE can support BVL0S missions, which are
essential for delivery, surveillance, infrastructure inspection, and search-and-rescue

applications.

Many small UAVs use Wi-Fi by default, but this is not sufficient for missions that
require continuous connectivity over large geographic areas. Cellular networks provide a
scalable alternative by using existing infrastructure. This potential motivated 3GPP studies

on enhanced LTE support for aerial vehicles.

However, LTE-based UAV communication also introduces challenges. At higher
altitudes, UAVs are more likely to establish LoS paths with several base stations, which

can increase interference. UAV mobility across cells also creates frequent handovers,

11
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potentially affecting latency and reliability. Despite these constraints, field trials have
demonstrated that terrestrial LTE networks can provide practical connectivity for small
UAVs.

1.4.3. 5G New Radio (5G NR) [5]

5G NR is designed to support highly diverse service requirements, including eMBB,
URLLC, and mMTC. These capabilities are relevant to UAV systems because UAVS may
require high-throughput payload links, low-latency command and control, and connectivity

for large numbers of devices or aerial nodes.

UAVs can also contribute to 5G networks by acting as aerial base stations, relays, or
temporary infrastructure in disaster-stricken areas. Their flexible deployment allows rapid
restoration or extension of network coverage when terrestrial infrastructure is damaged or

unavailable.

Three attributes make UAV-assisted 5G communication attractive. First, UAVs often
have a higher probability of LoS links with ground users. Second, they can be dynamically
positioned to improve coverage and link quality. Third, swarms of UAVs can form scalable

multi-UAV networks to provide ubiquitous connectivity.

The altitude of a UAV creates a trade-off: higher altitude increases the probability of
LoS propagation, but it also increases propagation distance and path loss. To improve
spectrum and energy efficiency, research on UAV communications increasingly considers
massive MIMO, millimetre-wave communication, non-orthogonal multiple access

(NOMA), device-to-device (D2D) communication, and cognitive radio.
1.5. Modulation and Multiple Access Techniques

1.5.1. Orthogonal Frequency Division Multiplexing (OFDM) [6]

OFDM is a multi-carrier modulation technique in which data symbols are transmitted
over a set of orthogonal sub-carriers. Although the spectra of the sub-carriers overlap,

orthogonality allows the receiver to separate them, resulting in high spectral efficiency.

12
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OFDM is particularly useful in channels with delay spread and frequency selectivity,
because it converts a frequency-selective channel into multiple approximately flat sub-

channels.

The sub-carrier spacing must be selected in relation to the channel coherence
bandwidth. When this spacing is properly designed, equalisation becomes simpler, and
techniques originally developed for flat fading channels can be applied to each sub- carrier.
This explains why OFDM is a core physical-layer technique in modern wireless systems
such as Wi-Fi, LTE, and 5G NR.

1.5.2. OFDM Transmitter and Receiver Concept

In a basic OFDM transmitter, a block of N data symbols, usually chosen from a QAM
or PSK constellation, is processed by an N-point Inverse Fast Fourier Transform (IFFT). A
cyclic prefix (CP) is then inserted by repeating the last samples of the OFDM symbol. The
CP reduces inter-symbol interference caused by multipath delay spread, although it

introduces a bandwidth and power overhead.
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Fig. 2: Block diagram of a basic OFDM transmitter.

At the receiver, the cyclic prefix is removed, and the received samples are transformed
back into the frequency domain using the Fast Fourier Transform (FFT). Each sub-carrier
can then be equalised using a one-tap frequency-domain equaliser to recover the transmitted

symbols.
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Fig. 3: Block diagram of a basic OFDM receiver.

Single-Carrier Frequency-Domain Equalisation (SC-FDE) has a structure and
complexity comparable to OFDM. The main difference is that OFDM applies the IFFT at
the transmitter and the FFT at the receiver, whereas SC-FDE avoids the transmitter-side

transform and performs FFT/IFFT processing mainly at the receiver [6].
1.5.3. Impulsive Noise Suppression in UAV-OFDM Systems [20]

Although OFDM is robust against frequency-selective fading and can mitigate
inter-symbol interference through the cyclic prefix, UAV-OFDM links remain vulnerable
to impulsive electromagnetic interference. Such interference may be produced by high-
voltage sinusoidal pulses, electrical fast transient pulses, surge pulses, switching processes,
ignition noise, and nearby electromagnetic sources. When these pulses are frequent or
strong, they can raise the error probability of the OFDM receiver and reduce the reliability

of payload and control-related transmissions [20].

Earlier OFDM-based UAV noise-suppression approaches relied mainly on blind
source separation using a dual-antenna architecture. These methods can separate useful
OFDM signals from electromagnetic pulse noise, but they require de-meaning, covariance
estimation, whitening, iterative separation, and convergence testing. Therefore, their block-
based processing and matrix operations increase computational complexity, which may

limit their suitability for real-time SWaP-constrained UAV platforms [20].
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A recent contribution by Lebbou, Chergui, and Bouguezel proposed a complex-
valued variable step-size normalized least mean square (CV-VSS-NLMS) algorithm
combined with a single-antenna receiver architecture for UAV-OFDM systems. The
method uses three adaptive noise cancellers associated with three impulsive-noise models,
namely high-voltage sinusoidal pulses (HVSP), electrical fast transient pulses (EFTP), and
surge pulses (SP). A cost-function module then selects the best de-noised signal according
to the average residual energy. This approach is important for this thesis because it
complements anti-jamming techniques with adaptive receiver-side noise suppression, while
reducing the number of matrix operations and improving BER performance under

impulsive interference [20].

1.6. Security Threats in UAV Communications [7]

UAV communication links are exposed to both cyber and physical threats. Depending
on the technology used, risks may differ across cellular, satellite, and Wi-Fi links. UAVs
controlled through Wi-Fi or operating in multi-tier networks can be particularly vulnerable

because attackers may target both the communication link and the stored data.

Physical access to a damaged or captured UAV may allow attackers to retrieve data
through interfaces such as USB, JTAG, or embedded debugging ports. More advanced
attacks may involve embedded system decryption, side-channel analysis, or fault injection.
Therefore, communication security must be complemented by encryption, secure key

management, and hardware protection mechanisms.

At the communication layer, three threats are especially important for UAV systems:
jamming, interception, and spoofing. These threats directly affect availability,

confidentiality, integrity, and navigation reliability.

Besides deliberate cyber or radio attacks, UAV-OFDM communication may also
be affected by non-intentional or environmental impulsive electromagnetic noise. This type
of disturbance differs from strategic jamming because it is not necessarily generated by an

intelligent adversary; however, its physical-layer effect is similar in practice, since
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it degrades the useful signal and increases BER. For this reason, receiver-side impulsive-
noise suppression is a relevant complementary protection mechanism for UAV
communication reliability [20].

1.7. Jamming Attacks

Jamming attacks occur when an adversary deliberately transmits interference in order
to prevent a receiver from extracting the legitimate signal. Such attacks may target UAV
control links, payload links, inter-UAV links, or navigation signals. Because UAV
communication often relies on open wireless channels and LoS propagation, it is

particularly exposed to intentional interference [7], [8].
1.7.1. Types of Jamming

Jammers are malicious wireless nodes or devices designed to generate intentional
interference. Their effectiveness depends on their transmitted power, location, bandwidth,
duty cycle, and knowledge of the target waveform. The most common categories are

summarised below.
D. Continuous Wave (CW) jamming:

A narrow tone is transmitted on or near a GNSS or communication carrier

frequency, reducing the receiver ability to correlate or demodulate the legitimate signal [9].
E. Broadband noise jamming:

Noise is transmitted over a wide frequency range, raising the noise floor and

potentially affecting multiple GNSS constellations or communication channels [9].
F. Barrage or swept jamming:

Energy is spread across a large portion of the target spectrum, often with a high

duty cycle. This approach is simple but consumes more power [10].

G. Partial-band jamming:
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Only a fraction of the frequency band is jammed. It can be efficient against some
single-carrier systems, but strong coding may reduce its effectiveness against OFDM
signals [10].

H. Reactive or follow-on jamming:

The jammer senses the channel and starts transmitting only when legitimate activity
is detected. This makes it more energy-efficient and more difficult to detect than continuous
jamming [11].

I. Cognitive or smart jamming:

The jammer uses sensing and learning capabilities to identify transmission patterns
and adapt its strategy while minimising power, bandwidth, and duty-cycle consumption
[11].

Jamming Attacks on UAV Links

[ Deliberate RF interference ]

e e

Proactive Reactive Cognitive / Smart
Continuous transmission Sense first, jam later Sense, learn, adapt

arrage/Swep CR-based jammer
ide spectru se nsea-;alstarn ->

Effectiveness depends on jammer power, location, bandwidth, duty cycle and knowledge of
the target waveform.

Partial-band
fraction of
band

Broadband
wide noise

Follow-on / interrupt

W
narrow tone sense -> jam

Fig. 4: Simplified taxonomy of jamming attacks on UAV links.

1.7.2. Impact on UAV Communications

The main impact of jamming is the degradation of SINR, which increases bit error
rate, reduces data rate, and may interrupt the communication link. In the case of CNPC

links, this can compromise flight safety by delaying or blocking control

17
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commands. In payload links, it can degrade video quality, sensor data delivery, and mission

awareness.

Jamming can also affect inter-UAV communication in swarm networks. Internal
or external interference may reduce coordination reliability, increase latency, and weaken
collaborative mission execution. In navigation systems, GNSS jamming can prevent the
UAYV from obtaining reliable positioning information, which may force fallback navigation

modes or mission abortion.

1.8. Interception Attacks

Interception attacks, also called eavesdropping attacks, occur when an unauthorised
party captures UAV communication. Passive eavesdropping only listens to the
communication without disrupting it, while active eavesdropping may combine

interception with jamming, message modification, or injection of false data.

The LoS-dominant nature of UAV channels can increase interception risk. A
receiver positioned within the propagation path may obtain a strong copy of the transmitted
signal. If the attacker gains Channel State Information (CSI) or benefits from favourable
propagation conditions, the confidentiality of the UAV link becomes more difficult to
preserve [12].

Full-duplex and cooperative half-duplex eavesdropping scenarios create additional
risks. In full-duplex attacks, an adversary may jam the legitimate receiver while
simultaneously intercepting the confidential signal. In cooperative half-duplex attacks,
different adversarial nodes may divide these tasks to imitate full-duplex behaviour. Both
cases can force the UAV to increase transmission power, which may unintentionally

strengthen the eavesdropper signal.

1.9. Spoofing Attacks

Spoofing attacks introduce falsified information into the UAV system. Passive

spoofing captures and observes data without directly modifying system behaviour,
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whereas active spoofing injects or modifies information to influence the UAV trajectory or
control decisions. GPS spoofing is the most common example: a malicious transmitter

sends fake positioning signals to mislead the UAV navigation system.

Because sensors may not always distinguish genuine data from falsified data,
spoofing can cause the UAV to deviate from its planned route, behave unpredictably, lose
communication with the remote controller, or fly toward an unintended location where it
can be damaged or captured. Experimental studies have shown that commercial drones can

be vulnerable to GPS spoofing under certain conditions [12].
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Fig. 5: Example of a GPS spoofing attack.

1.10. Anti-Jamming Techniques for UAV Communications
1.10.1. Introduction to Anti-Jamming Techniques [13]

UAV communications face increasingly complex interference conditions,
especially in dynamic and adversarial environments. Anti-jamming techniques aim to
maintain reliable communication by reducing the impact of intentional interference on

control, telemetry, payload, and navigation links.
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Classical anti-jamming methods include spread-spectrum techniques such as DSSS
and FHSS, interference suppression, adaptive frequency selection, power control, and
spatial filtering through beamforming. These methods differ in complexity, bandwidth cost,
hardware requirements, and suitability for small UAVs. In practice, no single method is
optimal for all scenarios, which motivates a comparative analysis before selecting the

technique for this work.
1.10.2. Frequency Hopping Spread Spectrum (FHSS)

FHSS spreads a narrowband information signal by rapidly changing the carrier
frequency according to a pseudo-random hopping sequence known by the legitimate
transmitter and receiver. The signal remains on each frequency for a short dwell time before
moving to another frequency. This makes it difficult for an attacker to predict the next

carrier frequency unless the hopping sequence is known.

FHSS is effective against narrowband and partial-band jamming because the
jammer must either predict the hopping pattern or jam a large portion of the band. Its main
limitation is that a sufficiently powerful broadband jammer can still affect the system.
Synchronisation between transmitter and receiver is also critical, especially in mobile UAV
channels with Doppler shifts and fast link variations [15].

Amplitude spectrum

|
™ Al
LAl
Signa MFSK Mixer [Modulated. 0 | \
Modulator Signal

PN Code Frequency
Generator — | Synthesizer

(a) (b)

Fig. 6: FHSS implementation principle and spread-spectrum signal example [15].

1.10.3. Direct Sequence Spread Spectrum (DSSS)

DSSS multiplies the information signal by a pseudo-random noise (PN) code

before transmission. This spreads the signal over a wider bandwidth, and the same PN
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code is used at the receiver to despread the signal. DSSS can provide low probability of
interception and improved resistance to narrowband interference when the spreading code

is kept secret.

DSSS is commonly combined with BPSK or QPSK modulation. It can be difficult
for an attacker to detect or jam efficiently without knowledge of the PN code. However,
DSSS consumes additional bandwidth and may still be affected by strong ultra- wideband

noise jamming [15].

E Signal wave ——
| | Y
0(0i0]1{1i1{1|0]0]0 Signal]  psk Carrier  wodulated
e B | Maodulation . wave aonal
1 Moduiation |
i i PN Code
of1i1|of1{ojof1i1 |0 ,
{3 | | PN Code Carrier
! BE Generator Geﬁ:::(or x
! ¥ Modulated wave
_011:101:1;1‘10_
(a) (b)

Fig. 7: DSSS principle and implementation block diagram [15].

1.10.4. Adaptive Power and Frequency Control

Adaptive anti-jamming techniques adjust communication parameters according to
the detected jamming environment. These parameters may include transmission frequency,
transmit power, time scheduling, code selection, or spatial direction. The objective is to
avoid jammed resources while maintaining the required link quality with minimum energy

consumption.

Frequency-domain adaptation detects jammed frequencies by monitoring channel
state or historical transmission quality, then removes affected channels from the available
set. Adaptive Frequency Hopping (AFH) is a typical example: it updates the hopping set
by excluding jammed frequency points. Power-domain adaptation can complement this
approach by increasing power only when needed and reducing it when the channel

conditions improve [16].
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1.10.5. Beamforming Techniques

Beamforming is a spatial signal-processing technique that uses antenna arrays to
focus transmission or reception toward a desired direction while suppressing interference
from other directions. Multiple-input multiple-output (MIMO) and massive MIMO systems
can provide high spectral efficiency and spatial selectivity, which is valuable in

interference-limited UAV communication scenarios.

At millimetre-wave frequencies, large array gains are essential because
propagation losses are high. However, massive MIMO requires many antenna elements and
RF chains, which increases cost, power consumption, and hardware complexity. Hybrid
beamforming addresses this limitation by combining analog beamforming in the RF domain

with digital beamforming in baseband [17].

Three common hybrid beamforming structures are illustrated in Figure 8. Full-
complexity structures maximise beamforming gain but require high hardware complexity.
Reduced-complexity structures connect each RF chain to only a subset of antennas. Virtual-
sectorisation structures create multiple virtual sectors to simplify baseband processing and

reduce signalling overhead.
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Fig. 8: Hybrid beamforming structures for downlink transmission [17].

Beamforming can offer strong anti-jamming capability by spatially rejecting
interference. Nevertheless, its antenna and processing requirements may be impractical for

small SWaP-constrained UAVs, particularly when low-cost platforms are considered.
1.10.6. Adaptive Filtering-Based Noise Suppression for UAV-OFDM

Adaptive filtering-based noise suppression mitigates interference at the receiver
instead of avoiding the jammed resource in the time, frequency, code, or spatial domain. In
UAV-OFDM systems, this class of methods is particularly useful against impulsive
electromagnetic noise because the received baseband signal is complex-valued and the
disturbance may appear as short high-energy pulses. The CV-VSS-NLMS approach in
[20] adapts the filter coefficients directly in the complex domain, avoiding the need to

process real and imaginary parts separately.

The main advantage of this technique is its compatibility with a single-antenna
UAV receiver. Unlike blind source separation methods that require multiple received
observations and whitening operations, the CV-VSS-NLMS-based architecture uses
parallel adaptive noise cancellers and an energy-based selection criterion to recover the best
de-noised OFDM signal. This makes it a lightweight and practical complement to spread-
spectrum and adaptive-frequency techniques, especially for UAV platforms with limited

processing and energy resources [20].
1.10.7. Hybrid Techniques (FHSS + DSSS)

Hybrid FHSS/DSSS systems combine frequency hopping with direct sequence
spreading. The resulting hybrid spread-spectrum waveform can exploit the advantages of
both techniques: frequency diversity from FHSS and processing gain from DSSS. This can
Improve resistance against wideband, partial-band, and follow-on jamming threats [18],
[19].

The main drawback is implementation complexity. Hybrid systems require more

coordination, wider bandwidth, and additional processing compared with a single spread-
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spectrum technique. For this reason, they are especially attractive in military or critical

missions, while simpler approaches may be preferred for civilian UAVs with stricter SWaP

and cost constraints. The comparison below positions this hybrid approach relative to other

candidate techniques.

Table 4 compares the main anti-jamming techniques according to their resistance

to jamming, implementation complexity, bandwidth overhead, latency, and typical UAV

use case. The comparison is qualitative because the best technique depends on the jammer

model, UAV payload capacity, available bandwidth, antenna configuration, and mission

criticality.
) Jamming ) Bandwidth Best UAV use
Technique ) Complexity Latency
resistance overhead case
Control links
and low-
) ) Low to N
FHSS High Medium _ Low probability-of-
medium _
intercept
communication
_ Telemetry and
Mediumto _
DSSS hih Low High Very low GNSS
19 .
augmentation
Energy-limited
Adaptive N
) Low to UAVs and
power/frequency | Medium ) None Very low
medium complementary
control _
protection
Swarm,
) ) ) MIMO, and
Beamforming Very high High None Low
urban
operation
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Military and
) ) ] Low to o
FHSS + DSSS | Very high High High ] critical UAV
medium o
missions
High against UAV-OFDM
CV'V_SS".\ILMS impulsive Medium Low Low impulsive-noise
adaptive filtering : .
noise suppression

TABLE 4: Comparative evaluation of anti-jamming techniques for UAV communications.

The comparison shows that FHSS offers the most favourable balance among single
anti-jamming techniques for SWaP-constrained UAV platforms. DSSS provides useful
processing gain but requires additional bandwidth and remains vulnerable to sufficiently
strong broadband noise. Beamforming can provide strong spatial rejection of interference,
but it requires multi-antenna hardware that may not be suitable for small UAVs. Hybrid
FHSS/DSSS offers the highest protection level by combining frequency diversity and

processing gain, although at the cost of higher bandwidth and implementation complexity.

Consequently, the bibliographic analysis does not repeat the detailed theoretical
evaluation of each method,; it establishes why FHSS and DSSS are among the most relevant
spread-spectrum mechanisms for UAV anti-jamming. The following chapter therefore
provides a theoretical comparison of existing anti-jamming methods, with particular

attention to the DS/FH-SS family as a promising candidate for UAV communication links.

1.11. Conclusion

This chapter presented the background needed to study anti-jamming
communication in UAV systems. It first distinguished CNPC from payload communication
and showed that these two categories impose different requirements in terms of data rate,
reliability, latency, and scalability. It also reviewed the main architectural elements of UAV
communication systems and the most relevant wireless technologies, including Wi-Fi, LTE,
and 5G NR.
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The chapter then explained OFDM as a key physical-layer technique used in
modern wireless systems and analysed three major security threats: jamming, interception,
and spoofing. Jamming directly affects link availability by degrading SINR, interception
threatens confidentiality by exploiting wireless propagation, and spoofing compromises
navigation and control integrity through falsified information. The chapter also introduced
impulsive electromagnetic noise in UAV-OFDM systems as a complementary reliability
challenge that can be mitigated through lightweight adaptive filtering methods such as CV-
VSS-NLMS [20].

Finally, the chapter compared FHSS, DSSS, adaptive control, beamforming, hybrid
spread-spectrum techniques, and adaptive filtering-based noise suppression. The analysis
shows that FHSS is the most practical single technique for SWaP-constrained UAVSs, while
a DS/FH-SS hybrid can provide stronger protection when the additional bandwidth and
processing requirements are acceptable. In parallel, the recently published CV-VSS-NLMS
approach offers a relevant receiver-side solution for suppressing impulsive noise in UAV-
OFDM links. These conclusions provide the bibliographic basis for the theoretical
comparison of existing anti-jamming and interference-suppression methods developed in
Chapter 02.
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Chapter 02: Theoretical Study of Existing Anti-Jamming
Methods

2.1. Introduction

The reliability of Unmanned Aerial Vehicle (UAV) communication links is a
central requirement in civilian, industrial and military missions. These links support
command and control, telemetry, payload transmission and, in some cases, cooperation
between multiple aerial nodes. When intentional radio-frequency interference is introduced,
the quality of the legitimate link may deteriorate rapidly, which can compromise mission

continuity and flight safety.

Building on the bibliographic background established in Chapter 01, this chapter
does not aim to present an experimental study or a simulation campaign. Its objective is to
provide a theoretical study of several existing anti-jamming and interference-suppression
methods that are relevant to UAV communications. The emphasis is placed on the operating
principle of each method, its theoretical contribution to robustness, its limitations, and its
suitability for UAV platforms under size, weight and power constraints. Particular attention
is also given to the recently published CV-VSS-NLMS noise-suppression method for UAV-
OFDM systems, which represents a recent contribution directly related to this thesis topic
[42].

The chapter is organized as follows. Section 2.2 defines the theoretical criteria used
to compare anti-jamming and interference-suppression methods. Section 2.3 recalls the
UAV communication constraints that influence the choice of protection mechanisms.
Section 2.4 discusses the jammer and impulsive-noise behaviors considered in the
literature. Section 2.5 studies the main existing methods, including DSSS, FHSS, hybrid
DS/FH-SS, adaptive frequency and power control, beamforming, coding and diversity
techniques, cognitive anti-jamming, and adaptive filtering-based noise suppression for
UAV-OFDM systems. Section 2.6 provides a comparative discussion, while Section 2.7

synthesizes the most suitable options for the remainder of the work.
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2.2. Theoretical Criteria for Comparing Anti-Jamming Methods

Anti-jamming methods cannot be compared only by their ability to reduce

interference power. In UAV communications, the selected technique must also respect

limited onboard resources, mobility constraints and the specific characteristics of air-to-

ground propagation. For this reason, the theoretical comparison in this chapter is based on

both communication-performance criteria and implementation-related criteria.

Criterion

Meaning in
analysis

anti-jamming

Importance for UAV
communications

Processing gain

Ability of a spread-spectrum or
coding technique to reduce the
effective impact of interference.

Improves  robustness  without
necessarily increasing transmit
power.

SINR improvement

Increase in the useful signal level
compared with noise and
jamming interference.

Directly affects demodulation
reliability and link availability.

BER reduction

Reduction of the probability that
received bits are decoded
incorrectly.

Critical for command, telemetry
and safety-related messages.

Bandwidth overhead

Additional spectrum required by
the anti-jamming technique.

Important because UAV links
may operate under limited
spectrum availability.

Energy consumption

Extra  power
transmission,
sensing.

required  for
processing  or

Essential for small UAVs with
limited battery capacity.

Hardware complexity

Need for extra RF chains, antenna
arrays, processors or
synchronization units.

Determines practical feasibility
on SWaP-constrained platforms.

Adaptability

Capacity to react to changing
jammer behavior or channel
conditions.

Important against reactive and
cognitive jammers.

Real-time capability

Ability to process received
signals continuously with
limited latency and reduced
matrix operations.

Essential for UAV links where
onboard processing, response
time and energy budget are
constrained.

Table 2.1: Theoretical criteria used to compare anti-jamming methods.

The following relationship summarizes the physical-layer logic behind many anti-

jamming approaches:
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Processing gain or spatial/interference rejection 1 = SINR1 = BER | =

outage probability | = effective throughput 1

This chain must be interpreted theoretically. It does not represent simulation
results; rather, it explains why improving the effective SINR generally improves the

reliability and availability of the communication link.

2.3. UAV Communication Constraints Affecting Anti-Jamming Choice

UAV communication differs from conventional terrestrial communication because
the platform is mobile, energy-limited and often operates with a strong Line-of- Sight
component. These characteristics make UAV links both attractive and vulnerable: the LoS
component can strengthen the useful signal, but it may also allow a jammer or eavesdropper

to reach the receiver with significant power.
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Fig. 2.1: Representative UAV communication topologies relevant to anti-jamming design [22].

The topology also affects the choice of protection method. In a star topology, the
Ground Control Station (GCS) link is central and must be highly protected. In mesh or

cluster-based networks, interference may affect relay nodes and propagate its impact to
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several UAVSs. In hybrid topologies, robustness can be improved through path diversity,

but coordination and routing complexity increase.

The air-to-ground channel introduces an additional theoretical trade-off. Increasing
altitude usually increases the probability of a LoS path, but it also increases the propagation
distance and may expose the UAV to more interfering sources [24]. Therefore, anti-
jamming methods for UAVs must be evaluated not only in terms of signal processing gain,
but also in terms of mobility, synchronization tolerance, energy cost and compatibility with

aerial deployment.

2.4. Jamming Behaviors Considered in Theoretical Analysis

The effectiveness of an anti-jamming method depends strongly on the assumed
jammer behavior. Existing studies usually distinguish between non-reactive jammers,
which transmit according to a predefined pattern, and reactive jammers, which sense the

channel before transmitting. More advanced cognitive jammers may learn the legitimate

transmission pattern and adapt their strategy over time [25], [35].

continuously in time.

control or payload link.

. . I Main threat to UAV | Methods usually
Jammer behavior Theoretical principle . .
links considered
The iammer transmits Raises the noise floor
Continuous or J . and may reduce | DSSS,  beamforming,
. . over a wide band or - X
broadband jamming availability ~ of  the| coding, power control.

Partial-band jamming

Only a fraction of the
available spectrum is
jammed with high power
spectral density.

Can strongly degrade
channels that fall inside
the jammed band.

FHSS, hybrid DS/FH-
SS, adaptive frequency
selection.

Reactive jamming

The jammer transmits
only after detecting
legitimate activity.

Energy-efficient and
difficult to detect
because it does not

transmit continuously.

Fast FHSS, randomized
access, coding, detection
and blacklisting.

Coonitive  of  smart The jammer senses, | Can target predictable | Adaptive hopping,
~ognt learns and adapts to the | frequencies, time slots | learning-based defense,
jamming o . :
communication pattern. | or waveforms. multi-layer protection.
Impulsive Short high-energy Can strongly increase | Adaptive filtering,
eIeEtroma netic noise pulses suchas HVSP, | BER even without an | CV-VSS-NLMS,
g EFTP or surge pulses | intelligent adversary. | coding, OFDM
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affect the OFDM receiver-side
waveform. suppression.

Table 2.2: Main jammer behaviors considered in theoretical anti-jamming analysis.

This classification is used only to guide the theoretical discussion. It does not define
a specific simulation scenario. The inclusion of impulsive electromagnetic noise is
important because recent UAV-OFDM work has shown that environmental pulse
interference may require dedicated receiver-side suppression in addition to classical anti-
jamming techniques [42]. The next section studies how existing methods respond to these

jammer and noise behaviors.

2.5. Existing Anti-Jamming Methods

2.5.1. Direct Sequence Spread Spectrum (DSSS)

Direct Sequence Spread Spectrum (DSSS) is a classical spread-spectrum technique
in which each information bit is multiplied or combined with a high-rate pseudo-noise (PN)
sequence. The resulting signal occupies a bandwidth much larger than the original data
bandwidth. At the receiver, the same synchronized PN sequence is used to despread the

useful signal.

The main theoretical advantage of DSSS is its processing gain. If W denotes the

spread bandwidth and R the information bit rate, the processing gain can be expressed as:
PG = WIR, PG(dB) =10log10(W/R) (2.1)

After despreading, a narrowband interferer is spread over the wider signal
bandwidth, so that only a reduced fraction of the interference remains in the useful decision
bandwidth [26]. This makes DSSS effective against narrowband jamming and also
contributes to low probability of interception when the spreading code is unknown to the

adversary.

However, DSSS has limitations. It requires additional bandwidth and accurate code

synchronization. It can also be affected by strong broadband noise jamming because
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the jammer can raise the noise floor over the entire spread bandwidth. Therefore, DSSS is
theoretically attractive for reliability and confidentiality, but its bandwidth cost must be

considered in UAV systems.

2.5.2. Frequency Hopping Spread Spectrum (FHSS)

Frequency Hopping Spread Spectrum (FHSS) protects communication by
changing the carrier frequency according to a pseudorandom hopping sequence shared by
the legitimate transmitter and receiver. Instead of occupying one fixed frequency, the signal
moves across several frequency slots. A jammer that does not know the hopping pattern

must either predict the next hop or jam a large portion of the band.

Fregquency Hopping
Transmission

Fower

ﬁi?ﬂ‘:%
~Frequency

Fig. 2.2: Frequency hopping principle [31].

If M frequency slots are available, the carrier frequency during the kth dwell

interval may be written as:
f k=f 0+ Af- gk, g ke{0,1,.., M1} (2.2)

where f 0 is the reference frequency, Af is the frequency spacing and q k is
generated by the hopping sequence. FHSS is particularly useful against narrowband and
partial-band jamming because only the hops falling inside the jammed band are strongly
affected.

FH mode Principle Theoretical advantage Main limitation

One hop is used for one | Simpler synchronization | A fast jammer may

Slow frequency hopping or several symbols. and lower | corrupt an entire symbol
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implementation burden. | or dwell interval.

Several hops occur|Higher resistance to| MO complex
Fast frequency hopping | during  one  symbol | tracking and reactive | SYchronization and
T ToPPITY . Y J faster frequency

duration. jamming. synthesis are required.

Table 2.3: Theoretical comparison between slow and fast FHSS modes [31].

Compared with DSSS, FHSS generally requires less stringent chip-level
synchronization, but it depends on accurate hop timing and secure sequence generation. Its
limitation appears when the jammer is wideband enough to cover many hopping

frequencies or cognitive enough to infer the hopping pattern.

2.5.3. Hybrid DS/FH-SS Techniques

Hybrid Direct Sequence/Frequency Hopping Spread Spectrum (DS/FH-SS)
combines the processing gain of DSSS with the frequency diversity of FHSS. In such
techniques, the data are first spread by a PN sequence and then transmitted over hopping
carrier frequencies. This combination is intended to improve resistance against multiple
jammer types, especially when the jammer cannot simultaneously cover the entire

bandwidth and decode the spreading sequence.

The theoretical interest of DS/FH-SS lies in the complementary nature of the two
mechanisms. DSSS reduces the effect of narrowband interference after despreading, while
FHSS reduces the probability that consecutive transmissions remain under the same
jammed frequency band. In partial-band jamming, unjammed hops remain useful, and

coding can help recover errors created during jammed hops [27]-[29].

The main drawback is complexity. Hybrid methods require wider bandwidth,
stronger synchronization, more signal processing and secure management of spreading and
hopping sequences. Consequently, they are especially suitable for critical UAV missions

where robustness is more important than minimal implementation cost.

2.5.4. Adaptive Frequency and Power Control

Adaptive anti-jamming methods modify communication parameters according to

the observed interference environment. Adaptive Frequency Hopping (AFH), for
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example, avoids channels that appear persistently jammed or degraded. Instead of using a
fixed hopping set, the system updates the available frequencies based on channel quality

indicators such as error rate, packet loss or received interference level.

Power control is another adaptive mechanism. When the link quality decreases, the
transmitter may increase power to maintain a required SINR. When the channel improves,
it may reduce power to save energy and limit interference to other users. In UAV
communication, this trade-off is important because onboard energy is limited and excessive

transmit power may also increase the probability of interception.

Adaptive methods are flexible and can complement DSSS or FHSS. However, they
depend on reliable sensing, feedback and decision rules. Against a fast reactive or cognitive
jammer, incorrect detection may lead to unstable adaptation or unnecessary power
consumption [35], [39].

2.5.5. Beamforming and MIMO-Based Anti-Jamming

Beamforming uses multiple antennas to concentrate the useful signal toward the
intended receiver and reduce reception or transmission in the jammer direction. In receive
beamforming, the antenna array can place spatial nulls toward interference sources. In

transmit beamforming, the useful energy is focused toward the legitimate ground station.

The theoretical advantage of beamforming is spatial selectivity. Unlike spread-
spectrum techniques, which mainly exploit frequency or code diversity, beamforming
exploits the direction of arrival or departure of signals. It can therefore improve SINR

without necessarily increasing bandwidth.

Nevertheless, beamforming may be difficult to apply on small UAVs. It requires
multiple antennas, RF chains, calibration and processing capability. These requirements
may conflict with SWaP constraints. Beamforming is therefore highly effective in theory,
but its practical suitability depends strongly on UAV size, carrier frequency, antenna

placement and mission cost.
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2.5.6. Coding, Diversity and Network-Layer Protection

Channel coding is not an anti-jamming method by itself, but it improves resilience
by adding redundancy that allows the receiver to correct some errors introduced by noise
or jammed hops. Convolutional codes, block codes and modern error-correcting codes can
reduce the probability of link failure when interference affects only part of the transmitted
data [26].

Diversity techniques can also improve robustness. Frequency diversity spreads
information over different frequency resources; time diversity repeats or interleaves
information across different time intervals; spatial diversity uses multiple antennas or relay
paths. In UAV networks, path diversity may be obtained through relay UAVs, mesh links

or cluster heads [22].

At the network layer, routing diversity and multi-link communication can reduce
dependence on a single vulnerable link. However, these methods introduce routing
overhead and may increase latency. For safety-critical command links, this trade-off must

be carefully considered.

2.5.7. Cognitive and Learning-Based Anti-Jamming

Recent studies also consider cognitive and learning-based anti-jamming
techniques. These methods sense the spectrum, observe jammer behavior and update
transmission decisions over time. They may select channels, adjust power, choose access

times or coordinate multiple UAVs according to learned interference patterns [35].

Their theoretical advantage is adaptability in dynamic adversarial environments.
However, they require training data, computation, sensing capability and stable decision
policies. In safety-critical UAV communications, learning-based methods must also be

predictable and explainable enough to avoid unsafe decisions.

2.5.8. Adaptive Filtering-Based Noise Suppression for UAV-OFDM Systems

Adaptive filtering-based noise suppression is a receiver-side method that aims to

estimate and remove the interference component from the received signal. In UAV-
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OFDM links, this class of methods is especially relevant when the disturbance is impulsive
electromagnetic noise rather than a strategic jammer. The received signal can be interpreted
theoretically as a useful OFDM component corrupted by an additive impulsive-noise
component, which increases BER and deteriorates the quality of the recovered information
[42].

The recently published CV-VSS-NLMS method introduced by Lebbou, Chergui,
and Bouguezel extends adaptive LMS-based filtering to complex-valued UAV-OFDM
signals. Instead of filtering the real and imaginary parts separately, the algorithm updates
the adaptive filter coefficients directly in the complex domain using a normalized variable
step size. This is theoretically important because OFDM baseband signals are naturally
complex-valued, and separate real-valued filtering may degrade MSE convergence for such
signals [42].

The proposed architecture uses a single antenna and three parallel adaptive noise
cancellers associated with three representative impulsive-noise models: high-voltage
sinusoidal pulses (HVSP), electrical fast transient pulses (EFTP), and surge pulses (SP). A
cost-function module based on average residual energy then identifies the best de- noised
output. This design differs from conventional blind source separation approaches, which
require dual-antenna observations, covariance estimation, whitening and block- based

matrix operations [42].

From a theoretical perspective, the CV-VSS-NLMS approach is not a replacement
for spread-spectrum anti-jamming. Rather, it is a complementary interference-suppression
layer. FHSS and DSSS reduce the probability or impact of intentional jamming through
frequency and code diversity, whereas CV-VSS-NLMS suppresses impulsive noise after
reception. Its single-antenna structure and reduced computational load make it particularly

attractive for SWaP-constrained UAV platforms and real-time OFDM receivers [42].
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Fig. 2.3: Single-antenna CV-VSS-NLMS adaptive noise-suppression architecture for UAV-OFDM links [42].

2.6. Comparative Theoretical Discussion

The following table summarizes the theoretical comparison of the main existing

anti-jamming methods. The comparison remains qualitative because the best method

depends on the jammer type, the available bandwidth, the UAV platform, the mission

criticality and the acceptable complexity.

Main  protection . S Suitability for
Method mechanism Strong against Main limitations UAVs
. Narrowband Bandwidth Good for telemetry
Code spreading | . and protected
. interference  and | overhead and code .
DSSS and processing | - . R control links when
) interception synchronization : i
gain. . bandwidth is
attempts. requirements. .
available.
Hop Very suitable for
Narrowband, synchronization mobile UAV links
Pseudorandom . -
partial-band  and | and vulnerability | and low-
FHSS frequency . . .
diversi some reactive | to wideband or | probability-of-
iversity. ; . o v
jamming. predictive intercept
jammers. communication.
Combination  of | Partial-band, Higher bandwidth, | Highly suitable for
Hybrid DS/FH-SS processing gain | follow-on and | sequence critical UAV links
and frequency | mixed jamming | management and | where robustness
hopping. scenarios. processing is prioritized.
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complexity.
Adantive Dynamic Time-varying Requires sensing, | Useful as a
fre Senc oower adjustment of | interference  and | feedback and | complementary
cor?trol yip frequency set and | persistent jammed | stable control | layer for energy-
transmit power. channels. decisions. limited UAVs.
L . Powerful for larger
Spatial filterin Directional Requires  antenna UAVs or base
B . P _Tmitering jammers and | arrays and . L
eamforming/MIMO | and directional interference- additional RE stations,  limited
gain. limited scenarios. | hardware for ~ very —small
' ' UAVS.
R_edundancyac_ross Burst errors and | Adds overhead and Useful_ as a
. . . bits, time, . ] . supportive
Coding and diversity frequenc space partial link | may increase | o onism in
quency. P degradation. latency. .
or paths. layered protection.
. . | Sensing, learning | Dynamic or Computgt!onal Pro”_“s'“g but
Cognitive anti- and adaptive | intellioent cost, training needs | requires careful
jamming . ap . g . and safety | validation for
decision-making. | jamming behavior. validation critical missions
Requires
reference noise
Complex-valued Impulsive modeling and Highly relevant
adaptive noise P . adaptive as a lightweight
. . electromagnetic
CV-VSS-NLMS cancellation with convergence; complementary

adaptive filtering

single-antenna
receiver-side
suppression.

noise affecting
UAV-OFDM
signals.

mainly targets
impulsive noise
rather than
intelligent
jamming.

layer for real-
time UAV-
OFDM receivers.

Table 2.4: Comparative theoretical evaluation of existing anti-jamming methods.

From this comparison, no single technique is universally optimal. DSSS is strong

from a processing-gain perspective but consumes bandwidth. FHSS is attractive for UAV

mobility and partial-band jamming but requires secure hopping synchronization.

Beamforming can provide strong spatial rejection but may be unsuitable for small

platforms. Adaptive and cognitive methods are promising but depend on sensing accuracy

and decision stability. In addition, the CV-VSS-NLMS approach offers a recent receiver-

side solution for impulsive-noise suppression in UAV-OFDM systems, with lower

complexity than dual-antenna blind source separation approaches. Therefore, layered

protection is generally more robust than relying on one method alone [42].
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2.7. Theoretical Synthesis for the Remainder of the Work

The theoretical analysis indicates that spread-spectrum techniques remain among
the most relevant anti-jamming approaches for UAV communication links. FHSS offers a
favorable balance between robustness and feasibility because it reduces the effect of
narrowband and partial-band jammers without requiring large antenna arrays. DSSS adds
processing gain and can improve resistance against narrowband interference, while hybrid
DS/FH-SS combines both advantages at the cost of higher complexity. For UAV-OFDM
links affected by impulsive electromagnetic noise, the CV-VSS-NLMS method adds a
complementary receiver-side protection layer that directly suppresses the noise component

after reception [42].

Consequently, the hybrid DS/FH-SS family can be retained as a strong theoretical
candidate for intentional jamming scenarios, while CV-VSS-NLMS-based adaptive
filtering can be retained as a recent and practical candidate for impulsive-noise suppression
in UAV-OFDM receivers. This selection should not be understood as an experimental result
in this chapter. It is a theoretical conclusion derived from the comparison of existing
methods with respect to UAV constraints, jammer and noise behavior, robustness,

bandwidth overhead, computational load and implementation complexity [42].

Any later simulation or implementation stage can therefore use this chapter as a
theoretical foundation: the methods have been compared conceptually, their strengths and
weaknesses have been identified, and the most relevant families of techniques have been

justified without presenting new numerical results inside this chapter.

2.8. Conclusion

This chapter presented a theoretical study of existing anti-jamming methods for
UAV communications. It first defined the criteria needed to compare such methods,
including processing gain, SINR improvement, BER reduction, bandwidth overhead,

energy consumption, hardware complexity and adaptability.
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The chapter then reviewed the UAV constraints, jammer behaviors and impulsive-
noise conditions that influence the choice of protection mechanisms. Several existing
methods were studied theoretically: DSSS, FHSS, hybrid DS/FH-SS, adaptive frequency
and power control, beamforming, coding and diversity techniques, cognitive anti-jamming
approaches, and CV-VSS-NLMS adaptive filtering for UAV-OFDM noise suppression.

The comparative discussion showed that each method provides a different form of
protection. DSSS relies on code-domain processing gain, FHSS relies on frequency
diversity, beamforming relies on spatial filtering, while adaptive and cognitive methods
rely on environmental awareness. The recently published CV-VSS-NLMS method
contributes a complementary receiver-side solution by suppressing impulsive
electromagnetic noise in complex-valued UAV-OFDM signals through a single-antenna
adaptive filtering architecture. From this theoretical perspective, hybrid DS/FH-SS and CV-
VSS-NLMS are complementary candidates: the first addresses intentional jamming through
spreading diversity, while the second addresses impulsive noise through adaptive
cancellation. This conclusion prepares the ground for any subsequent modeling, simulation

or validation stage, without turning the present chapter into an experimental study.
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Chapter 3:
Experimental Study of Anti-Jamming Techniques for UAVs

3.1. Introduction

Radio communication is one of the most critical elements of a UAV system, because it
carries flight commands, telemetry, and sometimes data streams from onboard sensors. In an
operational context, this link can be affected by thermal noise, electromagnetic interference,
fading, multipath propagation, or intentional jamming that aims to prevent the correct reception
of data.

The experimental objective is to evaluate the behavior of several anti-jamming
mechanisms in a simulated environment. The study is based on three complementary approaches:
DSSS to spread the signal directly and resist narrowband jamming, FHSS to avoid disturbed
frequencies through pseudo-random hopping, and CV-VSS-NLMS to reduce impulsive noise at

the receiver level in an OFDM chain.
3.2. Simulation Environment and MATLAB Script Parameters

The simulations are carried out in MATLAB in order to precisely control the signal
generation parameters, the type of jamming, the added noise, and the performance metrics. The
choice of a numerical simulation makes it possible to observe each step of the chain separately:
binary generation, BPSK modulation, DSSS spreading, FHSS frequency hopping, OFDM

generation, and adaptive filtering.

The script uses a fixed random value to obtain the same signals at each execution. This is
Important in an experimental work, because it makes it possible to reproduce the same figures,

verify the results, and keep the same conclusions without change from one execution to another.
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Table 3.1. Main parameters used in the MATLAB script.

Parameter Adopted value Experimental role
mg(10) Fixed seed Ensure the reprodug:lblllty of the
generated signals
Nbits 32 bits Length of the input binary sequence
Th 1ms Bit duration
NsBit 80 samples/bit Temporal resolution of the signal
Fs 80 kHz Sampling frequency
fc 4 kHz Carrier frequency used for modulation
M 6 frequencies Number of carriers available for FHSS
fregList 210 7 kHz FHSS frequency bank
chipsPerBit 8 chips/bit DSSS spreading factor
NIfft / cpLen 64/ 16 OFDM FFT size and cyclic prefix
length
plmp / impGain 0.02/12 Probability and intensity of impulsive
noise
muMin / muMax 0.005 /0.4 Bounds of the CV-VS_S-N LMS variable
step size

3.3. Global Numerical Results Generated by the Script

In this experiment, the reference quantitative results are presented. The BER values for
the DSSS and FHSS techniques, as well as the MSE of the CV-VSS-NLMS filter, are studied for
five SNR values. These results make it possible to compare the performance of the different

methods used in this chapter.
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Table 3.2. BER/MSE numerical results integrated into the chapter.

SNR (dB) DSSS BER FHSS BER CV-VSS-NLMS MSE
0 0.12 0.15 0.25
3) 0.08 0.10 0.15
10 0.03 0.05 0.07
15 0.01 0.02 0.03
20 0.001 0.003 0.005

Performance BER des techniques DSSS et FHSS

0 5 10 S 20
Eb/NO [dB]

Figure 3.2. Evolution of the BER of the DSSS and FHSS techniques as a function of Eb/NO.

Figure 3.2 shows that the BER decreases when EB/NO increases. This evolution is
consistent: when the useful energy per bit becomes higher compared with the noise, the receiver
makes more reliable binary decisions. In the generated values, DSSS has a lower BER than FHSS

over all tested points, which indicates a better recovery capability in the simulated scenario.

At 20 dB, the BER of DSSS reaches 0.001 compared with 0.003 for FHSS. This means

that, in this configuration, DSSS produces about three times fewer bit errors than FHSS.
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However, this superiority remains related to the selected scenario: it may change if the jamming
becomes wideband, reactive, or if the PN code synchronization is imperfect.

0.254% Performance du CV-VSS-NLMS en termes de MSE
0.2 \\
0.15 ‘\

MSE

0.05

0 5 10 IS 20
Eb/NO [dB]

Figure 3.3. Evolution of the MSE of the CV-VSS-NLMS filter as a function of Eb/NO.
Figure 3.3 shows the decrease in MSE when Eb/NO increases. The MSE changes from
0.25 at 0 dB to 0.005 at 20 dB, which reflects a significant improvement in adaptive filtering.

This decrease means that the average difference between the reference signal and the filtered

signal becomes smaller when the channel is less noisy.

Table 3.3. Quantification of the improvement between 0 dB and 20 dB.

Metric ValueatO0 Value at 20 Relative Experimental readin
dB dB reduction b g
BER DSSS 0.12 0.001 ~99.17% | Verystrongimprovement
in binary recovery
Clear improvement despite
BER FHSS 0.15 0.003 ~ 98.00% a final BER higher than
DSSS
MSE CV-VSS- _ 0 More stable filtering when
NLMS 0.25 0.005 ~98.00% the noise decreases

3.4. Input Signal Generation and BPSK Modulation

Before applying DSSS or FHSS, the system generates a random binary sequence of 32
bits. This sequence represents elementary UAV data, for example a control command or a
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simplified telemetry block. The bits are then converted into BPSK symbols according to the

rule0 —--land 1 — +1.

Sequence binaire aleatoire d'entree

Amplitude

0 S 10 15 20 25 30 35
Indice du bit

Figure 3.4. Random binary input sequence generated by the MATLAB script.

Figure 3.4 shows the transitions between 0 and 1 in the binary sequence. This
representation makes it possible to verify that the system input is discrete and that the number of

bits corresponds to the Nbits parameter of the script.

Signal BPSK en bande de base

=
h

Amplitude
(=]

1
o
wn

0 0.005  0.01 0.015 002 0.025 0.03 0.035
Temps [s]

Figure 3.5. BPSK baseband signal after binary mapping.
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Figure 3.5 shows the BPSK baseband signal. Each bit is represented by a constant level
during the bit duration Th. The levels +1 and -1 correspond to the two phase states used by BPSK

modulation.
| Porteuse sinusoidale
0.5
(]
=
'75_ 0
<
-0.5
-1
0 0.002 0.004 0.006 0.008 0.01
Temps [s]

Figure 3.6. Sinusoidal carrier used for RF modulation.

Signal BPSK module par la porteuse

\

T
L

-1 adluy i H
0.01 0.015 0.02
Temps [s]

Amp]iludc

Figure 3.7. BPSK signal modulated by the carrier.

Figures 3.6 and 3.7 confirm the transition from the baseband signal to a carrier- modulated

signal. This step is common to the simulated DSSS and FHSS chains, because the data must be

carried by a radio wave before passing through the channel.
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3.5. Simulation Results of the DSSS Chain
The DSSS technique multiplies the binary signal by a higher-rate pseudo-random PN
sequence. In the script, each bit is replaced by 8 chips, which spreads the information over a

wider band. The processing gain can be expressed, in this simplified configuration, by the number

of chips per bit.

PG = Wpreada/Rp ; in the simulation, spreading is represented by .chipsPerBit = 8

Code pseudo-aleatoire PN utilise dans le DSSS

Amplitude

0 50 100 150 200 250 300
Indice du chip

Figure 3.8. Pseudo-random PN code used in the DSSS chain.

Figure 3.8 represents the PN sequence in the form of +1 and -1 chips. This sequence is
essential because it makes it possible to spread the signal at transmission and then despread it at
the receiver. Incorrect PN code synchronization would strongly reduce performance.

Sequence binaire codee par le code PN

Amplitude

0 50 100 150 200 250 300
Indice du chip

Figure 3.9. Binary sequence encoded by the PN code.
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Figure 3.10. Portion of the DSSS signal before RF modulation.
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Figure 3.11. DSSS signal multiplied by the carrier
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Signal DSSS recu avec brouillage narrowband
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Figure 3.12. DSSS signal received with narrowband jamming and noise.

Figure 3.12 shows the effect of a narrowband jammer added to the DSSS signal. Even if
the time-domain signal appears strongly disturbed, the DSSS principle makes it possible, after
despreading, to reduce the relative impact of narrowband jamming. This observation explains
why the DSSS BER obtained in Figure 3.2 remains lower than the FHSS BER in the simulated
scenario.

3.6. Simulation Results of the FHSS Chain

The FHSS technique is based on the pseudo-random change of the carrier frequency. The
transmitter and the receiver share the same hopping sequence in order to remain synchronized.
In the script, six frequencies are available: 2 kHz, 3 kHz, 4 kHz, 5 kHz, 6 kHz, and 7 kHz.

| Les six porteuses utilisees dans le FHSS

Amplitude

Temps [s] %107

Figure 3.13. The six carriers used in the FHSS chain.
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Figure 3.13 shows the frequency bank used by FHSS. Frequency diversity allows the
system to avoid staying for a long time on a disturbed frequency. This property is particularly
useful against partial or localized jamming.

Code d'etalement FHSS avec six frequences
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Indice du bit

Figure 3.14. FHSS spreading code with six frequencies.

Figure 3.14 indicates the frequency index used for each bit. The pseudo-random choice of

frequencies makes the signal less predictable for an unsynchronized jammer. However, if a

reactive jammer quickly detects the hops, the advantage of FHSS may decrease.
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Figure 3.15. Transmitted FHSS signal.
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Signal FHSS recu avec brouillage partiel et bruit
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Figure 3.16. FHSS signal received with partial jamming and noise.

Figure 3.16 illustrates the received signal after adding a partial jammer and Gaussian
noise. FHSS does not eliminate jamming, but it reduces its impact duration by regularly changing
frequency. This logic explains the decrease in BER when Eb/NO increases, even if the BER

remains higher than that of DSSS in the selected scenario.
3.7. OFDM Simulation Results with CV-VSS-NLMS Filtering

The OFDM chain is used to study the effect of impulsive noise and the interest of the CV-
VSS-NLMS adaptive filter. The script generates QPSK symbols, applies a 64-point IFFT, adds

a cyclic prefix of 16 samples, and then injects Gaussian noise and parasitic impulses.

Table 3.4. Parameters of the OFDM block and the CV-VSS-NLMS filter.

Block Parameter Value Interpretation

OFDM Nfft 64 Number of subcarriers used

OFDM cpLen 16 Cyclic prefix to limit ISI

OFDM NsymOFDM 20 Number of simulated OFDM symbols
Imﬁgilss.;ve plmp 0.02 Probability of impulse occurrence
Imﬁgilss.;ve impGain 12 Relative intensity of impulses
CV-VSS- : A

NLMS Lfilter 8 Length of the adaptive filter
CV-VSS- muMin / . .

NLMS muMax 0.005/0.4 Bounds of the variable step size
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Figure 3.17. OFDM output signal before impulsive noise.
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Figure 3.18. OFDM signal corrupted by parasitic impulses.

Figure 3.18 highlights sudden variations due to impulsive noise. This type of disturbance

is dangerous for UAV communications, because it can cause strong punctual errors even when

the average noise seems limited.
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Signal OFDM apres filtrage CV-VSS-NLMS
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Figure 3.19. OFDM signal after CV-VSS-NLMS filtering.

Figure 3.19 shows the signal after adaptive filtering. The role of CV-VSS-NLMS is to
adjust its adaptation step according to the instantaneous error in order to reduce impulsive
disturbances without using a multi-antenna architecture. This approach is therefore interesting
for a UAV, where mass, consumption, and hardware complexity must remain limited.

Evolution du pas variable CV-VSS-NLMS
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Figure 3.20. Evolution of the variable step size u(n) of the CV-VSS-NLMS filter.
Figure 3.20 shows the internal behavior of the filter. When the error is large, the adaptation

step increases in order to correct the signal more quickly. When the error decreases, the step

stabilizes at a lower value, which limits oscillations and improves filtering stability.

57



Chapter 3: Experimental Study of Anti-Jamming Techniques for UAVs

3.8. Comparative Synthesis of the Adopted Results

The results generated by the script confirm the complementarity of the three approaches.
DSSS acts mainly through direct signal spreading, FHSS acts through frequency mobility, while
CV-VSS-NLMS acts at the receiver level to reduce impulsive disturbances. These techniques

therefore do not respond to exactly the same type of threat.

Table 3.5. Critical comparison of the techniques based on the integrated results.

Technique Observed result Strength Main limitation Esicommended UAV
DSSS BER =0.001 Effective against Uses more Critical commands
at 20 dB narrowband jamming bandwidth and telemetry
BER =0.003 Avoids disturbed Depends on hopping Partial or
FHSS . . . .
at 20 dB frequencies synchronization frequency jamming
CV-VSS- MSE = 0.005 Reduces impulsive Adaptive step OFDM with
NLMS at 20 dB noise at receiver tuning impulsive noise

A robust strategy for UAVs should not be limited to a single technique. A multilayer
architecture can combine a spreading or frequency-hopping mechanism at the transmission level
with adaptive filtering at the reception level. Thus, DSSS or FHSS can reduce exposure to

jamming, while CV-VSS-NLMS can correct the remaining disturbances in the received signal.
3.9. Critical Analysis and Experimental Limitations

The obtained figures make it possible to present the chapter results more clearly. They
show the behavior of the DSSS, FHSS, and CV-VSS-NLMS techniques in different transmission
cases.

In this experiment, the transmission channel is studied in a simple way in order to facilitate
the analysis of the results. The main effects of jamming and noise are considered to observe the

response of the techniques used.
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Synchronization between the transmitter and the receiver is taken into account in the
operation of the DSSS and FHSS systems. This synchronization makes it possible to correctly

recover the transmitted signal.

For DSSS, narrowband jamming is used in order to study the ability of this technique to
resist a disturbance concentrated on a narrow band. For FHSS, partial jamming is applied in order

to observe the effect of frequency changing on transmission quality.

The CV-VSS-NLMS filter is used with a noisy OFDM signal. Its role is to reduce the
effect of impulsive noise and improve the shape of the received signal. The MSE results show
the improvement obtained after filtering.

The filter parameters, such as the filter length and the variable step size, directly influence
its convergence. A good choice of these parameters makes it possible to obtain better noise

reduction and a more stable response.

Thus, the presented results show that each technique provides a different improvement.
DSSS improves resistance to narrowband jamming, FHSS reduces the effect of partial jamming,
and CV-VSS-NLMS improves the quality of the OFDM signal in the presence of impulsive noise.

3.10. Conclusion

In this chapter, the conducted experiments make it possible to study the behavior of the
DSSS, FHSS, and CV-VSS-NLMS techniques in UAV communication. The analysis shows that,
when the value of Eb/NO increases, the bit error rate decreases for DSSS and FHSS. In the studied
case, the DSSS technique gives better performance than FHSS. The CV-VSS-NLMS filter also
makes it possible to reduce the MSE, which shows its important role in reducing impulsive noise
in an OFDM chain.

Thus, DSSS can be considered an effective technique against narrowband jamming. FHSS
Is more suitable for partial jamming or frequency-related disturbances. The CV-VSS- NLMS
filter represents a complementary solution at the receiver level, because it improves the quality

of the received signal.
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General Conclusion

This thesis focused on the study of robust communication techniques for UAVsS
against radio disturbances, especially intentional jamming and impulsive noise. The general
objective was to understand the constraints of UAV links, to study existing anti- jamming
methods, and to verify, through an experimental study, the behaviour of three
complementary approaches: DSSS, FHSS and CV-VSS-NLMS.

The first chapter presented the general context of UAV communications. It showed
that drones need reliable links for command, telemetry and payload data transmission.
Technologies such as Wi-Fi, LTE, 5G and OFDM offer several possibilities, but they
remain exposed to the effects of mobility, line-of-sight propagation, interference and
constraints of size, weight, energy and computation. This chapter also showed that
jamming, interception and spoofing attacks can directly affect the availability,

confidentiality and integrity of communication.
The second chapter presented a theoretical study of the main

anti-jamming methods. DSSS, FHSS, DS/FH-SS, adaptive control, beamforming,
coding, diversity, cognitive approaches and adaptive filtering were compared according to
several criteria. This analysis showed that no method is perfect in all cases. DSSS provides
an interesting processing gain against narrowband jamming, but it consumes more
bandwidth. FHSS is suitable for partial-band jamming thanks to frequency hopping, but it
depends on hop synchronization. More advanced methods can improve robustness, but they
often add complexity.

The third chapter made it possible to move from theoretical analysis to an
experimental study. The experiments were organized around three parts: DSSS, FHSS and
OFDM with CV-VSS-NLMS filtering. The BER results show that increasing Eb/NO
improves the reliability of transmission for DSSS and FHSS. In the studied scenario, the
BER of DSSS decreases from 0.12 at 0 dB to 0.001 at 20 dB, while the BER of FHSS
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decreases from 0.15 to 0.003. These values show an important reduction in binary errors
when the channel quality increases.

The CV-VSS-NLMS filter also showed its interest for an OFDM chain affected by
impulsive noise. The MSE decreases from 0.25 at 0 dB to 0.005 at 20 dB. This decrease
shows that adaptive filtering reduces the difference between the filtered signal and the
reference signal. Thus, CV-VSS-NLMS can be used as a correction layer at the receiver
side, in addition to spreading or frequency-hopping techniques used at the transmission
side.

In general, the results confirm the complementarity of the studied techniques. DSSS
is effective against disturbances concentrated on a narrow band. FHSS is useful when
jamming affects only some frequencies. CV-VSS-NLMS improves the quality of the
OFDM signal in the presence of impulsive noise. Therefore, the most suitable solution for
reliable UAV communication is to combine several mechanisms according to the nature of

the threat and the constraints of the mission.

This work also presents some perspectives. It would be interesting to extend the
study to more realistic channels, such as Rayleigh or Rician channels, to add the Doppler
effect, to vary the drone speed, to test reactive or intelligent jammers, and to compare CV-
VSS-NLMS with other adaptive filters such as LMS, classical NLMS or RLS. Another
important perspective is to measure the execution time, energy consumption and processor

load on a real embedded platform.

In conclusion, this thesis shows that the protection of UAV communications must
be considered as a global strategy. Anti-jamming techniques do not replace other security
mechanisms, but they strengthen the reliability of the radio link. The association of DSSS,
FHSS and CV-VSS-NLMS represents a coherent approach to improve the resistance of

UAV communications against jamming and impulsive noise.
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