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Abstract

In the Internet of Things (IoT) environment, the services provided by the connected objects
are published as services through the web. This allows to machines to interact between them
and, makes the 10T services composition possible. However, the vast proliferation of smart
object generates services with the same functionalities but different in terms of quality of
services (QoS) proprieties. This makes the satisfaction of the user requirements often complex
and a NP-hard problem. Indeed, respecting the QoS constraints (user preferences in terms of
QoS) is a challenge, due to the high number of candidate services for the composition. This
challenge consists of selecting the most appropriate services so that the composite service
must meet both the functional and the non-functional requirements of the user. To deal with
this challenge, we propose an approach based on Genetic Algorithms (GA) and Neural
Networks (NN) for QoS-aware 10T Services Composition in the context of large-scale
environments. The combination between GA and NN allows finding the quasi-optimal 10T
service composition. This latter is based on global QoS optimization. To reach this objective,
the QoS intervals are decomposed into M QoS-levels to engage them into the theoretical
composition. Then, the proposed first GA is used to obtain the ideal theoretical composition
with an overall QoS optimization. Afterward, the proposed NN is used to eliminate the
inappropriate concrete 10T services, and retain only the services having the same categories of
the atomic theoretical services composing the ideal theoretical composition. This allows us to
optimize the search space as well as the execution time. Finally, we apply the second GA on
the concrete services of the retained categories, in order to obtain the 10T service concrete
composition with an overall QoS optimization. The simulation results show that the proposed
approach has the best composition time, the best Hypervolume indicator and the best
compositional optimality compared to SC-FLA, Improved GA and MGA approaches. On
another side, it has almost the same performances compared to TS-QCA and, it finds the near-
optimal composition in a very short time compared to PSA, which is an optimal approach.
Thus, the obtained results show the effectiveness of our approach.

Keywords: loT Service, loT Service Composition, Quality of Service decomposition,
QoS-aware service composition, Neural Network, Genetic Algorithm
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Résumé

Dans l'environnement de I'Internet des Objets (I1dO), les services fournis par les objets
connectés sont publiés en tant que services via le Web. Cela permet aux machines d'interagir
entre elles et rend possible la composition des services 10T. Cependant, la vaste prolifération
d'objets intelligents génére des services avec les mémes fonctionnalités mais différents en
termes de propriétés de qualité de services (QoS). Cela rend la satisfaction des besoins des
utilisateurs souvent complexe et un probléme NP-difficile. En effet, le respect des contraintes
de QoS (préférences des utilisateurs en termes de QoS) est un challenge, du fait du nombre
élevé de services candidats a la composition. Cet enjeu consiste a sélectionner les services les
plus appropriés pour que le service composite réponde a la fois aux exigences fonctionnelles
et non fonctionnelles de I'utilisateur. Pour relever ce défi, nous proposons une approche basée
sur les algorithmes génétiques (GA) et les réseaux de neurones (NN) pour la composition des
services 10T sensible & la QoS dans le contexte d'environnements a grande échelle. La
combinaison entre GA et NN permet de trouver la composition de service loT quasi-optimale.
Cette derniére est basée sur une optimisation globale de la QoS. Pour atteindre cet objectif, les
intervalles de QoS sont décomposés en M niveaux de QoS pour les engager dans la
composition théorique. Ensuite, le premier GA proposé est utilisé pour obtenir la composition
théorique idéale avec une optimisation globale de la QoS. Par la suite, le NN proposé est
utilisé pour éliminer les services 10T concrets inappropriés, et ne retenir que les services ayant
les mémes catégories de services théoriques atomiques composant la composition théorique
idéale. Cela nous permet d'optimiser I'espace de composition ainsi que le temps d'exécution.
Enfin, nous appliquons le deuxieme GA sur les services concrets des catégories retenues, afin
d'obtenir la composition concrete du service 10T avec une optimisation globale de la QoS. Les
résultats de la simulation montrent que I'approche proposée a le meilleur temps de
composition, le meilleur indicateur d'hypervolume et la meilleure optimalité de composition
par rapport aux approches SC-FLA, GA améliorée et MGA. D'un autre c0té, il a presque les
mémes performances par rapport au TS-QCA et, il retrouve la composition quasi-optimale en
tres peu de temps par rapport au PSA, qui est une approche optimale. Ainsi, les résultats
obtenus montrent I'efficacité de notre approche.

Mots clés : Service loT, composition de services loT, décomposition de la qualité de
service, Composition du service sensible a QoS, Réseau de neurones, Algorithme génétique.
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Introduction

.1 Context

The Internet of Things (IoT) is a technical embodiment of ubiquitous computing as
imagined in 1991 by Mark Weiser, where technology gradually disappears from the
environment of users, naturally integrated inside everyday objects: telephones, watches,
household appliances, etc [1|. These physical objects embed a growing number of sensors
and actuators allowing them to communicate with each other, measure the environment
and act on it. Very promising, this concept opens the way to a multitude of scenarios
based on the interconnection between the physical world and the virtual world through
the Internet. These different scenarios will have a huge impact on several aspects of daily
life and will influence the behavior of both personal and business users. Home automation,
daily assistance for dependent people (assisted living), health (e-health) and education
are just a few examples in which the Internet of Things will play a very important role
in the near future. As far as the business world is concerned, automation, industrial
manufacturing, logistics, business management, and transport will be very affected by this
new concept.

However, the implementation of [oT applications raises significant challenges: scaling up,
interoperability between heterogeneous hardware and software technologies, distribution
of software components on low-resource platforms, quality of service management to
the dynamics of the environment to which are added security problems and respect for
the privacy of users. The ubiquitous service-oriented computing paradigm provides a
framework to address the majority of the challenges outlined above. Moreover, reuse
and interoperability are at the heart of the IoT service paradigm. This technology
enables seamless service reuse and interoperability that facilitates rapid development and
integration of [oT applications. Thus the use of message-oriented inter-protocol gateways
conveyed through the Web and weak coupling in Service Oriented Architectures (SOA)
makes it possible to respond effectively to the problem of interoperability management,
transition to scaling, and managing the distribution of software components. In addition,
services composition, one of the most important concepts of the service-oriented paradigm,
enables the provision of elaborate services that adapt to the user’s needs and the dynamics
of the environment.
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From the perspective of the Service-Oriented Architecture (SOA), the implementation
of IoT applications by composition of services can be considered as the collaboration of
several services generally organized according to two modes: the centralized mode called
the orchestration and distributed mode called choreography [2]. Orchestration requires the
presence of a central entity which is responsible for controlling the interactions between
the component services. This entity must have a complete view of the component services
state and the complete plan for invoking these services. Considering that the availability
of this central entity cannot be guaranteed in a highly dynamic IoT environment, the
choreography mode is more appropriate in this case. In the latter, the component services
have local intelligence allowing them to interact with other services so that this collective
execution can achieve the service expected by the user. The interactions, in a choreography,
are made directly (Peer to Peer) without going through a central entity, which allows
better exploitation of network resources avoiding overloading of links and over-exploitation
of nodes leading to the central one, and therefore the rapid exhaustion of the devices.

The use of IoT services, whether in orchestration or choreography, requires a preliminary
stage of discovery [3], which consists of searching and locating the IoT services corresponding
to the user’s needs which are expressed by means of a request defining functional and
non-functional, also called Quality of Service (QoS) criteria, expectations. Therefore,
focusing on the problem of service selection being the main problem to be solved in the
services discovery and composition. The services selection consists, in general, in choosing a
service or a combination of concrete services among a set of candidates having substantially
similar functionalities and capable of carrying out a required task. This choice is made on
the basis of non-functional criteria in order to meet the non-functional users requirements.
This problem is known by the "QoS-aware services composition" [4, 5, 6, 7, 8, 9, 10].

The selection of services must also take into account the constraints of the users in
terms of QoS. These are generally expressed in a global and quantitative way using metrics
such as response time, cost, reliability, etc. The user can require that the response time
and the price of the composite service should not exceed 20 s and 50 Dollars respectively.
This implies being able to estimate the overall quality of the composite service on each QoS
criterion from the values of their components. The problem being in an IoT environment
composed of thousands of objects offering quite similar functionalities in description
but varying in terms of QoS values, the search for service composition solutions leads
to exploring and evaluating a considerable number of solutions. In such a context, the
selection of the best services entering the composition among sets of substantially equivalent
services and each having multiple QoS constraints, is an NP-hard optimization problem.
Moreover, in a composition under constraints, the selection must be made during the
composition process so that the composition offers a better overall QoS.

Given the large number of IoT services available on the web, it is difficult, if not
impossible, to compose them manually, which is why the composition must be automatic.
In fact, the automatic composition allows an adaptation to the requirements of the users.
It aims to make the most of the intrinsic properties of the IoT service platform. It is in this
context that our work takes place, where we propose an automatic composition approach
for IoT services based on Artificial Intelligence (Al) techniques and a multi-criteria
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optimization strategy. The AI techniques are often considered the most effective and even
predominant for automatically solving services composition problems [11]. Since the QoS-
aware loT services composition is an NP-hard problem in a large-scale environment, the
objective is to find a composition near the optimum in a reasonable time while satisfying
the non-functional user constraints and ensuring a better overall quality of service.

.2 Problem and motivations

Given a set of non-functional user preferences, the challenge is how to build a composite
service in an automatic way, while respecting these preferences, and such that the overall
value of QoS is optimal. In the state of the art, we found a large number of works on
the development of algorithms for optimizing the composition of IoT services. They can
generally be classified into one of the following classes : composition approaches based
on functional properties, and composition approaches based on noun-functional (QoS)
properties [12].

Our literature review revealed that first-class approaches attempt to find valid compo-
sition without considering the quality of service (QoS) of the solution sought. Therefore,
these methods would be unable to find optimal compositions satisfying the user’s con-
straints in terms of QoS. As for the QoS-aware IoT service composition approaches, these
are approaches that can lead to optimal or near-to-optimal solutions in a reasonable time,
while respecting the user’s constraints. The main idea is to model the composition as an
abstract workflow, i.e. assumes the prior existence of an abstract services composition
plan, and each abstract service will subsequently be linked to a concrete service taken
from among the concrete services that are functionally equivalent. However, the proposed
approaches generally consisted of decomposing the global constraints into local constraints
so that the selection could be done locally. This has given rise to over-constrained local
sub-problems that often rule out good solutions.

In this thesis, we propose an approach for automatic composition of IoT services
that considers non-functional properties (QoS parameters such as response time, cost,
reputation, etc.) and non-functional user preferences (constraints imposed on these QoS
parameters). For this, we have adopted an approach based on Al techniques, mainly
Neural Networks and the Genetic Algorithm. The neural network will be used as a
clustering technique to eliminate inappropriate services after their regrouping into clusters
according to their QoS parameters. As for the genetic algorithm, it will be used to find
the near-to-optimal composition in terms of global QoS, while respecting the imposed QoS
constraints.

.3 Contributions

This work aims to promote the integration of user preferences in terms of QoS in the
process of IoT service composition. Our contribution to solving the "QoS-aware IoT
services automatic composition" problem is based on: neural networks to reduce the
composition space; and the genetic algorithm to search for the quasi-optimal composition.
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The user specifies non-functional constraints, i.e his preferences in terms of QoS. Thus,
our method is able to find a composite service that optimizes the overall QoS value, while
satisfying the specified constraints. We summarize our main contributions below:

1. State of the art development of composition approaches: we have carried out
detailed state-of-the-art studies on QoS-aware [oT services composition approaches.
A comparative analysis of the different contributions according to the evaluation
criteria that we have defined has enabled us on the one hand, to identify the
advantages and limits of each approach, and on the other hand, to better position
our approach to see how it would be possible to improve this area of research.

2. QoS-Intervals breakdown mechanism: we decompose each QoS attribute, for
cach abstract service (AS;), into M levels of QoS from the minimum value to the
maximum value of each QoS attribute. Thus, we will obtain M theoretical services
(M theoretical QoS vectors) for each abstract service. To generate a reduced number
of the theoretical services used to find the Ideal Theoretical Composite ITC service.
The latter makes it possible to give as a result, for each abstract service, the category
of concrete services to be engaged in the concrete composition.

3. Services (concrete and theoretical) evaluation mechanism: we propose a
neural network model to evaluate IoT and theoretical services. Then, group them
according to the appropriate QoS level. The number of neurons in the input layer
corresponds to the QoS attributes vector dimension.

4. Find the near optimal composition: for this we apply the adapted genetic
algorithm on a reduced population after elimination of the inappropriate clusters of
concrete services. The resulting composite service will have an optimal QoS while
respecting the imposed QoS preferences.

5. Validation and experiments: we present the architecture of the proposed com-
position environment by detailing the different modules constituting it through an
illustrative scenario. We also propose a set of experiments to evaluate and validate
our contribution.

.4 Organization of the thesis

The chapters of this thesis are organized according to a logical structure starting with a
general study of the different concepts of embedded systems as main components of the
Internet of Things. Afterwards, the second chapter is devoted to the IoT paradigm where
we will focus on the composition of IoT services. It is in the third chapter that we will
develop the state of the art of QoS-aware IoT services composition, whose approaches
based on Al techniques are present. The fourth chapter is thus devoted to the design
of our approach, also based on Al. And finally, the last chapter will be devoted to the
evaluation and validation of our proposal. At the end, a general conclusion to draw up the
results and prospects.
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e Chapter 1: Embedded systems generalities

In this chapter we will make a non-exhaustive detour on the main axes along which
research and industry are articulated the field of embedded systems.We will first
discuss some theoretical definitions of the subject, then consider one of the most
predominant classifications in the field, to finish with an overview of the main
characteristics that govern embedded systems.

e Chapter 2: IoT: Theoretical bases, principles and technology

This chapter will devoted the IoT technologies. The IoT is a relatively new concept.
It is a growing field, and its development requires the support of some innovative
technologies. In this chapter, we present the concepts, the theoretical bases, the
principles, the characteristics and the different technologies involved in the IoT.

e Chapter 3: IoT services composition, State of the art

This chapter has two parts: in the first part, we present the fundamental concepts of
[oT service and its properties by emphasizing the non-functional aspect, in particular
Quality of Service (QoS) properties. Then, we present the services composition
process and its steps, of which the service selection represents a necessary and
important stage, as well as the different service composition types. The second
part will be devoted to a review of the literature, in which we will study a panel of
proposed approaches to solve the problem of QoS-aware IoT services composition,
with a comparative study.

e Chapter 4: GNN-QSC: QoS-aware IoT Services Composition Approach

In this chapter, we propose a new QoS-aware IoT service composition approach
(GNN-QSC - Genetic Algorithms and Neural Networks for QoS-aware IoT Services
Composition). This approach will be based on Al techniques, of which we will use
the neuron networks as a clustering technique in order to reduce the composition
space and thus reduce the composition time.

e Chapter 5: Experimental results and performance analysis

This chapter is dedicated to the simulation and validation of the GNN-QSC services
composition approach proposed. It is composed of two parts. The first part is
devoted to an illustrative scenario to show the functionality steps of the proposed
approach. However, the second is to evaluate the performance of the proposed
approach through a set of experiments, in which we will pass our approach to the
comparison with other existing [oT services composition approaches in the literature.

e Conclusion and perspectives

In which, we present a synthesis of the main ideas of our proposals. On occasion, we
take up certain reflections with the aim of highlighting the main contributions and
identifying the open questions and perspectives of this work.



Chapter

Embedded systems generalities

I.1 Introduction

Designed to operate with minimal or no human intervention. Embedded systems invade our
daily lives. These systems provide us with important services, such as, when driving a car,
they control its engine, brakes, and airbags. They control the take-off and landing of planes,
and maintain the flight path to ensure our safety. They also control our blood pressure
and the rate of our heartbeat. They are involved everywhere in our daily activities. These
systems are important components and playing a vital role in many appliances, equipment
instruments and home appliances. Their low cost, compressed size and simplicity in
design make them very popular. This multidisciplinary sector of embedded systems is
made up of a combination of several disciplines such as electronics, computer science,
telecommunications networks and computer security. In this chapter we will make a
non-exhaustive detour on the main axes along which research and industry are articulated
in this field.We will first discuss some theoretical definitions of the subject, then consider
one of the most predominant classifications in the field, to finish with an overview of the
main characteristics that govern embedded systems.

I.2 Introducing Embedded systems

I1.2.1 Definition of Embedded Systems

An embedded system is a combination of hardware and software to perform a specific
task. That allows to the software to control the hardware, which offers the possibility of
intelligent behavior and smart solutions [13]. An embedded system is therefore a dedicated
computer system, designed for one or a few specific functions, often, they are part of a
broader system or product, as in the case of a car’s Antilock Braking System (ABS) [14].

It is agreed upon by almost all researchers that an embedded system can be an
autonomous electronic and computer system, which is dedicated to a specific task. It
does not have standard and classic inputs/outputs such as a keyboard or a computer
screen. Hardware and software are intertwined, since embedded software is usually buried,
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embedded in hardware. Hardware and software are not as easily discernible as in a classic
PC type work environment. The term Embedded System can be used to designate the
embedded hardware or the embedded software, or both combined.

Peter Marwedel [15] gives the following definition: "Embedded systems are information
processing systems embedded into enclosing products such as cars, telecommunication or
fabrication equipment”.

"An embedded system is a combination of hardware and software, and perhaps with
mechanical add-ons or other components. Which are intended to perform a dedicated
function”, another definition of the embedded system given by Micheel Barr [16].

An embedded system consists of three main components [17]:

e Hardware specially designed for a specific task ;
e Application software ;

e An embedded operating system, a computer software that manages hardware and
other software .

Hardware and software are always included in an embedded system. However, when it
comes to the operating system, there are exceptions. Very simple embedded systems may
not have an operating system [18].

Regarding the user interface, most embedded systems do not have a human-machine
interface. Some may have a touch screen as a user interface. Nevertheless, there are some
embedded systems that have quite complex interfaces, such as cell phones [19].

Software in embedded systems is called firmware. The programs in an embedded
system are stored on chips instead of hard disks as in computers [20]. The introduction of
: Arduino and Raspberry Pi (Figure I.1) has made the development of embedded systems
easier.

Arduino

Figure 1.1: Raspberry Pi 3 Model B Vs Arduino.

Today, large parts of the electronics industry are embedded systems. Most of our
equipment such as washing machines, cars, planes and mobile phones have an embedded
systems.
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I.2.2 Some examples of embedded systems

The first system recognized as an embedded system, developed by Charles Stark Draper of
MIT, is the Apollo Lunar Mission Guidance System (Apollo Guidance Computer (AGC)).
The AGC was a real-time processing computer responsible for the inertial guidance system.
The unit featured 64 kB of ROM, containing all the programs, and 4 kB of RAM. The
processor consisted of more than 5000 logic gates made using integrated circuits. The
whole thing weighed about 35 kg [21].

Currently, embedded systems cover all aspects of modern life, they are found in many
areas and there are many examples of their use:

¢ Home automation: air conditioning, home security systems, lighting systems, etc.

e Appliances: microwave oven, television, dishwasher, washing machine, refrigerators,
freezers etc.

e Computer and Printing: hard drive, CD player, photocopier, printers, copiers,
fax machines, scanners, etc.

e Transport: Automotive, Aeronautics (avionics) etc.

e Electronic consumable: mp3 players, Personal Digital Assistants (PDA), digital
cameras, smartwatches, digital watches, GPS navigation devices, etc.

e Military: radar, missile, night vision, etc.
e Telecommunication: telephony, mobile phone, router, firewall, gateways, etc.

e Medical equipment: Heart rate monitors and pacemakers.

1.2.3 Embedded Systems Constraints

Given the specificity of embedded systems, thy are subject to a set of constraints [22]:

e The cost, as low as possible, especially if the system is produced in large series;
e The size, generally the embedded systems size must be reduced;

e The memory footprint, or the embedded systems memory space is generally
limited;

e The lowest possible energy consumption, due to the use of batteries as the
sole power source;

e The operational availability, a critical system must never fail (as far as possible);
e The security constraint, since some information may be confidential;

e The temporal constraint, the execution times and the time limit of a service are
known a priori. This means that such systems have real-time properties;
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1.2.4 Embedded System Types

We can classify Embedded systems as follows:

Types Of Embedded

Systems
Based On ) Based On The Performance
Performance & Functional Of The Microcontroller

Requirements

| |
R T T S T T

RealTime  *2Md  Networked  Mobile Small Scale  Medium Scale Sophisticated

Figure 1.2: Types of Embedded Systems.

According to figure 1.2, embedded systems are classified in tow mains parts: based
on their performance and functional requirements and based on the microcontroller
performance.

I1.2.4.1 According to the performance of the microcontroller

Embedded Systems are classified into three types based on the performance of the micro-
controller:

Small Scale Embedded Systems

The design of these types of Embedded systems is based on a single 8 or 16-bit micro-
controller that can be powered by a battery. The main programming tools for developing
embedded software for small-scale Embedded systems are an editor, an assembler, a cross
assembler, and an Integrated Development Environment (IDE).

Medium Scale Embedded Systems

These types of embedded systems design with a single or 16 or 32 bit microcontroller,
RISCs or DSPs. These types of embedded systems present both hardware and software
complexities. The main programming tools for developing embedded software for medium-
scale Embedded systems are C, C++, JAVA, Visual C++, RTOS, debugger, source code
engineering tool, simulator and IDE.

Sophisticated Embedded Systems

These types of Embedded systems have enormous hardware and software complexities
that may require ASIPs, PLAs, scalable, or configurable processors. These types of
Embedded systems are used for cutting-edge applications that require hardware and
software co-design and components that need to be assembled into the final system.

1.2.4.2 According to their performance and functional requirements

Based on their performance and functional requirements, there are four categories of
embedded systems [23]:
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Standalone Embedded Systems

Standalone embedded systems do not require a host system like a computer, it works
by itself. It takes input from analog or digital input ports and processes, calculates and
converts the data and outputs the resulting data through the connected device, which
controls, drives and displays the connected devices. As examples of standalone Embedded
systems, we can cite: digital cameras, mp3 players, video game consoles, microwave ovens.

Networked Embedded Systems

In these types of embedded systems access to resources is related to a network. The
connected network can be LAN, WAN or the internet. The connection can be any wired
or wireless. This type of embedded system is the fastest growing area in embedded system
applications. The embedded web server is a type of system in which all embedded devices
are connected to a web server and accessed and controlled by a web browser. An example
of a LAN networked embedded system is a home security system in which all sensors are
connected and operate over the TCP/IP protocol.

Mobile Embedded Systems

These systems are used in portable embedded devices such as cell phones, mobiles,
digital cameras, mp3 players and personal digital assistants, etc. The basic limitation of
these devices is the other resources and memory limitation.

Real time Embedded Systems

A real-time embedded system is defined as a system that provides a required output
within a given time. These types of embedded systems respect the deadlines for carrying
out a task. Real time embedded systems are classified into two types such as soft and
hard real time systems (more details see section 1.2.5).

I.2.5 Real-time Embedded Systems

In a real-time system, the validity of an action depends on the time that elapses between
the end of its execution and the event that triggered it. In other words, an action is valid
if and only if the time that elapses between the end of its execution and the event that
triggered it is less than a maximum limit.This maximum bound is called the real-time
constraint (a temporal constraint) [24].

"A real-time system is a system in which the accuracy of the results depends not only
on the logical accuracy of the calculations but also on the date on which the results are
produced. If the temporal constraints are not satisfied, a system failure is said to have
occurred” [21].

In other words, computer system that monitor, manage, or control an external en-
vironment is a real-time system. This system and its external environment are usually
connected via sensors, actuators and other interfaces. As soon as they are produced, the
real-time system must be able to react to these events. A real-time system is said to be
clock-based when its interactions with the environment take place at times determined
by the clock. However, in an event-based system, interactions are determined by the

10
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environmental events.

Regarding the importance of temporal constraints in real-time systems, tow main
categories are distinguished: Strict or Hard real-time systems and Soft real-time systems
[25]. The figure 1.3 illustrates a comparison between the two categories.

e Real-time systems with Strict/Hard constraints: strict/hard real time system
does not tolerate any overrun of the temporal constraints. Such overruns can lead
to critical or even catastrophic situations. Examples include flight control systems,
nuclear station control systems, and railway track control systems;

¢ Real-time systems with Soft constraints: soft real time system allows certain
limited overruns of temporal constraints beyond which the system becomes unusable.
Multimedia applications are a good example of such systems;
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Figure 1.3: Strict real-time and soft real-time comparison [26].

Real-time embedded systems are embedded systems equipped with real-time systems.
In other words, the combination between embedded systems and real-time systems created
other systems known as real-time embedded systems. The figure 1.4 can illustrate the
relationship between the two systems.
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Real-time . Embedded real-time Ersnbedded .
Systems Systems ystems ]
N
. / ’

Figure [.4: Embedded real-time systems.
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I.2.6 Embedded Systems Characteristics

Embedded systems encompass a number of characteristics, they can be summarized as
follows [27]:

1. Mass production: most embedded systems are designed for a mass market. This
means that the cost of a single production unit should be as low as possible;

2. Dedicated interface: The embedded systems interface is specially designed to
meet the stated purpose and it is easy to use;

3. Minimization of the mechanical subsystem: for maximum reliability and
minimum cost;

4. Clarity of features: the software implanted in the ROM must determine the
functionality in detail. The quality standards for this software are high, as long as
they are not changeable;

5. Maintenance: since partitioning the system into replaceable units is too expensive,
these systems are designed to be non-maintainable;

6. Communication and security: connections of embedded systems with larger
systems must be supported, and the topic of security is of utmost concern;

7. Limited energy consumption: most embedded devices are powered by batteries
with a limited lifespan.

I1.2.7 Architecture of Embedded Systems

Whatever function an embedded system performs, the broadest view of its architecture
reveals three main components: operating system, hardware and software. Hardware that
includes a central processing unit, typically in the form of a micro-controller; and a series
of programs or software that manage the functionality of the hardware [28]| [29]. The
figure 1.5 illustrates this general view by showing the main components.

Hardware

Output

Software —

Input

Operating System

Figure 1.5: General view of an embedded system.
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1.2.7.1 Hardware Architecture

The electronic equipment constituting the embedded systems are placed on a circuit board.
A processor, memory, data buses, and input/output devices are the main components. To
perform its calculation operations, embedded systems are based on two types of processing
units: microprocessors and microcontrollers. With a slightly simpler construction, the
microprocessor consists of only one CPU and requires the connection of other components
like memory chips. On the other hand, microcontrollers are designed as independent
devices, they also have memory and external peripherals such as flash memory, RAM or a
serial communication port to the processor.

Von Neumann and Harvard architectures are the two architectures for how these
electronic components work together.

Von Neumann Architecture:

This type of architecture was developed by the mathematician John von Neumann
in 1945. In this architecture, the design of computers consists of the residence of both
program instructions and data in the same memory device. The processor and the memory
device are separate from each other [30].

The von Neumann architecture consists of the use of a single memory while also having
a small cache memory near the processor. It includes the following components:

1. A memory, data and instructions are both contained in memory in binary form;

2. A processing unit, mathematical and logical operations are performed using the
processing unit;

3. A controller, the instructions are interpreted in memory by a controller which also
ensures their execution;

4. An Input/Output peripherals, alowing the communication between the user and the
control unit.

Harvard Architecture:

In this architecture different memory devices and different data buses are used for
program instructions and data. The thing that will allow the processor to access both
instructions and data at the same time [31].

In a computer equipped with Harvard architecture, reading instruction and access to
data storage by the CPU is possible in a simultaneous manner. So using the Harvard
architecture will be faster than using the von Neumann architecture, where instructions
and data are stored in the same memory and are even fetched on the same data bus. The
thing that will prevent the CPU from reading an instruction and performing data storage
at the same time.

1.2.7.2 Software Architecture

The software is the most abstract part of the embedded system and as essential as
the hardware itself. It includes programs that determine the order in which hardware

13
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components operate.

As we saw earlier, the embedded system is usually designed to perform a single specific
task, the thing that does not require important resources [32]. Therefore, the design of
software for embedded systems takes into consideration:

1. A restricted memory;
2. Low processor speed;

3. Minimum power consumption.

There are several types of software architecture for embedded systems, they can be
listed as follows [33]:

Simple control loop

In this architecture, the program is composed of a single loop which calls a function
executing one task or another. This design can be called a Simple Control Loop or simply
a Control Loop.

Interrupt-controlled system

There are some embedded systems that are mainly controlled by interrupts. This means
that a specific event, for example an interrupt generated by a timer, triggers software
that performs a task in the system. Usually these types of systems perform a simple task
in a main loop, but this task is not very sensitive to unexpected delays. In some cases,
the interrupt handler adds other tasks to a queue. Later, after the interrupt handler has
finished, these tasks will be executed by the main loop. This method brings the system
closer to a multitasking kernel with discrete processes.

Cooperative multitasking

A multitasking system resembles the simple control loop scheme, except that its design
allows it to perform a set of tasks, and each task has its own environment for execution.
If a task is inactive, it calls an inactive routine ("pause", "wait") i.e. no operation. We
note that Cooperative Multitasking has the same advantages and disadvantages as for the
control loop, except that we can add new software more easily.

Preemptive multitasking or multi-threading

In this type of system, depending on a timer a low-level piece of code switches
between tasks or threads (connected to an interrupt). It is in this level that the system is
generally considered to have an "operating system" kernel. Depending on the amount of
functionality required, this introduces more or less the complexity of managing multiple
tasks conceptually running in parallel.

As any code can potentially damage another task’s data (except in larger systems
using an MMU), programs should be carefully designed and tested, and access to shared
data should be controlled by synchronization policy, such as message queues, semaphores
or a non-blocking synchronization scheme. Due to these complexities, it is common for
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organizations to use an Real-Time Operating System (RTOS), the thing that will allow
application programmers to focus on device functionality rather than operating system
services, at least for large systems. Due to limitations in memory size, performance, or
battery life, smaller systems often cannot afford the overhead associated with a generic
real-time system. However, choosing that an RTOS is required comes with its own set
of issues, as the selection must be made before beginning the application development
process. This forces developers to choose the embedded operating system for their device
based on current requirements and thus limits future options to a great extent. Restricting
future options becomes more problematic as the life of the product decreases. Additionally,
the level of complexity continues to grow as devices must manage variables such as serial,
USB, TCP/IP, Bluetooth, wireless LAN, network radio, multiple channels, data and
voice, enhanced graphics, multiple states , multiple threads, many wait states and so on.
These trends are driving the adoption of embedded middleware in addition to a real-time
operating system.

Microkernels and Exokernels

A microkernel is a logical step up from a RTOS. The usual arrangement is that
the operating system kernel to allocate memory and switch the processor to different
threads of execution. User mode processes implement major functions such as file systems,
network interfaces, etc. Generally, microkernels succeed when task switching and inter-task
communication are fast and fail when they are slow.

Communication between exokernels is efficient by using normal subroutine calls. The
hardware and all the software in the system are available and expandable by application
programimers.

Monolithic kernels

In the Monolithic kernels, a relatively large kernel with sophisticated capabilities is
suitable to fit into an embedded environment. This gives an environment similar to a
desktop operating system like Linux or Microsoft Windows for programmers which makes
it very productive for development. On the other hand, it requires much more hardware
resources, is often more expensive, and due to the complexity of these kernels, can be less
predictable and reliable. As examples of embedded monolithic kernels, we have embedded
Linux and WinCE.

Exotic custom operating systems

A small fraction of embedded systems require safe, timely, reliable, and efficient behavior
that cannot be achieved with any of the above architectures. In this case, the construction
of a suitable system is recommended. In some cases, the system can be divided into
a "mechanism controller" using special techniques, and a "display controller" with a
conventional operating system. A communication system passes data between the two
systems.

Additional Software components

In addition to the main operating system, many embedded systems have additional
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upper-layer software components. These software layers consist of network protocol stacks
such as TCP/IP, FTP, HTTP and HTTPS, and also storage capabilities like flash memory
management systems. If the embedded device has audio and video capabilities, the system
should contain the appropriate drivers and codecs. Many of these software layers are
included in the case of monolithic kernels. Additional software components will be available
in the RTOS category depending on the commercial offer.

1.2.7.3 Operating System Architecture

An operating system OS is the software that manages the hardware and other software
resources of the computer and provides common services for the computer programs.
Embedded systems requires operating systems. Very simple embedded systems may
not have an operating system, but it’s really rare for embedded systems to have no
operating system. Operating systems designed specifically for embedded use are often
used by embedded systems For example, for mobile phones an operating system designed
specifically for their use. This system manages the user interface and all the phone basic
functions [34].

An embedded operating system must be efficient and reliable. Often, to the detriment
of certain functionalities, the efficiency of the embedded operating system comes. An
embedded operating system has fewer features than a standard computer system. The
operating system is generally adapted to the functionalities of the embedded system. Many
of the usual operating system components are removed if they are deemed unnecessary or
not needed.

An embedded operating system often runs on a resource-constrained hardware com-
ponent such as memory. Operating systems often have a limited task tailored to run a
particular program that performs a particular operation. In order to optimize the use
of the CPU and take advantage of its processing power, critical code is implemented by
software developers that they write into the operating system. This machine-efficient
language can potentially improve speed and performance at the expense of portability and
maintainability. Embedded operating systems are often written in a systems programming
language such as C.

An embedded operating system can either be an operating system designed specifically
for the embedded device, or one of several operating systems adapted to run on an
embedded system. Common embedded operating systems are: Symbian, Windows Phone,

Windows [oT and Linux.
Embedded Operating Systems Vs. Computer Operating Systems

In embedded operating systems the software is part of the operating system, so the
entire software is just one executable. This is considered an important difference between
most embedded operating systems and other computer operating systems. The embedded
operating system can only run one program unlike PC operating systems. They are unable
to load and run various applications.

Since embedded operating systems often only run a single application, the hardware
is low on memory and a slow CPU is typically used. To make the most of these limited
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computing resources, embedded operating systems are usually programmed in machine
language. Each operating system is adapted to the hardware for which it was designed, and
therefore, will not be compatible with other hardware systems with other configurations.

Commercial Operating Systems

Many operating systems exist on the market. Compared with free operating systems,
they have both advantages and disadvantages.

There are many real-time operating systems on the market, many of them from well-
established and reputable suppliers. However, purchasing one of these systems is something
that should be carefully considered. Important factors include the size of the company,
the quality of the products and its use.

Also, among the requirements is the possibility of technical support. Both buyer and
seller must commit to the long term when purchasing an operating system. looking at a
possible processor migration in the future is one aspect of this relationship. New versions
of the system may be delivered by the provider if he is well established, or his product
is probably designed to simplify upgrades. Another important point too is the good
documentation and can be expected from a commercial real-time operating system vendor.

Each embedded system is technically different which is one disadvantage of commercial
operating systems. From device to device CPU, memory, and external peripherals vary.
In addition, the operating system must adapt to the embedded system. Commercial
operating systems require licenses.

Free Operating Systems

Free real-time operating systems are often easily downloaded and very popular. Linux is
not completely free because a supported version of Linux is not free. However, a supported
packaged version is something most developers are likely to spend money on.

The advantage of free operating systems is that you don’t have to pay anything, and
you won’t have to do it later, because there are no license fees. Freeware operating systems
often include source code, which is useful as a reference because documentation may be
limited and it may be difficult to get help later. For configuration and transfer to a new
hardware environment, source code is also a requirement.

On the other hand, the disadvantage of free operating systems is that implementing it
on an embedded device is a long-term commitment, so the question of long-term support
is important. The thing that is not guaranteed for a free operating system, you cannot
count on long-term support.

[.2.8 Some Operating Systems for Embedded systems
In what follows we will cite some operating systems designed for embedded systems.
Linux

In embedded systems, Linux can be used as the operating system. Some of the
advantages of Linux as the basis for an embedded operating system include: open source,
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supplier independence, low cost, and hardware support.
Windows IoT

For small secure smart devices, Windows 10 IoT Core system is designed, it supports
ARM processors. Considering all the power of Windows, the advantages of developing
Windows systems worldwide are shared by Windows 10 IoT.

TinyOS

TinyOS is an open-source embedded operating system and platform for low-power
wireless devices developed by TinyOS Alliance. It is licensed BSD for low power wireless
devices. Mostly, It is used in sensor networks, personal networks, smart buildings, and
smart meters.

Contiki

The developer of Contiki is Adam Dunkels. Contiki is an operating system designed for
low-power networking systems used in wireless devices in the IoT. It is a highly portable,
open source system and supports multitasking for embedded systems in memory-efficient
networks and wireless sensor networks. It is designed specifically to run on hardware devices
that are severely limited in memory, processing power, and communication bandwidth.

Mantis

Mantis is a multi-threaded embedded wireless sensor network operating system. Mantis
is a multi-threaded, open-source operating system written in C designed specifically for
wireless sensor networks. The Mantis operating system provides simplified programming
of wireless sensor nodes using a simple C API.

LiteOS

Developed by Huawei Technologies. Designed for wireless sensor networks. LiteOS
is an open source and interactive Unix-like operating system. using the tools provided
with LiteOS, it will be possible to operate one or more Unix-style wireless sensor networks,
transfer data, install applications, retrieve results or configure sensors. They also allow
the development of applications for the nodes and distribute these programs wirelessly to
the sensor nodes.

1.3 Sensors and Actuators

1.3.1 Transducer

A transducer is a physical device that converts one form of energy into another. Mechanical
transducers are transducers that convert physical quantities into mechanical quantities. We
also call electrical transducers, transducers that convert physical quantities into electrical
quantities [35, 36]. Transducers allow interaction between technical equipment and the
physical environment using their communication interfaces and their processing units.

The following are some examples of the actions of transducers:
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e Electrical energy is converted into mechanical energy or motion by an electric motor.
e Electrical signals are converted into sound waves using a loudspeaker.

e Light is produced by an incandescent lamp by converting electrical energy into
optical energy.

1.3.2 Sensors

1.3.2.1 Definitions

The device that detects and responds to some type of input from the physical environment
is called a sensor. Thus, the sensors act like the eyes and ears of an embedded device by
detecting changes in the environment around them.

Sensors are transducers that convert physical, biological or chemical parameters into
an electrical signals and can return digital data. Sensors are now an integral part of
our daily lives, they are present in industrial automation and go as far as our home
automation. Common sensors are temperature sensors, humidity sensors and gas sensors
[37]. A sensor is a device (usually electronic) that has the ability to detect events or
changes in its physical environment (for example, temperature, sound, heat, pressure, flow,
magnetism, motion and chemical and biochemical parameters) and provide corresponding
output [38]. Most sensors take analog data as inputs, after processing, they deliver digital
outputs, often electrical. Since the sensing element ,on its own, gives an analog output, an
analog-to-digital converter is often required. The figure 1.6 gives an overview of a sensor

Gateway
Electrical Signal -=----- > %

Transceiver
(Data Transmission)

components.

Microcontroller
(Data Processing)

Sensing Element
(Data Collection)

Physical Signal ------- » H
Environment

Figure 1.6: Sensor components overview.
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Sensors are considered key components of IoT. Their importance lies in taking mea-
surements, collecting and transferring data, and in the work of monitoring processes. The
role of sensors is to detect events or changes in the environment and send this information
to another location, for example, a server or a web page. They are designed to measure
physical quantities, then transform them into numerical values readable by humans or
usable by data systems.

Sensor technology is developing ever faster due to new discoveries in materials and
nanotechnology. The result continues to be felt, increased accuracy, reduced size and cost,
and the ability to measure or find values that had not been possible before. In fact, sensor
technology is developing so rapidly and becoming more and more advanced that we will
see billions of new sensors in production every year within a few years. The low price
of most sensors helps reduce IoT expenses and enables the use of large-scale embedded
systems. The IoT has upset the manufacturing industry, and sensors are at the heart of
using the IoT.

1.3.2.2 Sensors Use

At present, sensors are widely used and there are hundreds of different types of sensors.
There are temperature sensors, flow sensors, voltage sensors, humidity sensors, etc.

For example, autonomous vehicles are full of sensor technologies and have several sensors
to measure various quantities such as power, load, torque, motion, speed, displacement,
position, vibrations and shocks [39].

Using sensors in a factory’s production equipment can help identify bottlenecks in a
manufacturing process. By identifying and addressing these bottlenecks, factories can
reduce lost production time [40]. Instead of standard preventive machine maintenance,
predictable maintenance by relying on sensor data to predict fairly accurately when
machines need maintenance [41].

I1.3.2.3 Sensors Data Storage

The decision to store sensor data locally or in the cloud is often a dilemma. There are
pros and cons of both options [42].

Fast access to our data is one of the main advantages of local storage. Storing data
on locally hosted hard drives is faster than uploading it to the cloud. Total control of
our backups is another strong point of local storage, which allows us better control of
who accesses our data. Likewise, isolating disks from the network helps protect our data
against attacks.

Except that, backing up sensor data to the cloud has also many benefits. On the one
hand, its cost effective and maintenance is not an issue as cloud services providers handle
all upgrades and fix any issues that may arise. On the other hand, cloud storage is scalable.
When you need to increase storage space, it’s as simple as letting your provider know. You
can decrease or increase your storage space as needed.

In the event of a disaster on site, the data will remain safe. Securing data in the cloud
means you don’t have to worry about losing backups of your data.
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Accessibility is also a benefit of cloud storage. Data stored in the cloud is easily
accessible on any device with an internet connection. by connecting to your cloud account
and the data is there when you need it.

Security and privacy are the main disadvantages of cloud storage, which always raises
concerns about storing valuable and important data remotely. When adopting cloud
technology, it is important to be aware that you are providing sensitive information to
a third party, the cloud service provider, which could potentially pose a risk. Another
disadvantage of cloud storage is the lifetime cost. By storing our data in the public cloud,
the costs of the services increase over time and tend to accumulate which makes additional
charges. Likewise, If your applications are on-premises and your data is in the cloud, this
can increase networking costs.

1.3.2.4 Types of Sensors

There are many different types of sensors in various technologies. The most common of
which include the following [38]:

Temperature Sensors

Temperature sensor is the widely used type of sensor. It measures the temperature
or heat of a given medium. On the market, there are several types of temperature
sensors (Thermocouple, Resistance Temperature Detector and Thermistors). The use
of temperature sensors is in almost all areas, ranging from simple thermostats to highly
sensitive semiconductors that are capable of controlling complex processes [43].

Figure [.7: Examples of temperature sensors.

Pressure Sensors

A pressure sensor is a device that detects pressure and converts it into an electrical
signal. It can be used to measure the pressure of a gas or a liquid by converting the
pressure as a physical quantity into an electrical signal. Pressure sensors are also useful
for measuring other variables such as speed and height.

The most popular pressure sensors used in IoT systems are barometers and pressure
gauges. To make weather forecasts, barometers are used, they are able to accurately
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measure the air nearby. While pressure gauges are used in industrial buildings, where
they are used to monitor pressure in closed environments. They can even be used in very
different fields. For example, in touch screens and biological medical instrumentation, or
in industry such as the automotive industry [44].

Figure 1.8: Examples of pressure sensors.

Proximity Sensors

A proximity sensor is used to determine the distance to a nearby object without having
physical contact with it. For this, electromagnetic radiation or radar is used that allows
it to detect movements or obstacles. Proximity sensors are good for motion detection.
Proximity sensors are often a primary component of equipment that involves safety, security
or efficiency. They are therefore empolyed in vehicles to detect obstacles ahead when in
motion. They can also be found in parking systems, museums, airports, etc. For example,
when parking, parking sensors are proximity sensors designed for vehicles to alert the
driver to obstacles. A Ground Proximity Warning System (GPWS) is a system responsible
for alerting pilots if the aircraft is in immediate danger of flying into the ground or an
obstacle [45].

Figure 1.9: Example of Proximity sensor.

Motion Detector Sensors

We use the motion detector, which is an electronic device capable of detecting physical
movement in an area and transforming it, whether it is the movement of an object or the
movement of people, into an electrical signal. Therefore, they play a very important role in
the security industry. For example, they are used in areas where there should never be any
movement at all. By installing these sensors, it will then be possible to detect if someone
or something is moving. They are used in several fields, such as intrusion detection, door
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control, automatic parking systems, automated washbasins, toilet fans, hand dryers and
automated lighting [46].

Figure 1.10: Example of Motion Detector Sensors.

Optical Sensors

To detect electromagnetic energy such as light, electricity and similar elementary
particles fiber optic sensor technology is used. Optical sensors can thus send, receive and
convert light energy into electrical signals. Fiber optic sensors can be found in energy,
healthcare, aviation, chemical and environmental IoT platforms. Optical sensors can be
ideal for environments such as petroleum refining, mining operations, pharmaceutical
production and chemical processing [47].

' 4

P

Figure [.11: Example of Optical Sensor.

Imaging sensors

Imaging sensors are used to measure image information by capturing and then converting
the varying attenuation of waves into electrical signals. They are sophisticated sensors,
typically used in digital cameras, medical imaging devices and night vision equipment [48].

Infrared Sensors

An infrared sensor is an electronic sensor that measures infrared light emitted by a
nearby object. Infrared sensors are used in many IoT projects, especially in healthcare
systems, as they help monitor blood flow and blood pressure monitoring. they can even
be found in several common smart devices, such as smart watches and smartphones.
Other common applications include household appliances and remote control, breathing
analysis, IR visualization (i.e., visualizing heat leakage in electronics, monitoring blood flow,
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Figure 1.12: Examples of image Sensor.

looking below the surface of paintings), optical communication, non-contact temperature
measurements, and blind angle detection [49].

Figure 1.13: Example of Infrared Sensor.

Moisture and Humidity Sensors

Moisture and humidity sensors (sometimes called hygrometer sensors) are used to
detect and measure the relative humidity in the air. They use capacitive measurement
based on electrical capacitance [50].

Figure 1.14: Example of Humidity Sensor.

Noise Sensors

Adverse effects on humans as well as animals (eg hearing loss) can be caused by loud
noise, especially in enclosed spaces. Machinery, planes, trains, construction and loud music
are examples of sources of this noise. In such a context, noise sensors constantly monitor
the noise levels in the surrounding environments. They send an electrical signal to a global
ambient noise system to take action when they detect a change in noise level. Such an
action can be an automatic one (for example, adjusting the music level) or either a simple
notification [51].
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Figure 1.15: Example of Noise Sensor.

There are so many other types of sensors that we cannot list them all. Examples
include acceleration sensors, biosensors, gas and chemical sensors, mass sensors, tilt sensors
and force sensors, etc.

1.3.3 Actuators

1.3.3.1 Definitions

Actuators are transducers that operate in the opposite direction to the sensors. It takes
electrical signals and converts them into physical action. As an example of an actuator,
the electric motor that creates motion. Simply put, actuators are devices that accept
a control command and produce a change in the physical system by generating force,
motion, heat, flow, etc. We can say that the actuators are considered as the hands of the
embedded systems.

An actuator is the functional part that connects the information processing of an
electronic control system to a technical or non-technical system, e.g. biological process.
To be able to control the flow of energy, mass or volume, actuators can be used whose
output quantity is energy or power, often in the form of a mechanical working potential
"force times displacement" [52].

An actuator is a type of motor responsible for controlling or acting in a system. It
takes a source of data or energy as inputs (e.g. hydraulic fluid pressure, other energy
sources) and converts them into motion (outputs) to control a system [38, 53].

An actuator is a mechanism responsible for controlling or moving something. To be
able to do this, an actuator requires a control signal and a power source. The energy
source can take several forms such as electric current, hydraulic fluid pressure or pneumatic
pressure. It responds by converting energy into mechanical motion once the command
signal is received.

1.3.3.2 Use of Actuators

By using an actuator, you have the ability to perform many different tasks, including robot
control, household activities such as watering flowers, camera control, unmanned aircraft,
and more. Among the tasks for which electric motors are often used is the generation of
rotation around a fixed axis to drive the wheels, pumps, belts and robot arms.
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Three types of commonly used motors can be distinguished, namely servomotors, DC
motors and stepper motors.

1.3.3.3 Types of Actuators
Electric Actuators

Electric actuators are devices driven by small motors that convert electrical energy into
mechanical torque to control certain equipment requiring multi-turn valves or to control
valves. Electric actuators can also be found in engines to control its various valves [54].

Figure 1.16: Example of Electric Actuator.

Hydraulic Actuators

The design principle of hydraulic actuators is based on Pascal’s law: when there is
an increase in pressure at any point of a confined in-compressible fluid, then there is an
equal increase at any point of the container. Hydraulic Actuators are simple devices with
mechanical parts that are used on linear or quarter-turn valves comprising a cylinder
or fluid motor that uses hydraulic energy to enable a mechanical process for generating
an output in terms of linear, rotary or oscillatory motion. Hydraulic actuators can be
operated manually, like a hydraulic car jack, or they can be operated by a hydraulic pump,
which can be seen in construction equipment such as cranes or excavators [55].

Figure 1.17: Example of Hydraulic Actuator.

Pneumatic Actuators

In this type of actuators (pneumatic) compressed gas is used instead of liquid in
hydraulic actuators. Both types of actuators work on the same concept [55, 56].
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Figure 1.18: Example of Pneumatic Actuator.

Mechanical Actuators

Based on the combination of mechanical structural components, such as gears and
rails, or pulleys and chains, the working principle of a mechanical actuator is to convert
one type of motion, such as rotational motion, into another type of motion, such as linear
motion [57].

Figure 1.19: Example of Mechanical Actuator.

I.4 RFID technology

Another technology to capture information from "Things" is to use Radio Frequency
Identification (RFID), which is not a sensor but rather a mechanism. RFID makes it
possible to capture information pre-embedded in the so-called tag of a thing or object
using radio waves.

I.4.1 RFID System

RFID systems are composed of three main components: RFID tags, reader, application
system [58, 59|, as shown in Figure 1.20.

1.4.1.1 RFID tags

We can also call it transponder (transmitter), it is attached to the object to be identified
or counted. There are two types of tags, active or passive. Tags that are partially or fully
battery powered are active tags, they have the ability to communicate with other tags and
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Figure 1.20: Components of a RFID system.

can initiate a dialog with the tag reader. On the other hand, passive tags do not need an
internal power source but are powered by the tag reader itself. Whose main purpose is to
store data, the tags mainly consist of a coiled antenna and a microchip.

1.4.1.2 RFID Reader

Also known as a transceiver (transmitter/receiver) consisting of a control unit and a radio
frequency interface module (RFI). Its main functions are: to activate the tags, to structure
the communication sequence with the tag, and to transfer data between the application
software and the tags.

I1.4.1.3 Application system

Application system or the data processing system. It can be an application or a database,
depending on the need. The application software is responsible for initiating all readers
and tags activities. RFID provides us with a reliable, fast and flexible way to electronically
detect, track and control items. RFID systems use radio transmissions to send energy
to an RFID tag while the tag transmits a unique identification code to a data collection
reader linked to an information management system. The data collected from the tag can
then be sent either directly to a host computer or stored in a portable drive and later
downloaded to the host computer.

I.4.2 RFID Technology Applications and Benefits

There are three functions of RFID system, they generally include the following aspects:
monitoring, tracking and supervision. Monitoring means being aware of the system state,
repeatedly observing particular conditions, especially to detect them and give warning
of changes. Observation of moving people or objects is the tracking, providing a timely
ordered sequence of respective location data to a model. Whereas, supervision is the
monitoring of changing behaviors, activities or other information, usually of people. This
is sometimes done in a secret or inconspicuous way. (60, 61, 62].

RFID applications in daily life are many and far-reaching, the most interesting and
successful ones include those for supply chain management, production process control
and object tracking management. Today, RFID has been gradually and widely used in
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the following fields.

e Logistics and Supply;

e Manufacturing;

e Agriculture Management;

e Health Care and Medicine;

e Military and Defense;

e Environment Monitor and Disaster Warning;

e Transportation and Retailing;

For example, in automobile manufacturing, RFID technology offers a number of
applications in this industry. An RFID-based vehicle anti-theft device is a protective
device installed in many cars. In automotive assembly and manufacturing processes, RFID
technology also holds great promise, especially for flexible and agile production planning,
spare parts and inventory management.

In addition to the automation of the entire assembly process in which a significant
reduction in costs and losses can be achieved, RFID technology also offers improved services
to automotive users, including the automated generation of maintenance reminders and
more efficient spare parts ordering. The advantages that RFID offers to the automotive
industry, both for the production process and for end users, are visibility, traceability,
flexibility and increased security.

1.5 Conclusion

In this chapter, we have introduced general information on embedded systems by reviewing
some concepts and technologies governing this field. Then, we focused on Sensors and
Actuators as an important part of embedded systems by giving their definitions, types and
applications. After that, we did a passage on RFID technology,its use and its benefits.

Embedded systems, essentially the sensors and actuators networks and RFID systems,
will be the main core of a recent and rapidly growing technology trend. These technologies,
by combining with the Internet, form an extended network in order to computerize and
intelligentize entities or objects, what we call the Internet of Things (IoT). The IoT which
is considered as the global network composed of many connected devices or objects, will
be the subject of our next chapter.
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IoT: Theoretical bases, principles and

technology

II.1 Introduction

As we saw in the previous chapter, embedded systems are an integral part of every modern
electronic component. These are low power consumption units that are used to run specific
tasks, sensors, actuators, RFID tags, etc. are used in various daily life applications.

Embedded systems will also be the basis for the deployment of the Internet of Things
(IoT). When embedded systems are connected to the Internet on a large scale, it will lead
to what we call the Internet of Things. The IoT means that all embedded devices that are
connected to the Internet can communicate with each other without human involvement.
The IoT is a relatively new concept. It is a growing field, and its development requires
the support of some innovative technologies. In this chapter, we present the concepts, the
theoretical bases, the principles, the characteristics and the different technologies involved
in the IoT.

II.2 Internet evolution to the IoT

I1.2.1 Origin and Definition

The term "Internet Of Things" was used by Kevin Ahston, the co-founder of the Auto-ID
Center at MIT, in 1999, as part of a presentation for the company Procter & Gamble (P&G).
This term summons the world of objects, devices and sensors that are interconnected by
the internet [63].

[oT was originally proposed to refer to objects connected and uniquely identified with
Radio Frequency Identification (RFID) technology [64]. The RFID technology, considered
one of the main tools of the IoT, allows microchips to transmit credentials to a reader
through wireless communication. In addition, Wireless Sensor Networks (WSN), which
mainly uses interconnected smart sensors to sense and monitor the environment, is another
core IoT technology [65]. The tremendous advances in information and communications
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technology, as well as the embedded systems (RFID, WSN, etc) are contributing sig-
nificantly to the development the novel concept of IoT [66]. In addition, many other
technologies are used to build an extensive IoT support network [67]. Figure II.1 illustrates
the evolution of IoT technologies.
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Figure I1.1: TIoT Technologies Evolution [64].

We can define Internet of Things (IoT) as a network of connected devices where each
device has an IP address and the built-in technology allows it to communicate with other
devices on Internet. IoT is a scenario in which objects, people or animals are equipped
with unique IP addresses so that they can transmit data over the network without everyone
participating.

The authors in [59] give the following definition: "Internet of Things (1oT) is a global
network infrastructure, linking physical and virtual objects through the exploitation of
data capture and communication capabilities. It will offer specific object identification,
sensor and connection capability as the basis for the development of independent cooperative
services and applications. These will be characterized by a high degree of autonomous data
capture, event transfer, network connectivity and interoperability”.

The IoT is a vast network of connected objects, animals and people. They come in
all shapes and sizes, from smart microwave ovens that automatically cook at the right
time, to self-driving cars, to wearable fitness devices that can track your heart rate and
steps taken throughout the day. Then, this information is used to recommend a suitable
training plan for you. The IoT bridges the gap between the physical and digital worlds,
helping to improve the quality and productivity of people, communities and industries

[68].

Based on the complexities of an IoT system, the IEEE IoT Initiative provides two
definitions [69]. For low complexity systems, IEEE IoT Initiative gives the following
definition :

"An IoT is a network that connects uniquely identifiable “things” to the Internet. The
“things” have sensing/actuation and potential programmability capabilities. Through the
exploitation of unique identification and sensing, information about the “thing” can be
collected and the state of the ‘thing’ can be changed from anywhere, anytime, by anything."”

For very complex systems, the IEEE IoT Initiative definition is the following:

"Internet of Things envisions a self-configuring, adaptive, complex network that in-
terconnects ’things’ to the Internet through the use of standard communication protocols.
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The interconnected things have physical or virtual representation in the digital world,
sensing/actuation capability, a programmability feature and are uniquely identifiable. The
representation contains information including the thing’s identity, status, location or any
other business, social or privately relevant information. The things offer services, with or
without human intervention, through the exploitation of unique identification, data capture
and communication, and actuation capability. The service is exploited through the use of
intelligent interfaces and is made available anywhere, anytime, and for anything taking
security into consideration”

Both definitions have implied that [oT has four fundamentals: sensing, actuation,
computing, and communication [37].

11.2.2 10T Environment dimensions

The Internet is gradually transforming into a network formed by multitudes of connections,
connecting millions of human beings, but also billions of objects [70, 71, 72|. It becomes
the most powerful tool ever invented by man to create, modify and share information. This
transformation shows the evolution of the Internet network from a network of computers
to a network of personal computers, then to a nomadic network integrating communication
technologies. The IoT gives communication technologies a new dimension, in the sense
that, thanks to it, communication is not only possible anywhere and anytime, as was
already the case, but also with any what object [63]. Figure I1.2 illustrates the three

dimensions of the IoT.
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Figure I1.2: Dimensions of the IoT [63].

I1.2.3 Model for Internet of Things

A complete IoT model consists of five key components:

e Sensors or units with sensors.

e Actuators.
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e Connection to a network.
e Data management.

e A user interface.

Sensors or Units with Sensors

The IoT systems are often used for processing measured data. Collecting data from
internet-connected IoT devices around the world forms the basis for control and optimiza-
tion. IoT system data is collected from the environment where the sensors are placed. It
can be something as simple as taking a temperature reading or something more complex
like recording a video [73].

Connection

Sensor data is sent to the cloud, but it needs a way to make it happen. Sensors and
devices can connect to the cloud using a variety of methods, including Wi-Fi, satellite,
Low-Power Wide-Area Network (LPWAN), and mobile, or by connecting directly to the
Internet via Ethernet. Each connection option has its pros and cons in terms of power
consumption, rang, and bandwidth. Choosing the best connectivity option depends on
your IoT application, but all options attempt to do the same job of getting data to the
cloud [74].

Data Management

Once the data reaches the cloud, the software performs some form of data processing.
It can be very easy, for example, checking if a temperature reading is within tolerance
range, and as it can be more complicated, like using video software to identify objects like
an intruder in a building. The user must decide what to do if the temperature is too high
or if an intruder breaks into the building. Therefore, the system must send information to
the user [75, 76].

User Interface (Mobile Apps)

A mobile application(also known as mobile apps) is a software program developed
for mobile devices such as smartphones and tablets. The IoT is a network of Internet-
connected devices, each with an IP address, which communicates with users through mobile
applications on smartphone interfaces. Information from IoT devices must be presented to
end users. This can be done through notifications such as emails or SMS. Additionally,
users can have an interface that allows them to explore the system. For example, users
can view video footage around the house through a phone app or web browser. In many
cases, the user can interact with the system. For example, users can remotely adjust the
refrigerator temperature via an app on their mobile phone. Furthermore, some tasks may
be performed automatically |77, 78].

To sum up, an IoT system consists of sensors and actuators that communicate with
the cloud via some forms of connection. Once the data arrives in the cloud, the software
processes it and can then decide to perform an action, such as sending an alert to the
user or automatically adjusting the system without notifying the user. However, if user
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access is required or the user wishes to verify the system, a user interface can be used.
Any customization or action performed by the user is then sent in the opposite direction
through the system. A message from the user interface is sent to the cloud and then sent
back to the sensor or actuator to perform some sort of modification.

I1.2.4 Generic IoT systems architecture

Designing an architecture for IoT systems mainly aims to implement a unified network of
smart objects and users (if necessary), which are able to communicate with each other

in a universal and ubiquitous way. For this, several researches have proposed reference
architectures for the ToT |79, 80, 81, 82, 83].

Communities do not adopt a formally identical architecture, however, all proposals
involve four components: smart objects, connectivity, data processing and application.
Some use cases may involve additional layers, but these four components represent the
foundation for all proposals. Figure II.3 illustrates the architecture of an IoT system.
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Figure I1.3: Architecture of IoT systems [83].

I1.2.4.1 Perception Layer

Also called the detection layer, the main objective of this layer is to identify any phenomenon
within the perimeter of the sensors and to obtain data from the real world. It encompasses
all the smart objects that collect data from the environment and send it to the network
layer.

11.2.4.2 Network Layer

The network layer acts as a communication channel to transfer the data, collected in
the perception layer, to the higher layers. This layer is implemented using various
communication technologies (Wi-Fi, Bluetooth, Zighee, Z-Wave, LoRa, cellular network,
etc.).
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11.2.4.3 Data Processing Layer

Processing consists of two main processes: Analyze and Store. This layer takes the data
collected in the perception layer and analyzes it to make decisions, in some cases the
data processing layer also saves the result of the previous analysis to improve the user
experience. This layer can share the data processing result with other devices connected
through the network layer [84].

I1.2.4.4 Application Layer

The application layer implements and presents the results of the data processing layer to
realize various applications and provide various intelligent services to users. There are
various applications of IoT, such as smart transportation, smart home, healthcare, etc.

I1.2.5 Internet of Things System Characteristics

The 10T is a global infrastructure for information, offering advanced services by intercon-
necting physical and virtual elements based on existing information and communication
technologies. The IoT represents a convergence of several fields and technologies. Neverthe-
less, an ToT system imposes specific constraints in terms of connectivity, computing power
and energy consumption, which makes it significantly different from all existing systems.
The IoT is a complex system that has a number of characteristics. Its characteristics vary
from one domain to another |85, 86].

Interconnectivity

The ToT systems allow all objects to connect to a global information and communi-
cation infrastructure. The Interconnectivity of these objects is essential to the provision
of advanced services. These object-level interactions contribute to the collective intelli-
gence of IoT networks. The Interconnectivity provides network access and then ensures
compatibility.

Things-related services

The IoT is capable of providing object-related services within object boundaries, such as
privacy protection and semantic consistency between physical objects and their associated

virtual objects. In order to provide object-related services within object boundaries, the
technologies of the physical world and the information world will change.

Devices heterogeneity

The heterogeneity of the IoT is one of its main characteristics. IoT devices are
heterogeneous as they are based on different hardware, software and network platforms. The
IoT architecture must support connectivity between heterogeneous networks. Modularity,
extensibility and interoperability are central requirements for the design of heterogeneous
objects in the IoT.

Large Scale

The number of objects used in the IoT network can vary from a few entities to several
tens of thousands. These objects must be able to self-organize on a large scale and be
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effective regardless of their number. For this, IoT network management protocols must
be able to operate and adapt according to the number of objects. Also, the management
of data generated from these devices and their interpretation for application purposes
becomes more critical.

Dynamic Changes

Grace to the dynamic changes that occur around connected objects, the state of the
devices changes dynamically, e.g., sleeping and waking up, connected and/or disconnected,
as well as the context in which these devices operate (location, speed, etc.). Moreover, the
number of devices can change dynamically.

Energy Optimization

Most IoT devices are battery equipped with limited energy. Often, these things are
deployed in areas that are difficult for humans to access. It is therefore difficult to be able
to change these batteries. Therefore, optimizing energy consumption is a main constraint.

safety

IoT objects are connected to the Internet, therefore there are significant security
risks, especially with regard to the confidentiality and authenticity of data. One of the
best examples of security requirements is the need to maintain user privacy against any
information collection. As creators and recipients of the IoT. We must not forget about
security. We must design the security of our personal data and the security of our physical
well-being (endpoints, networks, data, etc.).

I1.2.6 IoT Application Areas

Thanks to the rapid advancements in the underlying technologies, the IoT opens up
enormous possibilities for a large number of applications that promise to improve the
quality of our lives. Several criteria have allowed the expansion of the use of the IoT [87]:

— The reduction in the sensors cost;

— The connectivity explosion;

— The increase in the computing power of processors;
— The miniaturization of its elements;

— Cloud development.

It is difficult to consider all IoT applications taking into account the evolution of
technology and the various users needs. IoT applications can be found in several important
areas. In this section, we present the most important IoT applications [88|.

IoT Smart Manufacturing/Industrial

The benefits of IoT are great in the industrial world, and Industrial Internet of
Things (IIoT) was born. This new technology allows for better production quality and
full monitoring of the entire production chain, resulting in increased productivity and
efficiency, as well as other economic benefits [89, 90].
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IoT Smart Transport/logistics

Means of transport are increasingly equipped with smart sensors/actuators. The roads
themselves and the merchandise transported are also equipped with tags and sensors that
send important information to traffic control sites and transport vehicles in order to make
decisions (better direct traffic, help with depot management, monitor the status of goods
transported, etc.) (91, 92, 93|.

IoT Smart Energy

The ToT is revolutionizing nearly every sector of the energy industry, from power
generation to transmission and distribution, transforming the way energy companies
interact with their customers. With today’s growing demand for process automation
and operational efficiencies, it’s hard to underestimate the current impact of the Internet
of Things on the energy industry. Companies are increasingly addressing [oT use cases
in energy management, such as optimizing consumption with smart meters, monitoring
and maintaining energy systems, improving efficiency of energy systems, improvement of
operational safety and prevention of production accidents [94, 95, 96, 97].

IoT Smart Retail

More and more retailers are realizing that they can improve their profitability and
in-store customer experience through innovative IoT use cases. More and more retailers
are digitizing their stores and creating smarter processes. Common IoT solutions for retail
include in-store digital signage, customer tracking and retention, merchandise management,
inventory management, smart vending machines, and more {98, 99, 100, 101].

IoT Smart Cities

Entire cities are becoming digitally connected and smarter through the power of the
Internet of Things. Cities improve the lives of their citizens by collecting and analyzing
large amounts of data from IoT devices in various city systems. Smart cities can make
better decisions thanks to data collected on infrastructure needs, transport needs, crime
and security. Studies show that cities improve quality of life indicators (crime, traffic,
pollution, etc.) by 10-30 % using existing smart city applications [102, 103, 104].

IoT Smart Healthcare

The Internet of Things has been slow to become ubiquitous in healthcare. However,
given the epicenter of the COVID-19 pandemic, things seem to be changing. Early
data suggests digital health solutions related to COVID-19 are on the rise. Some IoT
healthcare applications such as telemedicine consultation, digital diagnostics, remote
monitoring and robotic assistance are in high demand. IoT healthcare applications can
help: Reduce emergency wait times; Track patients, staff and inventory; Strengthen
medication management; Ensure the availability of critical equipment. The IoT has also
introduced several wearable devices and equipment that greatly facilitate the lives of both
patients and doctors [105, 106, 107].

IoT Smart Supply Chain

[oT devices have revolutionized supply chain management. As supply chains extend
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ever further to the end customer, more complex flows of goods emerge and delivery becomes
more complex. Logistics service providers are increasingly integrating networked digital
solutions to address this complexity. In supply chains, Internet of Things devices are an
effective way to track and authenticate products and shipments using GPS and other
technologies. Additionally, the storage status of products can be monitored, improving
quality control throughout the supply chain [108, 109, 110].

IoT Smart Agriculture

A smart greenhouse is one of many ways to solve this problem. Smart greenhouses
are a revolution in agriculture, creating a self-regulating micro-climate for plant growth
using sensors, motors, monitoring and control systems that improve growing conditions
and automate the growing process [108, 111, 112].

IoT Smart Homes/Buildings

Smart buildings have an incredible ability to connect people and technology. Smart
building technologies not only support building management, but also provide valuable
insight into how building spaces are used and enjoyed. This contributes to energy efficiency,
building sustainability and human resource management efforts. Smart home, also called
home automation, is the trend in this sector [113, 114, 115].

I1.2.7 Internet of Things challenges

The Internet of Things continues to grow. As time passes, the number of objects increases,
which will lead to complex technological challenges concerning security, interoperability,
scalability, transparency, self-adaptation, and energy management [116, 117].

e Security: Security is very important in the Internet of Things as it will become more
and more ingrained in our lives. Concerns will no longer be limited to information
protection, our life and health may become the target of attack. In addition,
the interconnection of objects generates problems of confidentiality, integrity and
authenticity [118, 119].

e Scalability (scaling up): The number of connected objects in the IoT is constantly
growing, exhausting the number of addresses available for possible use of the IPv4
protocol for addressing. The IPv6 protocol is a solution to this problem, by offering
2'28 different addresses [120]. This allows a very high level of connectivity. On the
other hand, transmitting, storing and processing the data of all these objects is a
major challenge [121].

e Energy: A connected object is limited in energy because of its size. In addition, a
connected object must save its energy consumption to avoid shortage problems and
reduce the energy cost that can be generated by the expected number of connected
objects. The energy consumed by an object is mainly due to the following operations:
data acquisition, data processing and communication. All of these features pose
challenges for developers to design applications and protocols to optimize power
consumption [122].
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e Usability: Miniaturized objects are not equipped with input interfaces (such as
keyboards and mice) or displays (such as screens) which represents a major challenge
for researchers who must design applications allowing the user simple to interact
with the different objects without too much difficulty [123, 124].

e Self-adaptation: Self-adaptive mechanisms are necessary in order to ensure the
continuity of services and meet the expectations of users according to their contexts
and the dynamics of the environment. The integration of self-adaptation mechanisms
in a solution is the key to managing changes in the context and makes it possible

to increase the degree of autonomy, robustness and flexibility of such a solution
[125, 126].

e Heterogeneity and Interoperability: Participating objects in an IoT network
are heterogeneous in several aspects, namely: hardware components, software com-
ponents, technologies and communications protocols. To address this last challenge,
a movement from the Internet of Things to the Web of Things (WoT) was born
[127, 128].

II.3 IoT communication technologies

The Internet is made up of a variety of technologies that communicate in real time with a
wide variety of devices, from single devices to large embedded technology platforms and
connected cloud systems. Connecting components over the Internet requires a protocol
that allows devices and servers to communicate with each other. Many connections are
needed to connect widely fragmented IoT networks. Both wireless and wired technologies
are used in IoT communication. Also use Ethernet if the device is not particularly mobile
[129].

Companies want to take advantage of IoT, which will lead to more IoT applications in
the future. With an ever-growing number of providers looking to connect homes, factories,
vehicles and medical services in smarter ways, it’s important to understand the different
standards that apply. An IoT solution in its simplest form is a set of sensors and actuators
connected to a central management unit that allows a user to perform an action in the
environment. IoT devices must use the same standard protocol in order to communicate
with each other and transfer data. Different standards make communication between
devices difficult. Standards compatibility is therefore important for creating reliable and
large-scale IoT networks. There are now multiple IoT communication protocols and
standards to simplify IoT design and increase vendors’ ability to innovate quickly [130].

I1.3.1 Wireless Connectivity Technologies

Wireless communication technology can be defined as a technology that enables wireless
transmission of data or information from one device to another. IoT systems can transmit
information from one device to another over transmission channels with distances ranging
from a few centimeters to hundreds of kilometers, depending on the area of application.
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The IoT is a network of objects that can communicate with each other. The most
important aspect of this is the connection between them. How are these devices connected
and how are they supposed to communicate?

Today, thanks to the diversity of the market, there are several wireless transmission
technologies as well as those available. Below we list the four basic signal types used
for wireless transmission in IoT systems. These are chosen based on their popularity
in the available literature and publications: Radio Frequency Transmission, Infrared
Transmission, Microwave Transmission and Lightwave Transmission [131]

I1.3.1.1 Bluetooth

Bluetooth, defined in the category Wireless Personal Area Network (WPAN), was developed
by the Bluetooth Special Interest Group (Bluetooth SIG) and is a type of wireless connection
intended for short-range communication between devices. It is often used to connect devices
to a computer. It operates in the ISM (Industrial, Scientific, Medical) band 2.4 GHz. In
2011, a Bluetooth Low Energy BLE (called Bluetooth Smart) variant was released as
part of the Bluetooth 4.0 specification. Compared to previous versions, BLE consumes
less power; has faster setup times; and supports an unlimited number of nodes in a
star topology. BLE is specifically designed for low-bandwidth devices and devices using
stand-alone power supplies. Launched to enable small scale consumer IoT applications
in wearable fitness and medical devices (smart watches, glucometers, etc.) and smart
home devices (door locks), through which data is easily communicated and viewed on
smartphones [132, 133].

I1.3.1.2 Near-Field Communication (NFC)

Near Field Communication (NFC) was developed by Sony and Philips for wireless commu-
nication. NFC uses the principle of magnetic coupling between devices to allow two-way
data transfer when two devices are placed next to each other (maximum distance of 10
cm). NFC is based on RFID technology and operates up to 13.56 MHz. It contains a tag
with a small amount of data and can be read-write when the device restores the data or
read-only. The most common application is mobile devices for contactless payments. In
other words, it stores and retrieves all kinds of personal data [134].

I1.3.1.3 Wireless Fidelity (Wi-Fi)

Wi-Fi is considered the most widely used communication standard and is referred to as
802.11 by the Institute of Electrical and Electronics Engineers (IEEE). It is sponsored by the
Wi-Fi Alliance, a non-profit organization that certifies products with Wi-Fi interoperability.
Wi-Fi requires access points and wireless network adapters to set up a central Wi-Fi network.
The Wi-Fi operates in the 2.4 to 5 GHz range. Today, Wi-Fi has become an important
technology in the market due to the range and speed of data transmission.

Wi-Fi consumes a lot of power and is often not a viable solution for large battery-
powered IoT sensor networks such as industrial IoT and smart buildings. Instead, it’s
used to connect devices that easily plug into an electrical outlet like smart home devices
and surveillance cameras [135].
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11.3.1.4 Cellular 3G, 4G, 5G LTE

A cellular network is a large area covered by radio waves divided into defined shapes
and sizes called cells. Each zone has a transceiver (base station) that connects devices
in the same cell or in different cells to other devices. Such networks offer low power
consumption and wide coverage areas. Mobile networks first appeared in the 1990s as 1G
(First Generation). Since then, new versions (2G, 3G, 4G LTE) have emerged, differing
mainly in transmission type (analog-digital) and power consumption characteristics. 5G
and LTE represent the latest generation of cellular technology and are popular for mobile
phones and IoT devices that require high bandwidth. 5G networks will have higher speeds
and more channels than previous generations, resulting in greater capacity and the ability
to connect more devices [136].

I1.3.1.5 LoRaWAN

LoRaWAN is a type of wireless network and one of the representatives of LPWAN (Low
Power Wide Area Network) technology. LoRaWAN is often referred to in the literature by
acronyms such as LoRa, LoRa Alliance, etc. LoRa (short for Long Range) is SemTech’s
physical layer and intellectual property that enables long-range communication. The
Special Interest Group (SIG) has formed the LoRa Alliance of industrial and commercial
partners who are co-developing an open spectrum network called LoRaWAN, a MAC layer
over an OSI breadboard reference. It is the LoRa Alliance that claims that LoRaWAN
is a communication protocol and network system structure, while LoRa is "only" the
physical layer for long distance data exchange. LoRaWAN complies with European and
North American regulatory standards. As announced by the LoRa Alliance in 2015, data
transmission in Europe is in the 864 - 870 MHz ISM band (Industrial, Scientific and
Medical), while in North America LoRaWAN also carries data in the 903-914.9 MHz band
as well as the 923.3 - 927.5 MHz band [137]. Currently, many commercial and industrial
solutions operate on LoRaWAN principles. It uses network and application servers to
communicate with backend systems. It was called LoRa Network and Lora Application
Server until November 2019. Since LoRa’s name is protected by SemTech, the server was
renamed ChirStack.

I1.3.1.6 Narrow-band IoT (NB-IoT)

Narrow-band IoT (NB-IoT) is a network that belongs to the LTE-IoT wireless network
type. It is based on the operation of 4G mobile networks. NB-IoT is cheaper than eMTC,
so the main characteristics of this network are high coverage, lower power consumption
than other LTE-based networks, and even cost. Wide coverage from 450 MHz to 3.5 GHz.
NB-IoT will work on 2G and 3G networks, according to Qualcomm. The overall throughput
of the NB-IoT network has been reduced to 200 kHz. NB-IoT networks operate on the
principle of half-duplex communication and use TDD (Time Division Duplex) and FDD
(Frequency Division Duplex). This divides the available band (into multiple frequency or
time bands) and the transmitter or receiver uses the allocated bands to send and receive
data. The first commercial NB-IoT product was developed by a working group responsible
for adapting and accelerating NB-IoT systems, consisting of network providers Tele2, Telit,
T-Mobile and the founders of Ericsson, Huawei and Nokia [138|.

41



II. IoT: Theoretical bases, principles and technology Univ Khenechela

11.3.1.7 ZigBee

The network was born in the United States at the beginning of the 21st century. It was
standardized by the IEEE in 2003. ZigBee is a wireless network that has established itself
in the market due to its characteristics. While other wireless networks have tried over
the years to introduce new features and improve performance, ZigBee continues to focus
on 8-bit microcontrollers. The most famous feature of this network is the long life of the
devices. Service life up to 10 years or more. ZigBee is similar to Bluetooth technology, but
with features like lower data rates, transmission reliability, and affordability. It is not used
to transfer large amounts of data, although some versions of the ZigBee protocol have
been modified for such use. Due to its properties, it is widely used in sensor networks, and
the transmission distance can reach 100 meters if there is good optical visibility [139] .

11.3.1.8 SigFox

Sigfox is an LPWAN network founded in 2009. It was the first private LPWAN network
to enter the IoT market. There are two ways to manage your network. First, SigFox is
the provider and second, SigFox has exclusive resellers. SigFox uses different frequency
bands depending on your location. ISM 868 MHz in Europe, ISM 900 MHz in North
America. SigFox has developed a long range communication system. Data transmission
over long distances is "paid" by the data transmission speed. This is achieved by operating
in the sub-GHz band and using UNB (Ultra Narrow Band) in combination with simple
modulation techniques. Today, SigFox is present in about fifty countries around the world.
Due to its popularity, some countries have invested in their network infrastructure to give
their citizens access to the SigFox network (Belgium, for example) [140].

I1.3.2 Types of IoT communication

Sensors or sensor data are at the heart of any IoT system. Sensors can be located anywhere
in the world and data must be routed to a data center. There are many technologies for
moving data to these data centers. This section provides an overview of these technologies.

The IoT combines Personal Area Networks (PAN), Local Area Networks (LAN) and
long-range Wide Area Networks (WAN). Separate IP-based and non-IP-based commu-
nication systems. Non-IP-based communication systems are optimized in terms of cost
and power consumption, while IP-based solutions such as 802.111 Wi-Fi are generally less
constrained. Sensor data communication technologies can be divided into the following
categories [141]:

1. Non-IP-based wireless personal area network (WPAN);
2. IP-based WPAN and wireless local area network (WLAN);

3. Long-range communication systems.

11.3.2.1 Non-IP-based Wireless Personal Area Network

Internet-connected sensors need a way to send and receive information. This is the subject
of Personal Area Network (PAN) and short range communications. Communication with
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sensors or actuators can be the widely used chopper or wireless personal area network
(WPAN). Wired connections are still used, but mainly in industries and regions that are
not compatible with radio frequencies. Here are some WPAN standards:

— 802.15 standards;
— Bluetooth;

— ZigBee;

— Z-Wave.

The Bluetooth, ZigBee, and Z-Wave protocol stacks are similar to the actual TCP /TP
protocol, but they do not inherently communicate over TCP /IP.

11.3.2.2 IP-based Wireless Personal Area Network

Supporting the IP layer in the protocol stack consumes resources that could be used
elsewhere. However, creating an IoT system that allows devices to communicate over
TCP/IP has distinct advantages. Regardless of the protocol used at the sensor level,
sensor data eventually ends up in public, private, or hybrid clouds for analysis, control,
and monitoring.

IP is the standard form of global communication for several reasons: ubiquity, durability,
scalability, reliability, and manageability.

Some WPAN IP-based standards:

— WPAN with IP, 6LoWPAN;

— WPAN with IP, Thread;

— IEEE 802.11 protocols and WLAN.
WPAN with IP, 6LoWPAN

The 6LoOWPAN concept was developed in 2005 to bring IP addressing capabilities to
the smallest and most resource-constrained devices. 6LoWPAN stands for IPv6 over Low
Power WPAN. The Internet is intended for IP networks over low-power communication
systems for devices that are limited in power and space and do not require high-bandwidth
network services. 6LoOWPAN is a mesh network located at the edge of large networks [142].

WPAN with IP, Thread

Threads is a relatively new network protocol and is based on IPv6. Its main objectives
are home connectivity and home automation. It is based on the IEEE 802.15.4 and
6LoWPAN protocols and has some things in common with ZigBee and other IEEE
802.15.4 variants, but the main difference is that the Threads are IP addressable.

Thread are also lattice-based, making them attractive for home lighting systems.
Thread’s philosophy is that enabling IP addressing on smaller sensors and home automation
systems can reduce power consumption [143].
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I1.3.2.3 Long-range communication systems

Let’s look at a few wide area network (WAN) technologies. The two WAN technologies
are 4G-LTE and 5G cellular, with their own systems including long range radio (LoRa)
and Sigfox.

4G-LTE and 5G

The most common form of communication is cellular radio communication. Mobile
communication devices existed for many years before cellular technology, but they were
essentially two-way radios because they had a limited range and shared a common frequency
space. A typical 4G LTE network consists of three components: client, wireless network,
and core network. A radio network represents the front-end communication between clients
and the core network and includes radios such as towers.

5G is the next-generation [P communications standard that will replace 4G-LTE. 5G
promises significant capabilities for IoT and commercial, mobile and vehicle use cases. 5G
will also improve bandwidth, latency, density and cost of use [144].

LoRa and LoRaWAN

LoRa is the physical layer of a long-range, low-power IoT protocol, and LoRaWAN is
the MAC layer that moves data packets between network interface cards. LoRa represents
the physical layer of the LoRaWAN network. Manage modulation, power, receiver and
transmit radios, and signal conditioning. LoRaWAN is based on a star network topology
and relies on cloud-based network interfaces [145].

Sigfox

Sigfox is a narrow-band LPWAN protocol developed in Toulouse, France in 2009.
Originally, Sigfox was designed as a pure unidirectional sensor network. This meant that
only communication from the sensor uplink was supported. Since then, down-link channels
have become available. A Sigfox network can have a density of up to 1 million nodes per
base station. The density is a function of the number of messages sent by the network
structure. All nodes connected to the base station form a star network [146].

I1.3.3 Some application protocols in IoT

We call the set of rules that define a mode of communication between two computer
applications an application protocol. They rely on the TCP and UDP transport protocols
to first route and exchange data according to all the rules of the chosen application
protocol.

For raw data to be received by the IoT platform, it needs a "facade" that objects
can connect to and communicate with. This facade represents the so-called application
interface, where the application protocols are used.

Note that traditional web infrastructure is not suitable for most IoT applications. In-
deed, some connected objects, called constrained, are limited by low power microcontrollers
and having small amounts of memory (flash and RAM), while the limits on [oT networks,
in particular ZigBee, due to the error rates high and low bit rate packets (a few tens of
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kbit/s). Therefore, a less verbose protocol with a limited number of messages and a small
size is needed to overcome these limitations.

We have identified three families of protocols and selected the most commonly used
application protocols for each:

— Messaging protocol: MQTT, XMPP and AMQP.
— Web Transfer Protocol: CoAP, REST APIL
— Network protocol: Websocket.

11.3.3.1 Messaging protocols

The messaging protocol is based on a publish and subscribe mechanism in which data
transfer is asynchronous. Let’s present the operation and characteristics of the MQT'T,
XMPP, AMQP protocols [147].

Message Queue Telemetry Transport (MQTT)

MQTT (short for Message Queuwing Telemetry Transport) is a publish/subscribe mes-
saging protocol based on the TCP/IP protocol. A client named publisher first establishes
a 'publish’ type connection with an MQTT server named broker. Publishers then forward
messages to brokers on specific channels called topic. These messages are read by members
called subscribers who have previously established a subscription-type connection with
the broker. Sending and consuming messages is therefore an asynchronous [148]. The
operation that has just been described is illustrated in the diagram below (Figure I11.4).

Subscriber 1

Publisher MQTT broker

— Publish
4= — — Subscribe Subscriber 2

Figure I1.4: How the MQTT protocol works [148].

MQTT is characterized as a lightweight protocol due to the limited and small number
of messages. Each message actually consists of a 2-byte fixed header (indicating the type
of message and the quality of service level used), an optional variable header and a payload
limited to 256 MB. The way that the MQTT protocol handles content is determined by
referring to three levels of quality of service (QoS). Subscribers can specify the maximum
level of QoS they wish to receive. However, higher quality levels result in higher latency
and bandwidth due to additional retries and acknowledgments [149, 150].

In summary, the properties of the MQTT protocol meet the following requirements,
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making it a suitable protocol for IoT networks:

e Very suitable for low bandwidth networks;

The limited number of small messages makes it ideal for use on wireless networks;

e Low energy consumption due to fast publication and consumption of messages;

Requires very few compute and storage resources;

Send messages to multiple entities over a single TCP connection.

Extensible Messaging and Presence Protocol (XMPP)

Originally the instant messaging protocol XMPP, for Extensible Messaging and Presence
Protocol, is used specifically by the Jabber and Google Talk services. Its scalability has
allowed its use in other applications such as VoIP. Its operation is based on a client /server
architecture and the exchange of data in XML format follows the same principles as
electronic messaging. Indeed, the communication between the two clients is asynchronous
and goes through the XMPP server. First, the client establishes a TCP connection
with the XMPP server and sends data to the recipient’s XMPP server. The latter will
send the data to the receiver if the receiver is connected. Otherwise, the XMPP server
stores the data until each recipient is connected. We can add that an XMPP system is
decentralized and potentially real-time if the sender and receiver are connected during
message delivery. In addition, each client is identified by a unique identifier based on the
following pattern: <client-name> @ <server-name> [151]. The following diagram (I1.5)
illustrates the principle. When client A sends a message to client E, client E specifies in
the XMPP message:

— The identifier of the issuer (here clientEQdomainA)
— The recipient’s identifier (here clientEQdomainB)
— Information conveyed in the body part (here Hello IoT).

=message to="clientE@ domainB"> XMPP
XMPP x:z::}l‘lu loT<body> Inl_er!wl Client C
Client A >
XMPP ' l/lr \I - XMPP XMPP
Server A\ Server Client D
XMPP domainA domainB
Client B - XMPP
Client E

<message from="clientA@domainA’>
<body> Hello loT<body>
<messages

Figure I1.5: How the XMPP protocol works.

The main advantages of this protocol are: addressing using a unique identifier; simple
security settings; a message format providing structured data and a server system. All of
this makes it a suitable protocol for M2M (Machine-to-Machine) applications, as opposed
to the MQTT protocol. Indeed, it better manages the integration of new connected
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objects, thus allowing interoperability with other IoT platforms and therefore with other

ecosystems.
Advanced Message Queuing Protocol (AMQP)

AMQP, for Advanced Message Queuing Protocol, is a messaging protocol that represents
an alternative solution to the commercial products MOM (Message-Oriented Middleware)
and JMS(Java Message Service) [152]. AMQP has been in development since 2003, but
this protocol is an exception because it is not the usual initiative of I'T companies. In fact,
it was first developed by an American bank, JPMorgan Chase.

The AMQP protocol works on the same principles as MQTT, but the publisher/sub-
scriber concept is replaced by the producer/consumer concept [153]. Moreover, thanks to
an internal mechanism called “Exchange”, AMQP makes it possible to forward messages
from a producer to several topics. Routing criteria can be defined in different ways:
Inspection of content, headers, routing keys, etc. Therefore, the same message can be
consumed by different consumers across multiple topics [154, 152].

. Broker Consumer
Queue

Producer | Exchange Consumer
: Queue

Consumer

Figure 11.6: How the AMQP protocol works.

AMQP is therefore better suited to situations where reliability, more advanced messag-
ing scenarios, interoperability between protocol implementations, and security are needed.
It is therefore intended for networked objects with low communication constraints and
high security requirements.

11.3.3.2 Web Transfer Protocols

Constrained Application Protocol (CoAP)

CoAP, for Constrained Application Protocol, was developed by the IETF Constrained
RESTful Environments (CoRE) group as an application layer protocol for IoT systems.
CoAP is a web protocol based on a client /server architecture. CoAP introduces the Web
REpresentational State Transfer (REST) protocol in addition to HTTP. Unlike REST,
CoAP uses lightweight UDP as the default transport protocol (TCP is not supported).
This protocol includes some methods and nomenclatures from the HT'TP protocol. On
the other hand, unlike the HTTP protocol which is based on the TCP/IP suite, the CoAP
protocol is based on the UDP/IPv6/6LoWPAN suite, greatly simplifying the message
exchange mechanism defined by the UDP protocol [155, 156].

Four types of messages are used by CoAP: confirmable, non-confirmable, reset, and
acknowledgement. CoAP achieved its reliability by using confirmable and unconfirmable
messages. Similar to HT'TP, methods like GET, PUT, POST, and DELETE are used by
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CoAP to perform create, retrieve, update, and delete operations [157].
REST API

REST, for REpresentational State Transfer, is a protocol that allows the management,
identification and manipulation of resources (users, images, sensor data, etc.) through an
application programming interface (called API for Application Programming Interface).
This interface corresponds to a set of URIs accessible via different HT'TP request methods
(GET, PUT, POST and DELETE). The server response contained in the body of the
HTTP frame can be delivered in several formats. XML and CSV formats are possible, but
JSON is often the preferred one [158]. The server also adds a three-digit HT'TP response
code to indicate response status, it has the following form [159]:

e 2xx: Indicates success of client request processing (example: 200 for OK).
e 3xx: Redirect the client to another link.

e 4xx: Indicates that there is an error in the client’s request (example: 404 for Not
Found).

e Oxx: Suggests a server error (example: 500 for Internal Server Error).

REST APIs are widely used and have proven to be easy to configure and modify
through a combination of methods and URIs. It is suitable for connected objects without

communication constraints, for example, smartphones. Figure I1.7 shows an example of
how the REST API works.

. Rest web
Client service server

HTTP request
POST /device/X043Ultemperature/21

>
HTTP response '
code responde: 200

HTTP request

GET /device/AD12BE/ocation/date/01-02-2018

>
HTTP response :

< code responde: 200
: body :

{
"date": "01-02-2018",

"locations": {
"latitude”: 48.875559,
"longitude": 2.311018

}

}

Figure I1.7: Example of how an REST API works.
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I1.3.3.3 Network protocol (Websocket)

The Websocket protocol allows a single TCP connection between a client and a server to
establish a full-duplex communication channel. The diagram II.8 shows the three main
stages in the life of the channel:

1 - The client initiates a connection phase called "handshake".
2 - Two-way messaging phase.

3 - Canal closing phase initiated by either party.

Web socket Web socket
Client Server
o
Handshake (HTTP upgrade)
< — :

Bi-directional messages 5
Loi]

< One side closes channel >

connection closed

Figure I1.8: How a Websocket protocol works.

This protocol was originally implemented to overcome the shortcomings of the HT'TP
protocol by providing two-way communication between web applications and server pro-
cesses. Communication is actually asynchronous. In other words, the server can only
send a response if the client has already sent a request. Websockets therefore allow the
exchange of messages in real time, which is ideal for alerts and notifications [160, 161].

Websocket is a type of communication that is expensive in terms of resources, whether
hardware (CPU, memory, power) or bandwidth, so it is only suitable for sensors with
sufficient resources. So, It is mainly suitable for monitoring the situation and transmitting
information in real time.

II.4 Towards the Web of Things

Participating objects in an IoT network are heterogeneous in several aspects, hardware,
software, technologies and communications protocols. Therefore, heterogeneity is one
of the essential characteristics of the IoT system, which it must face, because the IoT
ecosystem requires connecting and integrating heterogeneous objects and systems. To
overcome this challenge, the first step is to ensure inter-connectivity of the different devices,
i.e. to connect them to the Internet. This connectivity is implemented by integrating
all the devices in a common address space. IPv6 addressing, which makes it possible
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to connect all objects in a homogeneous way [162]. However, the overhead due to IPv6
headers must be taken into account since these devices have few resources. To this end,

several solutions have been proposed, to allow the use of IPv6 while preserving resources,
such as 6LoWPAN [163] and IPv6 Addressing Proxies [164].

Once the connectivity is achieved, a common transport and application layer protocol
is required. The most widespread solution in the Internet is undoubtedly the Web, thus
creating what is called Web of Things (WoT) [162|. It is an enhancement of the Internet
of Things that integrates smart objects, not only in the Internet, but also on the Web (i.e.
at the application layer) [165]. Embedding objects in the web makes them accessible as
resources like any other web resource and provides remote access using web applications.

I1.4.1 Integrating Objects into the Web

To integrate objects into the Web, two solutions are possible, direct integration and indirect
integration (through a proxy) [165, 166, 167].

I1.4.1.1 Direct integration

To integrate objects directly into the Web, first of all, they must be addressable, i.e. that
they may have an IP address, or be compatible with the IP protocol when connected to
the internet. The WoT also requires connectivity and interoperability at the application
layer. For this reason, a Web server must be integrated in such a way that objects can
understand each other through languages and protocols specified by Web standards [166].
The direct integration can be illustrated in the Figure I1.9.

Applications

RESTful API

RESTful API
Web Server

Web Server

Web

Figure I1.9: Direct integration of objects in the Web [167]

I1.4.1.2 Indirect integration

Indirect integration is adopted in situations where direct integration of a Web server on an
object is not feasible or desirable (too limited resources, additional cost, security reasons,
etc.). In this case, the web integration is done using an intermediate proxy that connects
these objects with the web, this type of proxy is called Smart Gateway, it is a network
component which does more than transmit data. An Intelligent Gateway is in fact a Web
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server which summarizes the communication (eg Bluetooth or Zigbee) between objects
and the Web through the use of dedicated drivers [165]|. Figure I1.10 illustrates indirect
integration.

Applications

Web \

RESTful API
Web Server

Smart Gateway

API1 API 2

BT ZigBee [
= @

 — -

Figure I1.10: Indirect integration of objects in the Web [167]

I1.4.2 WoT architecture recommended by W3C

Motivated by the lack of interoperability between different application domains and IoT
devices, the World Wide Web Consortium (W3C) focused on defining a vendor- and
application-agnostic platform to foster interoperability between the various IoT devices.
Such a platform is called W3C Web of Things (WoT) Architecture which allows IoT
devices to communicate with each other regardless of their specific implementation [168].

Overall, the W3C WoT architecture builds on well-known existing web standards and
provides a standard method for describing IoT device interfaces. Figure I1.11 illustrates
the different components defined in the WoT architecture. Each device must provide a
metadata file called Thing Description (TD). This metadata is self-describing, so users can
identify what capabilities an object provides and how to use those capabilities [169, 170].

A TD provides a semantic description of a specific IoT device (i.e. it describes an
individual object, not a type of objects), along with its interactions. In other words, the
TD defines the semantics and how to interact with a specific [oT device.

The interaction types of a TD are Property, Action and Event. These interactions
cover the majority of interactions with an IoT device. Properties describe attributes or
state of an IoT device (e.g. humidity value, door is locked or unlocked), actions invoke
processes (e.g. turn on a light, open a window), while events notify asynchronously of the
occurrence of a specific condition (e.g. alarm activated, lamp overheated).

TD relies on RDF as the underlying data model. Additionally, TD instances are
serialized in JSON-LD format. JSON-LD adds a semantic layer on top of the JSON
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Figure I1.11: W3C WoT Architecture [170]

specification, which means that terms that appear in a TD are associated with concepts

from a common vocabulary.

The listing II.1 illustrates the content of a TD document, which are:

e A property named "status": this property is accessible via the CoAP protocol
with a GET method at the URI coap://mylamp.example.com/status, and returns a

character string value (lines 4 to 8).

e An action is specified "toggle": to toggle the switch state using the POST
method on the URI coap://mylamp.example.com/toggle (lines 9-13).

e An event "overheating"”: allows you to set up a mechanism for sending notifica-
tions by the object. Here, in this example, a subscriber will be notified of a possible
lamp overheat on the URI coap://mylamp.example.com/oh (lines 14-20).

TD instances can be placed in a component called Thing Directory. The Thing
Directory stores TDs and provides an interface for registering, updating, and deleting
TDs [171]. Such an interface also allows performing search operations based on SPARQL
queries. The latter is a semantic query language capable of retrieving and manipulating

data stored in RDF format [172].

Once a device obtains the TD of another IoT device from the Thing Directory, it
must first interpret and understand the information it contains to interact with it. Subse-

quently, communication between the devices can take place automatically, without manual

intervention.
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{ "@Qcontext": "https://www.w3.0rg/2019/wot/td/v1",
"id": "urn:dev:ops:32473-WoTLamp—-1234",
"properties": {
"status" : {
"type": "string",
"forms": [{
"href": "coap://mylamp.example.com/status",
"methodName" : "GET"}]1}},
"actions": {
"toggle" : {
"forms": [{
"href": "coap://mylamp.example.com/toggle",
"methodName" : "POST"}]1}},

"events": {
"overheating": {

"data": {"type": "string"},

"forms": [{
"href": "coaps://mylamp.example.com/oh",
"methodName" : "GET",
"subprotocol" : "observe"}]}}}

Listing 11.1: Content of a TD instance .

The WoT provides the ability to interact with physical objects as a web service, and
exposes remote access using web applications. The majority of such applications use
Service Oriented Architecture (SOA) implemented by Web services to host services offered
by real-world objects (IoT devices). The following subsections introduce the SOA concept,
web services and discuss their applicability to the WoT as well as their contributions for
[oT interoperability.

I1.4.3 Service Oriented Architecture

The term "SOA" is used to refer to the service-oriented approach as a whole. The
SOA approach aims as a first objective to ensure interoperability between heterogeneous
systems, which can be used to design infrastructures allowing customers and suppliers to
exchange services, despite the disparity of domains, technologies and suppliers [173]. This
approach provide loose coupling between different systems and promotes re-usability and
interoperability.

In the context of the Internet of Things, an object can be both a consumer and a
service provider. This consideration is due to the fact that IoT interactions are between
machines (M2M). It is the input and output flows that define the roles of objects at a
given time between consumer and supplier. Figure I1.12 presents the SOA architecture.

The architecture of Figure 11.12 allows a service provider to describe its service and
publish it in a directory to make it available to users. A client (user or service consumer)
initiates a service discovery operation by searching the directory. Once found, the customer
begins using the service.
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Provider
Invocation

Figure I1.12: Service Oriented Architecture.

I1.4.3.1 Web service

According to the W3C, a web service is a software system designed to support inter-
operable machine-to-machine interaction over a network, through an interface described in
a machine-readable format following the SOA architecture [174].

I1.4.3.2 Implementing the SOA architecture

There are two approaches to implementing the SOA architecture, based on web services,
standard web services (WS -*) and REST web services.

WS -* approach

In standard web services (WS -*), the functions of description, publication, discovery
and invocation of services must be performed using standard protocols developed specifically
for these tasks, as follows [175]:

e Description: To describe a Web service, the language WSDL (Web Services
Description Language), based on XML, is used, specifying the available methods,
the formats of the input and output messages, and how to access them;.

e Publication: Consists of registering the Web service description in a directory
called UDDI (Universal Description, Discovery, and Integration);

e Discovery: Find the description of the desired web service in the UDDI directory;

e Invocation: The interaction between the consumer and the provider takes place
using the SOAP protocol (Simple Object Access Protocol), based on XML, and relies
on a transport protocol (HTTP, SMTP, POP etc.).

REST approach

These web services are based on a style of architecture called REST (REpresentational
State Transfer) [176], this architecture allows to build different types of web applications,
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called RESTful, based on a set of conventions and good practices to be respected and not
a standard or a technology in its own right.

The REST architecture uses the Web as the application platform and fully exploits
the functionalities inherited from the HTTP protocol, rather than adding an overlay.
Therefore, it offers faster communication, directly using some methods defined in HTTP,
such as POST, GET, PUT and DELETE. Another advantage of REST Web services is
that they allow the use of several resource representations, in different formats (XML,
JSON, CSV, Text/plain, etc.) and not only in XML, which greatly reduces the messages
to be transferred and the communication will then become faster.

The WoT adapts the REST approach in order to realize the application layer of the
IoT. However, given the complexities of the HT'TP protocol for constrained objects, a new
RESTful application protocol called CoAP (Constrained Application Protocol) has been
designed [177]. CoAP is a RESTful web transfer protocol for M2M communications in
constrained networks. The CoAP specification defines a client/server model, similar to
HTTP, where a CoAP endpoint can typically act as both a server or a client. As CoAP is
intended for constrained networks, it introduces low header overhead and reduces analysis
complexity. Some of the features of the CoAP include:

e Unicast and multicast support;
e Transactions with and without acknowledgment of receipt;
e Four different methods, similar to those of the HT'TP protocol:

— GET (retrieving the representation of a resource);
— POST (create a new resource);

— PUT (update a resource);

— DELETE (deleting a resource).

e Three types for response codes:

— 2.xx (success);
— 4.xx (customer error);

— 5.xx (server error).

By using CoAP, all objects in an IoT environment can provide RESTful applications,
thus enabling the construction of an easily accessible Web of Things.

With the web of objects, problems of heterogeneity between objects can be solved.
Nevertheless, being syntactic, the resources are structured and well defined, but the content
remains difficult to exploit by machines. To overcome this, it is necessary to provide
semantics in the various IoT applications, in order to be able to make the best use of the
available resources in order to provide relevant answers.
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11.4.4 Semantic Web of Objects

The WoT is moving the IoT towards a common stack based on web services. However,
even when seamless access is achieved through web protocols, we still need semantic
interoperability, i.e. the ability of devices to unambiguously convey the meaning of the
data they communicate. For this, the technologies of the Semantic Web is adopted by
the Web of Things, thus generating what is called the Semantic Web of Things (SWoT)
[178, 170].

The objective of SWoT is to implement systems based on knowledge representation
and reasoning techniques that achieve a high degree of WoT autonomy thanks to the
capabilities of the Semantic Web.

I1.5 Conclusion

In this chapter, we have introduced IoT basics, features and applications. Then we focused
on the issues and challenges that are slowing down the progress of the IoT, of which
heterogeneity is a part. After that, we reviewed the main communication technologies and
protocols governing the field. We also discussed the notions of WoT, SOA architecture and
SWoT, and how they can overcome the heterogeneity problem by promoting interoperability
between different IoT devices regardless of their specific implementation. The thing that
will facilitate the discovery and selection of IoT services, and make the loT services
composition possible. IoT Services composition consists in creating a new IoT service by
combining existing atomic ones in order to meet a complex need.
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Chapter

IoT services composition, State of the art

III.1 Introduction

The Internet of Things (IoT) is a paradigm characterizing physical objects each having
their own digital identity and capable of communicating with each other. We saw in
the previous chapter, how WoT and SOA architecture technologies can overcome the
problem of heterogeneity between connected objects and different platforms by making
them interconnectable. On the odder hand, the loose coupling between IoT services
promotes the reuse and composability. In fact, service composition consists in creating
new services by combining existing atomic ones, taking into account the user needs and
the context of the environment.

In the first part of this chapter, we present the fundamental concepts of IoT service
and its properties. By emphasizing the non-functional aspect, in particular Quality of
Service (QoS) properties. Then, we present the services composition process, its steps,
of which the service selection represents a necessary and important step, as well as the
different services composition types. The second part will be devoted to a review of the
literature, in which we will study a panel of proposed approaches to solve the problem of
QoS-aware IoT services composition, with a comparative study.

II1.2 Service, Service composition

I11.2.1 Service representation

I11.2.1.1 Definition

A service is a software entity making it possible to expose one or more functionalities
defined by an interface. This interface contains the functional properties of the service,
that is to say, the action that the service must perform and, possibly, non-functional
properties allowing to identify the service which best suits the needs of the users [173].
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I11.2.1.2 Concrete services

A concrete service is a function that acts on input data to provide output results. It is
described by functional and non-functional properties. The functional properties include
the service input data which will be transformed into output data after the execution of
the service. While, non-functional properties are defined mainly by a set of contextual
information to which the service is sensitive e.g., location, quality of service (QoS) attributes
[179].

I11.2.1.3 Abstract services

An abstract service is a class of concrete services that are functionally equivalent, i.e.,
have similar functionality. Two concrete services are said to be functionally equivalent, if
the two services have the same input data and the same output data, but differ in their
non-functional properties [179]. An abstract service is considered to be a class of concrete
services that is both abstract and dynamic. On the one hand, an abstract service is seen as
an abstract class because it does not have a single real implementation. On the other hand,
an abstract service is seen as a dynamic class because its real implementation depends on
the concrete service chosen during the execution phase.

II1.2.1.4 Service properties

The identity of a service is defined by its functional and non-functional properties. Indeed,
the functional properties are described in its description in terms of operations, and reflect
the functioning of the service. On the other hand, the non-functional properties of a
service represent a set of quality of service (QoS) attributes. These attributes represent
the ability of the service to respond adequately and under the right conditions to the
user’s requirements in order to satisfy him [180].

Functional properties

Functional properties reflect the behavior of a service described from an operational
perspective. The latter is generally described by his two kinds of information, the "Inputs"
set and the "Outputs" set. Inputs describe the data required for a service operation, and
outputs describe the data produced after its execution. Other semantic extensions can be
used to complete the functional description of the service, including preconditions and
postconditions. Preconditions describe the state of the world required for service execution,
and postconditions describe the impact of service execution on the world [179].

Non-functional properties (QoS Attributes)

A service’s non-functional properties (also known as Quality of Service (QoS)) allow you
to evaluate how the service behaves or performs from the perspective of service providers
and users. These parameters correspond to observable or computable metrics. Quality
of Service (QoS) can refer to non-functional properties such as availability, reliability,
and security, etc. Each property is called QoS attribute and gives information about a
certain quality value provided by the IoT Service. QoS attributes can be divided into
two categories: (1) qualitative attributes (security and privacy); (2) quantitative attributes
(cost and response time) [179, 181, 182].
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QoS attributes can also be divided into two classes according to their impact on the
overall IoT service QoS: (1) positive attributes (availability, throughput, etc.) which have a
positive impact, as this QoS attribute value increases, the QoS of the IoT service increases
as well; (2) negative attributes that have a negative impact (execution time, cost, etc.),
decreasing the value of this kind of attribute will increase the QoS of the IoT Service.
In the context of service composition, the positive QoS attributes of a composite service
should be maximized whereas the negative attributes should be minimized [179, 183].

The QoS attributes of a concrete IoT service are usually represented by a vector of
dimension ¢, where ¢ represents the number of QoS attributes. The most commonly used
quality of service (QoS) attributes in the literature are described in Table III.1.

QoS Attribute Description

Throughput It represents the number of requests that the IoT Service can handle
in a given time interval. This can include a maximum throughput,

or a function that shows how throughput varies with the intensity
of the load.

Response time It indicates how long the IoT service should respond to a particular
request. This period may include processing time and sending time.

Availability Represents the probability that the IoT service is active at the time
it is invoked.

Reliability It refers to the ability of an IoT service to perform its functions
correctly over a period of time. This can be measured by the average
time between two failures.

Security [oT service security includes various aspects that ensure that message
exchanges between users and services are secure. More specifically,
[oT service security includes several aspects such as confidentiality,
message encryption, and access control.

Reputation Reputation is a measure of the credibility of a service. This mainly
depends on the experience of the end users who have already accessed
the service.

Table III1.1: The most used QoS attributes in IoT services

II1.2.2 Service composition

Service composition provides user-requested functionality by combining the functionality of
several atomic services. Service composition can be static or dynamic. A static composition
is realized at design time while a dynamic composition is realized at run-time. Several
definitions of service composition have been proposed in the literature. In what follows,
we will summarize the most significant ones.

I11.2.2.1 Definition of the service composition

Service composition is defined as a process from the discovery of services to their composi-
tion to meet a complex user request. In [184], Service composition is defined as the ability
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to form new value-added services by combining existing ones that are probably offered by
different service providers. In [185], service composition is considered an efficient way to
create, execute and maintain services that depend on other services. Service composition
can be an aggregation and combination of a set of services to achieve a common goal [186].
In fact, the IoT composite services enables the aggregation of intelligent object services to
meet complex needs [187].

I11.2.2.2 Types of service composition

Service composition approaches can be classified according to two main aspects. The first
concerns the degree of user participation in defining the composition plan, and in this
case composition can be manual, semi-automatic or automatic. The second concerns the
management of services, in this case, the composition will be called static or dynamic.

Composition approaches Static Vs. Dynamic

In static approaches, the combination of IoT services is realized during the design
phase of the composite service. The IoT services are linked together before being deployed.
In this type of composition, the substitution or modification of a service requires changes
in the composite service design. Therefore, this type of composition is more suitable for
environments that are not subject to rapid changes over time. Unlike static composition,
dynamic composition allows the combination of [oT services at the time of the request
execution. Dynamic composition allows to select and combine dynamically the services
from the directories in which these services are published while taking into account the
user’s constraints [188].

Composition approaches Manual Vs. Semi-automatic or Automatic

A composite service offers more complex functions than those provided by an atomic
service. However, as the number of services increases and user requirements become more
and more complex, the task of finding the most suitable services for the user’s requirements
becomes more and more complex. Also, it is becoming more and more difficult to build
a composite service manually. Manual composition relies on the intervention of the user
without the intervention of specialized tools; the user will use a simple text editor to
program all the composition steps [189]. This type of composition requires the user to
have a developer profile. The composition then becomes a tedious task requiring efforts to
be provided by the user. As opposed to manual composition, in automatic composition,
user intervention is required only for the specification of requirements in the form of an
abstract request. Thus, the composition process is carried out in a transparent way for
the user. The semi-automatic composition approach is a compromise between the manual
approach and the automatic approach. It allows the user to keep a certain control and to
supervise the composition process without having a programmer’s profile by relying on
the assistance provided by graphical tools. [190].

I11.2.2.3 Steps in the service composition process

Service composition is the process of combining atomic services. Figure II1.1 shows the
steps of composition including its four phases : (1) design of composition plan, (2) services
discovery, (3) services selection, and (4) execution and control of the composition [179, 190].
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Figure III.1: Service composition steps [179].

1. Design of the composition plan: In this phase, the service requestor specifies
a service composition request. This request should provide sufficient information
about the user’s requirements and preferences for the composite service. This
phase identifies the functional and non-functional needs of the service resulting from
the composition. These requirements can be specified as an abstract description
containing a set of abstract services, each representing a different function.

2. Services discovery: This phase identifies concrete services that meet the functional
requirements defined in the design phase. A search within the service directory
can discover a set of concrete candidate services with similar functionalities, with
different QoS values for each abstract service in the composition plan.

3. Services selection: This phase consists of determining the most suitable concrete
service for the composition from the set of candidate services obtained in the
discovery phase. Once all required [oT services have been identified and linked to
their associated activities, a concrete composition is created.

4. Execution and control of the composition: During this phase, a composite
service instance is created and executed by an execution engine that is also responsible
for calling individual service components. Monitoring tasks such as logging, execution
tracing, performance measurement, and exception handling need to be performed
while a composite service instance is running.
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I11.2.2.4 Services selection, an important step in service composition

Service selection is an important step in service composition. It refers to the question:
how to efficiently choose services among a set of functionally equivalent services, on the
basis of functional and non-functional properties? The selection process begins with a
request from the user in the form of a composite abstract service. The discovery module
uses the service directory to find the services available for each abstract service in the
abstract plan provided by the user, performing a functional correspondence between the
abstract services and the descriptions of the available services. Therefore, a list of concrete
services is obtained for each abstract service. The objective of QoS-aware service selection
is to choose a concrete service from each abstract service in such a way as to have a QoS
that satisfies the user’s requirements, as shown in Figure III.2.

Abstractservice -_
- Abstract composition

Discovery of published services in a service directory

Concrete service

Concrete composition

Figure I11.2: ToT service selection process.

Two types of service selection exist, local selection and global optimization:

e Local selection

The local selection of services consists in finding for each request, independently of
the other requests, the most appropriate services. This type of selection makes it
possible to take into account detailed QoS requirements at the level of each service
of the composition (local QoS constraints), but it does not guarantee obtaining a
composite service satisfying the global requirements in terms of QoS (global QoS
constraints) imposed by the user.

¢ Global optimization

Global optimization tends to solve the limitation of local selection in terms of taking
into account global QoS constraints. It evaluates the composite services to determine
the best composite service in terms of QoS and which satisfies the overall QoS
constraints. However, this type of selection generates a significant execution time.
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I11.2.3 SOA: service choreography and orchestration

In this section, we will define, in a global way, what are the two approaches of the
applications architecture built around the composition of services. Then we will look at the
advantages and disadvantages of these Service Oriented Architectures (SOA) [191, 192].

I11.2.3.1 Orchestration: centralized processing

The first approach to service collaboration is based on a concept of centralizing control of
application flow. Inherited from structured development methods, service orchestration
addresses the problem of using the processing power of remote and interconnected ma-
chines by reproducing the practices of this mode of programming, such as function calls,
parameters , return values, etc. In this case, the main program, executed on the central
node, retains complete control of the running of the algorithm. It collaborates with the
services in synchronous mode whose waiting for the service response blocks the program
execution. It then retrieves the result of this call, integrates it into its own management
and continues its progress.

In this type of organization, only the central node has control of the application. This
does not prevent the services used from having their own logical progression. However,
the central point dominates the other participants, because it is the only one with the
complete view of the business logic and its progress. The dependency is clearly oriented,
the participating services not having the possibility of reversing the direction of the
decision-making. Figure III.3 illustrates the service orchestration approach.
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Figure I11.3: ToT Service orchestration.

I11.2.3.2 Choreography: Distributed Processing

Some applications sometimes depend less directly on a central element. In some cases, the
responsibility for the progress of all the reactions can be distributed over several control
points, each of which can in turn take on the role of decision-maker and thus pilot the
progress of the exchanges. In these cases, the centralization imposed by the orchestration
turns out to be unsuitable. The traditional image of the "orchestra leader" who directs
an ensemble is replaced by that of a ballroom in which each of the dancers performs his
dance step according to his own pattern, interacts with the other participants (avoids
collisions and finds its place), all without any manager coordinating the whole thing.
In this vision of distributed rather than centralized control, interactions between all are
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made as equals, resulting from actions and reactions in relation to the perception of the
immediate environment of each, known information, and the logic specific to each element.
To return to the image that gave the choreography its name, it would be very difficult
to build such an effective system for the proper management of the dancers at the ball
using a centralized algorithm. This would require a large number of communications and
the processing of a lot of information for a general result that would probably be more
random and less fluid.

Like the ball, the choreography in SOA is designed as a form of collaboration between
the stakeholders without one of them prevailing over the others. Here too, each participant
pursues his objective, reacts to the messages received, and uses the information transmitted
by the partners. The difficulty lies in designing algorithms specific to each node, describing
its task, while at the same time achieving the common goal (if there is one). The idea is
that everyone respects their own logic of behavior, according to the information accessible
from their own point of view. The sum of the valid behaviors allows the whole to remain
within satisfactory bounds. Figure I11.4 visualizes exchanges during a service choreography

approach.
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Figure I11.4: ToT Service choreography.

In summary, we believe the choreographed approach is well suited for the Internet
of Things. At the same time, it facilitates access to the resources of his WSAN network
related to IoT [193]. With choreography, direct interaction between nodes is less taxing
on the network than uploading data to a central point, thus meeting power constraints.
In addition, the processing capabilities added to objects (certainly limited, but present)
allow the implementation of algorithms that describe the tasks performed by the objects
themselves [165].

II1.3 IoT services composition: a panel of approaches

The problem of QoS-aware IoT service composition is widely discussed in the literature.
Indeed, QoS-aware service composition is the process by which atomic services are combined
to provide new functionality that none of the services can provide individually while still
guaranteeing a better overall QoS. Much of the literature dedicated to the IoT services
composition focuses on the development of formal composition methods and algorithms.
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The goal of the approaches is to be able to automatically instantiate composition plans
based on an abstract plan. The abstract plan is defined as a set of abstract tasks or
services to be instantiated with real IoT services.

II1.3.1 Literature review

In this section, we review the main existing works that tackle the QoS-aware IoT services
composition under the QoS constrains.

Among the solutions proposed in the literature to raise the challenge of QoS-aware IloT
services composition, bio-inspired meta-heuristic approaches: approaches based on Genetic
Algorithms (GA) [194, 195, 196, 197]; GA and Particle Swarm Optimization (PSO) based
[198, 199]; and Cuckoo-Inspired approaches [200].

To address user QoS constraints, the authors in [194] formulate the IoT Service
Composition Oriented QoS (QSC) problem as a Multi-Criteria Goal Programming (MCGP)
model, and the Multi-Population Genetic Algorithm (MGA) solves it.

The authors in[198] propose a collaboration of genetic algorithms (GA) and particle
swarm optimization (PSO) to solve the problem of QoS-aware IoT service composition.
According to the authors, the proposed approach takes into account: (1) Proportional
evolutionary optimization to ensure population diversity; (2) a better and improved local
strategy for candidate service selection, (3) an optimal disruptive global strategy along the
optimal global particle, and (4) a self-adaptive learning rate adjustment mechanism that
improves the convergence speed and the optimized result. All this happens when service
composition is done at a large scale. On the other hand, [199] compared two algorithms,
GA and PSO, in solving [oT service composition problems. The authors confirm that the
two algorithms solve the problem. But, the experimental results using real datasets show
that the solutions obtained with GA are more expressive than those obtained with PSO.

In [195], the authors use a Multi-Attribute Decision-Making method (MADM) to
evaluate each IoT service and select elites in terms of QoS as part of the composition. As
a global optimization method, a genetic algorithm (GA) improved by adding a greedy
algorithm is adopted. The result obtained is the service composition that maximizes the
value of the utility function.

The authors in [196] propose a QoS aggregation scheme to compute the total QoS
vector of composite service. Composition optimality is determined using the QoS utility
function, which takes into account user constraints and the weight vector. Finally, a
genetic algorithm is developed to have the optimal service composition.

The authors of [197] propose a multi-objective meta-heuristic search algorithm to
solve the problem of QoS-based composition of IoT services. The Non-dominated Sorting
Genetic Algorithm (NSGA-II) is used for having the optimal composition.

In [200], the authors develop an algorithm inspired by cuckoo behavior to find existing
composite services that efficiently satisfy user demands in a Multi-Cloud Environment
(MCE). The proposed MultiCuckoo algorithm takes into account service composition issues
and their details in a Multi-Cloud Environment (MCE). The evaluation indicates less
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consumption of time and resources.

Other approaches try to reduce the composition space by removing unpromising
candidate services in terms of QoS. For that, clustering techniques are used to group
services according to their relevance in the composition process and only consider relevant
clusters [8, 201, 202, 203|.

The authors in [8] suggest Clustering-based and QoS-aware service Composition Algo-
rithm (CQCA) in Ambient Intelligence environment (AmI). For this purpose, the K-means
method is used to group the services according to their QoS levels i.e., each cluster rep-
resents a QoS level. Using the properties of the outcome clusters, a new utility function
was proposed to eliminate services that were unpromising in terms of QoS. This technique
further reduced the composition space and time. They then use a lexicographical method
to verify compliance with global constraints. Finally, a search tree was constructed to
determine sub-optimal composition.

The authors in [201| propose a fast and reliable service composition approach for
integrating physical, cyberspace, and social networks. First, remove redundant components
using the Skyline component computation. Then, use the coefficient of variation to filter
out components with highly variable quality of service (QoS). Finally, the best component
is chosen by maximizing the fitness function according to the user’s end-to-end QoS
requirements using Mized Integer Programming (MIP).

In the context of large-scale IoT environments, the literature [202] suggests Two-Steps
QoS-aware services Composition Algorithm (TS-QCA) considering global QoS constraints.
The TS-QCA algorithm is based on the Shuffled Frog Leaping Algorithm (SFLA) and
clustering method, which reduces the composition time by focusing only on promising
candidate services in the composition process, thus improving the algorithm convergence.

Another challenge in IoT is optimal energy management as part of composing IoT
services (203, 204, 205, 206, 207].

The literature [203] combines both clustering methods and energy management. The
traditional QoS model is extended by the introduction of energy and a method for its
calculation is proposed. Considering the new QoS model, global constraints are decomposed
into local QoS constraints for atomic services. The K-Means method is used to get a
clusters of atomic services. Finally, the best service is selected locally on each cluster.

In the paper [204], the authors propose Fast Energy-Centered and QoS-aware Service
Composition Approach (FSCA-EQ) for IoT service composition. A hierarchical optimiza-
tion mechanism is used. First, it pre-selects candidate services with higher QoS using
a compromise ratio (CRM) method. To select the best service as the final composite
service, the concept of relative dominance is applied depending on its energy profile, QoS
attributes and user preferences. FSCA-EQ successfully balances the QoS level and power
consumption of composite service in a large scale [oT environment.

In [205] the authors proposed Energy-centric and QoS-aware IoT services Selection
Algorithm (EQSA) for composition of IoT services. Services whose quality of service
satisfies users are preselected using lexicographical optimization strategies and QoS con-
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straint relaxation techniques. The problem is believed to be a multi-objective optimization
problem. Minimize power consumption to ensure high availability of composite services
while meeting QoS requirements.

In [206], the problem of finding a balance between the QoS level and the energy
consumption for IoT service composition is reduced to a shortest path optimization
problem with two objectives. The authors use a precise algorithm called Pulse to solve
the problem.

The authors in [207] have developed a multi-cloud ToT service composition algorithm
called (E2C2). E2C2 is an energy-sensitive configuration layer that aims to find and interact
with as few IoT services as possible. A formal translation of user needs, transformation
modeling and analysis are adopted for the proposed algorithm. A minimal of IoT services
that meet user demands are explored and composed in an energy efficient manner.

Other approaches use different visions to solve the composition of IoT service problem.
As in [208], an approach to self-management of trustworthy systems is proposed using
collaborative filtering and his goal-oriented [oT service composition. Collaborative filtering
based on matrix factorization (MF) is used in a goal-oriented self-managing service model
for performing tasks in IoT. Goal-oriented models dynamically adjust based on QoS
predictions to enable disaster recovery, reduce outages, and reduce reruns.

The authors in [209] propose a crowdsourced IoT services framework to select and
assemble crowdsourced mobile IoT services based on spatio-temporal factors. Algorithms
based on deep reinforcement learning have been developed to select and assemble mobile
services considering QoS parameters without using indices. To detect services in motion,
Spazio-temporal MapReduce is also developed based on the swarm pattern using Apache
Spark. The proposed approach is scalable and highly accurate compared to ground truth.

The authors of [210] decompose the complex QoS calculation model into four basic
models and assigns a suitable method for each QoS calculation model according to IoT
properties. They then use a heuristic backtracking (BT) algorithm to meet the QoS
requirements.

In environmental sensor networks, the authors in [211] present a Service Monitoring
And Composition System (SMACS). Reliability and Reactivity are the two parameters
estimated by SMACS using a simple Bayesian classifier. These parameters are used to get
the optimal service composition. This can improve the overall QoS of the entire sensor
network by filtering out bad nodes.

II1.3.2 Approaches studied, a comparison

The QoS-aware IoT service composition approaches presented in the literature review
section (Section I11.3.1 ) are summarized in Table II1.2, and are compared in terms of: (1)
resolution principle that represents the used solving method, (2) scalability, (3) composition
optimality i.e. compare the composition obtained with respect to the optimal one.
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Apprch Methods used Scalability Optimality

[204] CRM + Relative dominance Yes Optimal

[205] Lexicographic optimization + rel- Yes Close-to-optimal
ative dominance

8] k-means + Utility function + Lex- Yes Near-to-optimal
icographic optimization methods

[201] Skyline component + QoS fluctu- Not evaluated Not evaluated
ation + MIP algorithm

[202] Clustering + SFLA Yes Near-to-optimal

[194] MCGP model + MGA Yes Optimal

[198] GA + PSO (Cooperative evolu- Not evaluated Not evaluated
tion algorithm)

[199] GA + PSO Algorithms Not evaluated Not evaluated

[195] GA + Greedy algorithm Not evaluated Not evaluated

[196] QoS aggregation schema and Util- Yes Optimal
ity Func-tion + GA

[197] Non-dominated  Sorting GA Not evaluated Not evaluated
NSGA-II

[200] MultiCuckoo algorithm Not evaluated Near-to-optimal

[203] Extended QoS model + K-means Not evaluated Optimal

[206] Pulse Algorithm Yes Optimal

[207] E2C2 Algorithm Not evaluated Optimal

[208] Matrix Factorization Not evaluated Not evaluated

[209] Deep Reinforcement Learning + Yes Optimal
Spatio-temporal MapReduce

[210] BackTracking Algorithm Yes Sub-optimal

[211] Naive Bayesian Classifier Not evaluated Not evaluated

Table II1.2: Approaches summarize and comparison

Discussion

To reduce the search space of the IoT service composition problem, several approaches
have been proposed. The IoT service composition approach uses clustering techniques
to eliminate candidate services or compositions with unpromising QoS values, thereby
reducing the search space and consequently composition time, such as in : [§], [201], [202],
and [203|. The k-means method is the most commonly used clustering method and had to
be rerun every time clustering was performed. On the other hand, during the composition
process, bio-inspired metaheuristic-based approaches can introduce inappropriate services
into the process, like in : [194, 198, 199], [195, 196, 197, 200].
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Moreover, most of the above approaches are limited because they specify the QoS
attributes to be studied each time (runtime, cost, availability, etc.). So there is no a
general and flexible approach among them that can be applied to any QoS models.

I11.4 Conclusion

[oT makes computing accessible anywhere and anytime. This gives the possibility to the
user to be located in different places while always guaranteeing his access to information,
providing him with services that meet his preferences in terms of QoS. In this chapter, we
first presented the fundamental concepts of the IoT service, and the problem of the [oT
services selection and composition. The second part, was devoted to study some of IoT
services selection and composition approaches existing in the literature. A comparison
between the different approaches studied is carried out according to the resolution methods
used, the scaling, the optimality and the QoS properties considered. According to the
resolution methods used, we can classify the approaches studied in four categories: (1)
approaches based on bio-inspired metaheuristics; (2) approaches based on a combinatorial
model or graphs; (3) approaches based on dominance in the Pareto; and (4) approaches
based on planning techniques derived from Artificial Intelligence. Artificial intelligence
techniques that support the dynamic composition of large-scale IoT services. In this
category of approaches lies our proposal, the details of which will be the subject of the
next chapter.
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Chapter

GNN-QSC: QoS-aware IoT Services
Composition Approach

IV.1 Introduction

The problem of service composition has been widely addressed in the context of IoT in
recent years. Indeed, this problem amounts to selecting for each request, a composite
service which best satisfies the QoS requirements imposed by the user. In this chapter,
we propose a new QoS-aware [0T service composition approach (GNN-QSC - Genetic
Algorithms and Neural Networks for QoS-aware IoT Services Composition). This approach
will be based on Al techniques, of which we will use the neurons networks as a clustering
technique in order to reduce the composition space and thus reduce the composition time.

In this chapter, first, we present the service composition problem taking into account
global QoS constraints. Next, we give an overview of the techniques used (genetic algorithm
and neural networks). Finally, we detail the phases of the proposed approach GNN-QSC.

IV.2 Service composition problem modeling

Service composition is defined as a process of combining atomic services to create a new
composite service that provides new functionality that no atomic service can provide
individually. QoS-aware service composition consists in selecting a composite service
in such a way as to satisfy the functional and non-functional requirements of the user.
Functional requirements are represented as an abstract composition, while non-functional
requirements are formulated as user-imposed constraints on QoS attribute values.

A dynamic model of IoT Service composition is shown in the Figure IV.1. The same
shape indicates the same functionality and different colors indicate differences regarding
QoS. So a user queries a directory containing N service classes (tasks T;) to select m
tasks to be composed (m < N ) in a certain order (composition structure) that meets the
needs of your business process. Each task T; (i < m) is represented by a class of services
called Abstract Service (AS). Each class contains n functionally identical IoT services,
but with different non-functional properties (QoS). Dynamic composition of IoT services
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consists of choosing the best service in the corresponding Abstract Service (AS) at runtime.
Therefore, the composite service result satisfies the global QoS constraints and provides
the best overall QoS.
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Figure IV.1: Dynamic IoT services composition process.

IV.2.1 Concrete and Abstract Service

e A Concrete Service (CS) is an instance of an Abstract Service. It is represented
by a tuple CS= [F, I, O, QoS], where: I/0 is respectively the vectors of input and
output parameters of a CS. F' is the function, which will transform the inputs [ into
outputs O, in other words, F' represents the functional properties of the service CS.
Finally, QoS is the vector of quality of service attributes (non-functional properties
of a concrete service).

e An Abstract Service (AS) is a set of n similar concrete services (CS) in term of
their functionality, AS; = {CS!,CS2,CS3,...,CSM}. Thus, the CSF"™ have the

(2
same functionality (F'), the same inputs and outputs (the vectors I, O), but their

QoS attributes (vector QoS) are different.

IV.2.2 Abstract Composite and Concrete Composite Service

e Abstract Composite Services (ACS) is a set of m abstract services, AC'S =<
AS1, ASs, ..., AS,, >. They are connected, to each other, by one of the service
composition structures: sequential, parallel, conditional, loop or a combination of
these structures. The ACS is formulated according to the user functional requirements
by using a set of connected abstract services.
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e ccs is the instantiation of the Abstract Composite Service. The instantiation is done
by the invocation for each abstract service AS; the appropriate concrete service C'S¥

1€ [l.m|,k €|l.n|), =< sy OSTL L >.
k CCS CSk ...,CSFk, ... ,CS*

IV.2.3 QoS Attributes Vectors

e QoS Attributes Vector of a Concrete Service, noted CS[QoS]. It is defined by
the QoS attributes vector. Formally, C'S¥[QoS] = [qos¥,, ...,qosfp, ...,qosfq], where
i €[l.N],k € [l.n],p € [1..q], N is the abstract services number in the directory,
n is the concrete services number in the abstract service AS; and ¢ is the QoS
attributes number. The qosfp is the value of the p** QoS attribute of the &k concrete
service that belongs to the i** abstract service. We distinguish between two types
of QoS attributes: (1) negative attributes (cost, response time, etc.) which have a
negative effect on the level of the QoS, i.e., more their values are higher more the
QoS is lower. (2) Positive attributes, such as availability, reliability, etc., which have
a positive effect on the level of the QoS, i.e., more their values are higher more the
QoS is better. For this, we need to assign to each concrete service a utility function

fu.

e QoS Attributes Vector of a Concrete Composite Service, is defined as follows:
CCS.QoS =[Q1, ..., Qy], where ¢ is the QoS attributes number and @, is the value of
the p'* attribute after aggregation. The aggregation of attributes depends on the
used function (Summation, Product, Maximum or Minimum) and on the composition
structure (Sequential, Parallel, Conditional and Loop). Table IV.1 summarizes the
different aggregation functions of m services. P, is the probability to select a concrete
service in the conditional composition structure. And, Nbr is the number of iterations
in the loop structure [8]. However, parallel conditional and loop structures can be
transformed into a sequential model as presented in [212|. In the same way, a utility
function F'U is associated with each Concrete Composite Service calculated from its
aggregated QoS values [§].

Composition structure

Function Sequential Parallel Conditional Loop
Summation Y "' qos}, > ool qosy, Sooiy Pyxqosy,  Nbrx qosy,
Product | qosfp 112, qosfp Z;nzl P, x qosfp (qosfp)N br
Maximum Y77, gos}, max qosy, Sooey Byx qosy,  Nbrx qosy,
Minimum  min qosfp min qosfp min qosfp qosfp

Table IV.1: Qos-Aggregation Functions.

IV.2.4 Utility Functions

e Utility Function of a Concrete Service, in order to evaluate a concrete service
CS¥ by using its QoS vector, a utility function fu is associated to it. The role of
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this function is to transform all the values of its QoS vector into a single value.
This latter allows the comparison between services that belong to the same Abstract
Service (AS) in term of QoS. In this thesis, we use the Simple Additive Weighting
(SAW) technique . It is widely adopted, in the literature, in the field of service
composition [180]. The utility calculation involves:

1. The normalization of the QoS (Nqos) attributes values in values between 0 and
1, by comparing each value of QoS with the maximum and minimum values
of this attribute. This allows making them independent from the units and
ranges of measurements. However, as mentioned above, positive attributes
should be maximized, while negative attributes should be minimized. Thus,
the normalization will be done in two different ways, as defined in IV.1.

( . mazx min) __
1, if(qosy"*® — qosy™) = 0
k qos;‘nal‘_qosfp 'f . . .
Nqogip = R T — if p is a negative attribute. (IV.1)
Else
qosk —qosyHin . . .. .
\ qos,,:g,cw if p is a positive attribute.

Where qosk represents the current value of the p* QoS attribute of the £
concrete service C'SF in the abstract service AS;, qos,'** and qosmm represent
the maximum and minimum values respectively of the p* QoS attribute.

2. The weighting to represent priorities and preferences of the user w,, (such
as: Zgzl w, = 1, p = 1..q) are weights assigned to each QoS attribute. The
differences in weights represent the user preferences.

3. Finally, the utility of the concrete service is obtained by the weighted sum of
the normalized QoS values, as given in formula IV.2:

u(CSF) = Z wy, * Nqos (IV.2)

e Utility Function of a Concrete Composite Service, the utility of a given
Concrete Composite Service CCS= < CS¥,...,CS¥ ...,CS* > is calculated, as in
the utility function of a concrete service, by mapping the values of the QoS vector
aggregated [(Q1, ..., Qp, ..., Q] into a single value by using the same technique SAW.
Sun and Zhao in [213] have proved that the global utility of a composite service is
the sum of the local utilities of the concrete services forming the composition. It is
given by formula IV.3:

U(Cces) Z fu(CSF) (IV.3)
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IV.2.5 Global QoS Constraints

The user’s QoS preferences are formulated as global constraints. These latter are imposed
on the values of the QoS attributes of the composition (after aggregation). So, the Global
QoS constraints is: CG (QoS) = [Cyi, ..., Cg,]; where ¢ is the attributes number, and Cg,
is the global constraint imposed by the user on the p* attribute of the composite service
Qp- It can be a lower bound (Q, > Cyg,), if the attribute is a positive attribute, or an
upper bound (@), < Cg,) in the case where the attribute is negative.

IV.2.6 Feasible, Near-Optimal Concrete Composite Service

e Feasible Concrete Composite Service, We consider that a concrete composition
(CCS) is feasible if for each abstract service (AS;,7 = 1..m), in the composition, a
single concrete service (CSF) is chosen. In addition, the aggregated QoS values of
the composition (@),) satisfy the overall QoS constraints (C'g,) imposed by the user
(i.e. @, > Cy, if the attribute is positive,), < Cg, otherwise) [8].

e Concrete Composite Service (CCS) is called a near-to-optimal one if it is
feasible and has best overall utility (max (FU)) [8].

IV.3 GNN-QSC Approach Overview

Depending on the the composite service creation time, we can distinguish between two
types of service composition: static composition and dynamic one. In static composition,
services aggregation is done at design time. This compositing mode is suitable when
the number of tasks to be composed to satisfy the user’s requirements is unchanged and
fixed. If changes are expected at runtime static mode is not adequate if it is necessary
to replace unavailable services or has better alternatives. Dynamic configuration, on the
other hand, allows selection and aggregation of services during the execution process.
This is done automatically using semantic web technologies and artificial intelligence
techniques. Dynamic composition is the ideal mode for composing IoT services. This is
due to the natural dynamics of the [oT environment. However, dynamic composition of
[oT services presents some challenges, how establish an ideal configuration that meets
the user’s QoS settings? To meet this challenge, we propose a Genetic algorithm and
Neural Network-based approach for QoS-aware IoT Service Composition (GNN-QSC).
This provides a near-optimal composition of IoT services, taking into account the QoS
constraints imposed by user demand.

The IoT service composition process selects appropriate concrete services C'S¥ from each
abstract service AS; (i = 1..m) belonging to the composition plan (Abstract Composite
Service ACS) to maximize the overall QoS gain of the Concrete Composite Service
CCS, while respecting the QoS preferences imposed by the user (QoS global constraints)
(Qp, < Cuy, if the qgos, attribute is a negative attribute that one wishes to minimize,
Q)p > Cyg, if the gos, attribute is a positive attribute to be maximized).

First, we develop a neural network model that allows us to rank each IoT service based
on its QoS attribute vector. Then assign it to a quality of service level category. The QoS
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attributes of IoT services are similar to the QoS attributes of web services. However, they
differ when it comes to QoS attributes related to smart objects such as power consumption
and location [214]. Therefore, the QWS datasets® can be used [215]. The QWS Dataset
1.0 is used for supervised training of the Neural Network model. Meanwhile, QWS Dataset
2.0 is used to evaluate the effectiveness of the approach. For training of the neural network,
the QWS dataset 1.0 contains services decreed by the QoS attribute vectors (input vector)
and their ratings (value labels: bronze, silver, platinum, or gold).

Second, for each attribute we decompose the interval [qosZ””, qosy®®| into M QoS-levels

max

(where qosmm, qos,'"* are, respectively, the minimum and the maximum value of the pth

attribute, p = 1..q and q is the attributes number).

Third, we use the theoretical M service generated in the previous step (the new
QoS vector after decomposing it into M levels) and apply a genetic algorithm to create
Ideal Theoretical Composition (ITC). The theoretical services that make up the ITC are
evaluated using neural network model, in order to deduce the categories of the real concrete
services for each abstract service to be engaged in the concrete composition.

Finally, we use the genetic algorithm again to get the optimal composition we need.
The Figure IV.2 outlines the proposed approach.
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Figure IV.2: GNN-QSC overview.

!The QWS Dataset, https://qwsdata.github.io/, Last update: 01 November 2019.
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Clustering techniques allow concrete services (CS) (services with the same functionality)
belonging to an abstract service (AS) to be grouped according to QoS parameters within
a set of clusters called QoS levels. Each level groups services with similar QoS attribute
values. We propose a neural network model that ranks IoT services and groups them
according to their corresponding QoS levels. We chose neural networks as classifiers
because they can correctly predict new situations based on the knowledge acquired during
the learning process [215]|. In addition, the solution parameters are iteratively generated.

The neural model contains one hidden layer of neurons which use the sigmoidal
activation function. The number of neurons in the input layer corresponds to the vector
dimension of QoS attributes (¢ neurons). The output layer contains the number of
required classes. This corresponds to the number of classes in the dataset used in the
neural network’s supervised learning process. As previously mentioned, we use the QWS
dataset 1.0, which represents measurements of nine QoS attributes of 365 real-world
services. They are categorized into four classes: Platinum, Gold, Silver, and Bronze. The
neural model should be able to place a particular service into one of these classes. Platinum
Class includes higher levels of quality of service (faster response times, lower prices, higher
availability, etc.). However, Bronze includes poor quality service (long response time, high
price, low availability. . .). The figure IV.3 shows an overview of a neural network.

Bronze

Q00

qos,

Figure IV.3: Neural network model.

IV.3.1 QoS-Intervals breakdown into M levels

In this step, we decompose for each Abstract Service (AS;), and for each QoS parameter
(qosgp, p = 1..q) the interval [gosji™, qosp*
can form M-1 sub-intervals of QoS for each attribute; gosj ** ggm

the greater and the smallest values of the p'* attribute in the QoS vectors of all the

| into M QoS levels using formula IV.4. Thus, we
and qos"™™ are, respectively,
concrete services belonging to the abstract service AS;. M is a constant number that is
fixed a priori. In order to ensure a balanced distribution of real values of gos;, in the
formed sub-intervals, we choose M according to the distribution degree of gos;, values in

the interval [gos}™, qos**]
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[—1
M-1

qosthi, = qosi™ + % (qosin™ — qosi™) (IV.4)

1<I<M1<p<gl<i<m

By doing the same operation for all the attributes (¢ attributes) and for each abstract
service in the composition plane (m abstract services). We will have M new vectors of the

min

theoretical QoS values (qosth.,). These vectors are included between the values of gos

ip
and qos** of each abstract service, which we consider as the M Theoretical Services TS!

(I = 1..M) of the Theoretical Abstract Service T'AS;.

IV.3.2 Find the ideal theoretical composition

At the end of the previous step, we get m theoretical abstract services (T'AS;, i = 1..m) that
containing theoretical services (T'S¥, k = 1..m). These theoretical services are obtained
from concrete services belonging to abstract services (AS;, i = 1..m) of the composition
plane. The Genetic Algorithm (GA)-based heuristic approach is applied to obtain the
Ideal Theoretical Composite (ITC) service with the best theoretical QoS performance.

In GA, the solution should be represented as individuals, and the fitness function
evaluates the relevance of each individual. After creating the initial population, targeted
genetic operators (selection, crossover, mutation) are applied to develop compositions and
find the best one.

IV.3.2.1 Individuals coding

Individuals (chromosomes) represent feasible composition, that’s to say, composition that
satisfies the general constraints. An individual is formed by concatenating the theoretical
QoS vectors (qosth) of the Theoretical Services (TS) of each Theoretical Abstract Service
(TAS), according to the composition plan, as shown in Figure IV 4.

In the GNN-QSC approach, each individual consists of m * ¢ genes (where m is the
number of tasks to composed and ¢ is the QoS attributes number). Each gene contains a
theoretical QoS value resulting from a decomposition step into M QoS-levels.

IV.3.2.2 Initial Population

The initial population is formed by a set of valid compositions (individuals) selected in a
random fashion. That is, from each theoretical abstract service (TAS) select a theoretical
candidate service (TS) for composition. Then use the aggregation formula shown in table
IV.1 to calculate the aggregated QoS values for this composition and check if they satisty
the general QoS constraints. Otherwise, that individual is eliminated and another is built.
Repeat this process until we have the desired number of valid individuals that make up
the initial population.

IV.3.2.3 Fitness Function

Since an individual represents a valid service composition, the fitness function must first
ensure that the global QoS constraints are met after computing the aggregate QoS value.
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Figure IV.4: Individuals Coding.

We then compute the chromosome fitness using the utility function F'U associated with
the composite service of the formula I'V.3.

IV.3.2.4 Genetic Operators

Our approach selects the two individuals with the highest fitness function values (elitist
method) and choose them as parents for offspring production. This happens in every
generation. Applying the multipoint crossover method to exchange information between
the two parents for producing the two offspring. The crossing points are randomly chosen
for each theoretical service in the composition. The new descendants (offspring) are then
generated by pairwise exchanging the genes of the segments between these points.

For the mutation operator, we try to generate better individuals in each generation by
maximizing the fitness function. This can be achieved by optimizing both positive and
negative attributes. To do this, three genes (QoS attributes) are randomly selected for
each service in the composition (individual). If the selected gene is a positive attribute,
mutation is performed with randomly generated value between the maximum and current
value of this attribute for the abstract service that the associated service belonging to.
Otherwise, for negative attributes, the mutation is performed using a randomly generated
value between the minimum and current value for that attribute.

I1V.3.3 Evaluation with the neural model

After the genetic algorithm convergence, we have theoretical composition, of m theoretical
services, that satisfies the general QoS constraints and have near-optimal quality of service.
It is the Ideal Theoretical Composition (ITC). Let ITC =< T'S1,TS,,..,T'S,, > is the
ideal theoretical composition found. Our approach evaluates each theoretical service of the
ITC T'S; (i = 1..m) by a neural network model (Predict (T'S;)). As a result you will know
the category (Platinum, Gold, Silver, Bronze) of each one. Similarly, the same neural
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network can be used to find concrete service categories for abstract services.

IV.3.4 Composition space reduction

The QoS vectors that form the ITC are theoretical (gosth) which will be used to infer
concrete services categories for each abstract service included in the optimal concrete
composition. In this way we eliminate bad services, the thing that will shrink the workspace.
Each abstract service holds only concrete services that have the same category as the
corresponding theoretical service. This reduces the search space for each abstract service
by three quarters. (See Algorithm.1).

Algorithm 1

Inputs: ACS = <AS5,, A5, .., AS,=

// Abstract Composite Service (m Tasks)
AS;={CS},CSE ., CS["}

/! Abstract Service i (contains n; concrete services)
ThCigear = <T51, TS5, ..., TS,=

/ Ideal theoretical composition

l:fori=1tom

2: N-AS; ¢&=—— @

3: fork=I1 ton;

4 if Predict (CSF) = Predict (TS;) then
5: N-AS; «—— N-4S, UCSF

6: end if

7.  end for

8: end for

Outputs: N-ACS = <N-45;, N-4S,, ..., N-AS,=

Figure IV.5: Algorithm 1.

IV.3.5 Search the Near-Optimal concrete composition

To get a near-optimal composition, we use the genetic algorithm twice. This allows
population reduction (result obtained in the previous step). Individuals in the initial
population are randomly formed by chaining concrete services of a new abstract service
(N — AS;, i = 1..m). The individuals are feasible compositions. We maintain the same
genetic algorithm policy that was previously applied regarding the application of genetic
operators. As the genetic algorithm converges, the result is a composition of concrete
service candidates that satisfy the general QoS constraints with near-optimal utility.
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IV.4 Conclusion

[oT service composition is the combination of atomic [oT services to create a new service
that meets a specific need. Often, the user has preferences in terms of QoS, he expresses
them under QoS-global constraints on the composite service. However, solving service
composition under global constraint is known as an NP-hard problem. In this chapter
we have presented some concepts related to the QoS-aware IoT services composition in
order to be able to model our proposed approach based on neural network and genetic
algorithm. A general description is given. In the following chapter, an illustrative scenario
and a possible evaluation will be made.
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Chapter V

Experimental results and performance analysis

V.1 Introduction

In the previous chapter, we presented the general design of the proposed IoT service
composition approach (GNN-QSC). This chapter is dedicated to the simulation and
validation of the GNN-QSC service composition approach proposed. It is composed of
two parts. The first part is devoted to an illustrative scenario to show the functionality
steps of the proposed approach. However, the second is to evaluate the performance of the
proposed approach through a set of experiments, in which we will pass our approach to
the comparison with other existing IoT service composition approaches in the literature.

V.2 Illustrative scenario

To illustrate the steps to be followed according to our approach (GNN-QSC), we propose
the following scenario: A user’s query (ACS) has two tasks (AS), ACS =< T1,T5 >.
Each task has nine concrete IoT services with different QoS vectors. These vectors are
randomly selected from the QWS dataset 2.0 [215]. QWS Dataset 2.0 contains a set of
2507 services. Each row in this record represents a real service with nine corresponding
QoS measurements. Assumed services are listed in the table V.1.

The global QoS constraints are supposedly the following:
CG(QoS) = |ResponseTime < 9790.17ms,

Availability > 2%,

Throughput > 5.72invokes/second,

Successability > 4.42%,

Reliability < 44.32%,

Compliance > 30.47%,

BestPractices > 26%,

Latency < 6233.67ms,
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QoS Attributs

AS €S RTime Avail Thrghput Succ Relia Compl BPract Lat  Docum
Ty, 107.57 80 1.7 81 67 78 82 18.21 61
T, 269.83 85 4.5 86 53 89 66 74.96 6
Ty 425 72 13.5 72 73 78 84 2.5 11

v 1y, 10675 90 16.2 96 73 78 80 24.13 93
Ti5 408.21 56 5.0 58 73 78 80 121.46 89
Tig 103.25 93 20.0 98 73 78 84 1.0 86
Ty; 11433 85 16.2 95 73 100 84 13.0 39
Tis  40.0 72 19.8 72 73 78 84 3.5 5
Ty 6722 91 7.9 97 73 100 84 9.2 36
Ty, 408.0 83 15.2 84 83 89 91 3.0 6
Ty, 115.0 83 22.3 84 83 89 91 4.0 5
Ths  46.05 89 20.7 96 67 100 7 4.48 8

Ty Ty  499.0 83 19.7 84 83 89 91 31.0 5
Ths 3343.0 83 5.5 84 83 89 91 2.0 3
Ty  109.6 99 19.3 100 73 78 62 1.0 94
Ty, 4215 56 10.4 56 60 89 69 1.32 37
Ths  102.0 90 18.6 97 73 78 80 1.0 92
Thy  38.0 71 21.1 72 73 78 84 2.0 2

Table V.1: ToT Services descriptions.

Documentation > 0.04%).

Response Time, Reliability and Latency are negative attributes. The remaining six are
positives. For simplicity, consider all nine QoS attributes to have the same weight for user:
(w, =1/9, p=1..9).

The problem to solve is choosing the right concrete service for each abstract service.
Therefore, you get a composite service with maximum QoS utility that respects the imposed
global QoS-constraints.

To achieve our goal, the proposed approach (GNN-QSC) is to first build and train a
neural model using the TensorFlow 2.3.0 library. A neural model allows each IoT service
to be evaluated based on its QoS attribute vector. Then assign it to a QoS level category.
Our neural model consists of a single hidden layer containing 32 neurons, which use a
sigmoidal activation function. The first layer contains 9 neurons corresponding to the 9
QoS attributes we examined in the QWS 1.0 training dataset. The output layer contains
four neurons corresponding to service classes (Platinum, Gold, Silver, and Bronze) of
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the same dataset. A softmax activation function is used for the output layer neurons.
Supervised training is run on 80% of the QWS 1.0 dataset and the 20% are used for testing.
The model reported an accuracy of 91.33%. Note that the training phase runs only once.

The second phase begins as soon as the first one is reached. It consists of five steps
that are as follows:

V.2.1 QoS-Intervals breakdown into M QoS-Levels

This step can reduce the search space, especially in large scale environments. Consider M
to be an a priori constant such as M < n. In our scenario n = 9, we put M = 4. Then

use the expression IV.4 to get four theoretical services for each abstract service, as shown
in the table V.2.

qosth values

TAS 15 ReTTh AvlITh ThrTh SucTh RelTh CompTh BPrTh LatTh DocTh
TS, 40 56 1,7 58 53 78 66 1 5

T, TS12 250,73 68,33 7,8 71,33 59,66 85,33 72 41,15 34,33
TSy3 461,46 80,66 13,9 84,66 66,33 92,66 78 81,30 63,66
TSy 6722 93 20 98 73 100 84 121,46 93
TS5 38 56 5,5 56 60 78 62 1 2

T, TSy 1139,66 70,33 11,1 70,66 67,66 85,33 71,66 11 32,66
TSy 2241,33 84,66 16,7 85,33 75,33 92,66 81,33 21 63,33
TSy 3343 99 22,3 100 83 100 91 31 94

Table V.2: QoS-Intervals breakdown.

V.2.2 Find the ideal theoretical composition

By using the Genetic Algorithm, we look for the ideal theoretical composition from the
theoretical services generated in the previous phase (Table V.2). The individuals of the
initial population are formed by concatenating randomly the theoretical QoS vectors
(qosth) of the theoretical services (TS), of each theoretical abstract service (TAS), two
by two (< T'S19, T Saq >, < T'S13,TS21 > ...). At this step, we check at each composition
the satisfaction of the global QoS constraints. We use formulas of Table IV.1 to make
the appropriate QoS attributes aggregations for the composite service. The evaluation
of individuals (theoretical compositions) will be done by the composite service utility
function (FU) by using formula IV.3 via formulas IV.1 and IV.2.

After GA convergence, we get a composite theoretical service that meets global QoS
constraints with better utility. It is the Ideal Theoretical Composition (ITC). In this
scenario, the ITC is displayed in the table V.3.
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qosth values

TS ReTTh AvlTh ThrTh SucTh RelTh CompTh BPrTh LatTh DocTh

TS, 109.23 90.67 1533  73.77  67.12 75.98 82.45 0.73 91.03

TSy 50.59 60.76  9.34 71.33  64.29 85.12 69.59 2.78 39.54

Table V.3: Ideal Theoretical Composition (ITC).

V.2.3 Evaluation with the neural model

This step uses a neural network to evaluate the Ideal Theatrical Composition as well as
concrete services by using the neural network. The results are shown in the table V.4.

AS (CS Evaluation ITC Services Evaluation

T Gold
Ty Silver
Ti3  Platinum
T Tua Gold TS Gold
Tis Silver
Tie Gold
Ti7 Gold
Tis  Platinum
Tig Silver
15y Silver
Tho Gold
Tb3  Platinum
T, Ty, Silver TS Platinum
Tos Bronze
Thg Gold
Ty Platinum
Tos Gold

To9  Platinum

Table V.4: Services evaluation with the neural model.

V.2.4 Composition space reduction

This step reduces the concert composition space by keeping only the gold category concrete
services from the first abstract service (111, T14, 116, T17), and Platinum services from the
second abstract service (Ty3, To7, Tag) according to ITC atomic services categories.
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V.2.5 Find Near-optimal concrete composition

After selecting concrete candidate services for each abstract service, the genetic algorithm
is again used to find a near-optimal composition . Individuals (compositions) are randomly
formed from previously selected services. GA convergence results in suboptimal concrete
composite service. Composition with greater QoS benefits by meeting the imposed
constraints. The results is: <Tig, To7> with UF-utility = 1,098.

V.3 Experimental results and evaluation

This step in our work is to validate the effectiveness of dynamic IoT service composition
under the global QoS constraint approach (GNN-QSC) in large scale environments.

The experimental context is designed as follows. Assume that you have an IoT service
composition process. It consists of m abstract services (tasks). Every abstract service
has n concrete services. To create these abstract services, we randomly select n services
from the QWS dataset 2.0 each time. We kept the nine global QoS constraints used in the
example scenario to make the evaluation more reliable (Section V.2).

As already mentioned, the genetic algorithm (GA) is used twice. The first goal is to
obtain an ideal theoretical composition, from which to derive concrete service categories
for each abstract service. A second GA is performed on the retained category of concrete
services to obtain a near-optimal concrete composition. The configuration of GA is as
follows:

V.3.1 GA Parameters setting

In general, key parameters of GA should be determined through experimentation. Existing
research proves that the optimal number of individuals is between 20 and 160. The best
crossover probability values are between 0.25 and 1.0, and mutation probability values
between 0.005 and 0.1 [216].

Set the population size to 20, the crossover probability to 1.0, and the mutation
parameter to 0.05. As a stopping criterion, we chose to stop the algorithm when the
population can no longer evolve, i.e. If the difference in the utility of the solutions for
generations g and g + 1 is very small (the stopping criterion chosen is when FU (g) - FU
(g + 1) <= 0.0001).

Generating initial population:

For the first GA, the initial population is defined by the decomposition of each abstract
service into M QoS-levels by applying formula IV.4. After obtaining the theoretical
abstract services, we can produce the chromosomes (valid service compositions). We
use a two-dimensional array to store a chromosome. In the first row, we store the valid
theoretical composition. This latter is randomly generated from the theoretical services
in each theoretical abstract service, according to the composition plan. The generated
composition satisfies the overall QoS constraints. In the second row, we store the value
of its Utility Function that is calculated through formula IV.3. Thereby, we repeat the
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chromosome generation method until we obtain 20 individuals.

Before using the second GA, we first need to classify all concrete services for each
abstract service using the proposed neural model. Then, for each abstract service, we
retain the services having the same categories of the atomic theoretical services that make
up the ITC. The latter was found in the previous step. The retained services are used to
construct the individuals of the initial population for the second GA. Each chromosome
is a composite of previously retained services. These latter are randomly generated so
that the composition meets global QoS constraints. This process is repeated until 20
individuals are reached.

Selection Operation:

Carry over elitist selection as the selection process in both GAs. This selection method
always produces the individual with the highest rating (utility). First, we compute the
Utility Function (FU) for each chromosome (composition) using the utility function defined
by the equation IV.3. Chromosomes are then classified according to their utilities. For the
children’s offspring, the two best parents are selected.

Crossover Operation:

Crossovers are a major player in generating new individuals. It is possible to exchange
parts of both parents with some probability. We apply the gene segment crossover method.
In the first GA, we randomly choose an intersection point (an integer between 1 and 9) in
each service that makes up the two parents. Then services segments are exchanged two by
two between the parents according to the crossing point. However, in the second GA, we
will consider a service as a gene, and the crossing point will be chosen randomly between
one and m (m is the number of services to be composed). Then, the two segments of both
parents are swapped.

Mutation Operation:

Mutation is also a method that allows the creation of new individuals by altering one
or more genes on a chromosome. In the first GA, mutations are applied to three randomly
selected genes (three attributes) for each service in the theoretical composition. Since
the goal is to maximize the utility function, we proceed as follows: If the attribute (gene)
chosen for mutation is a positive attribute, replace its value with another value randomly
generated between the current value and the maximum value for this attribute in the
abstract service. On the other hand, if the selected attribute is negative, replace its value
with a randomly generated value between the minimum and current value of this attribute
in the abstract service.

In the second GA, each gene is a concrete service with its utility. To make the mutation,
we also choose randomly a service and replace it with another among the concrete services
belonging to the same abstract service.

To verify the feasibility and effectiveness of the proposed method in a large-scale
environment, we perform five simulation experiments, as shown in the following subsections.
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V.3.2 Exp 1: GNN-QSC approach behavior with respect to the
QoS-levels number

In this experiment, the approach (GNN-QSC) will be evaluated according to the number of
QoS-levels. For this, assuming that there are three abstract services in the composition plan
(m = 3). Each abstract service contains thirty (n=30) concrete services. The execution time
values for the algorithm are obtained from various values of M/ M €{5,10, 15, 20, 25, 30}.
M < n .Test results are shown in figure V.1. The vertical axis represents the execution
time of the algorithm and the horizontal axis represents the M values.
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Composition time (ms)
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Figure V.1: GNN-QSC execution time with different QoS-levels.

Discussion:

As the figure V.1 shows, increasing the number of QoS levels M does not significantly
increase (almost the same) the execution time of the service composition. Thus, the
two large values of 2.493 and 2.498 seconds are obtained when M is equal to 5 and 30
respectively, and the smallest value of 1.805 seconds is obtained when M = 10, which is
the best execution time. So set M to 10 in the next experiments.

V.3.3 Exp 2: GNN-QSC execution time evaluation

The purpose of this experiment is to examine the effect of the number of tasks to be
composed on the performance of the composition process. To do this, set M to 10 (QoS
levels), n to 40 (number of concrete services in each AS), and the number of abstract
services (m ) vary between 3 and 7. Compare the obtained results (running time) of our
approach with those of the optimal compositions. The test results are shown in figure V.2.

Discussion:

As shown in the Figure V.2, the running time of GNN-QSC increases with the number
of tasks number to be composed. Increases from 2.215 seconds to 8.325 seconds. This
increase is very small, but acceptable compared to the optimal composition approach,
which was exponential. Figure V.2 clearly shows the efficiency of GNN-QSC, significantly
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Figure V.2: GNN-QSC execution time with different number of AS.

reducing service composition time.

V.3.4 Exp 3: GNN-QSC execution time comparison with others
approaches

In order to assess the performance and efficiency of GNN-QSC approach, simulation
scenarios are carried out to compare it with five approaches. These latter are: the Two-
Step QoS service Composition Algorithm (TS-QCA), approach using shuffled Frog Leaping
Algorithm (SC-FLA); the Pareto-based partial Services selection Approach (PSA) [202],
the Improved binary coded Genetic Algorithm (Improved GA) [195], and Multi-population
Genetic Algorithm (MGA) [194]. The comparison indicator is the composition time,
i.e. the necessary time to find the near-to-optimal composition. For this, we assume
that there are three (03) abstract services in the compositional plane (m = 3), and
n €{20, 30,40, 50,60, 100,200}. Then, we record the execution times average of fifty
simulations for each approach. The results are shown in Figure V.3.

Discussion:

Figure V.3 shows that the composition time of both the GNN-QSC and TS-QCA
algorithms does not increase significantly as the number of concrete services within each
abstract service increases. In general, SC-FLA has stable composition time, in the large-
scale environment. It has the lowest running time, followed by GNN-QSC. However, other
approaches (PSA, MGA, and improved GA) significantly increase the composition time as
the number of CSs increases. Overall, the GNN-QSC approach has the best composition
time compared to the other approaches. This is due to the efficiency of the neural network
model used as a method of weeding out unpromising services. This reduces the composition
space and consequently the composition time.
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Figure V.3: Impact of the CS’s number on the execution time.

V.3.5 Exp 4: GNN-QSC approach Hypervolume indicator evalu-

ation

In this experiment, we compare the GNN-QSC approach with TS-QCA, SC-FLA, Improved
GA, and MGA approaches. The comparative indicator is the Hypervolume (HV) indicator.
The HV indicator is the most widely used indicator among several to compare the
performance of multi-objective evolutionary algorithms [217, 218]. HV is a unary metric

that computes the volume of the area enclosed by the

solution set and a reference point,

with higher values indicating better results. The author of [219] claims that HV covers
accuracy, diversity and cardinality as HV is the only unary metric with this feature. Figure

V.4 shows the comparison result.
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Figure V.4: Hypervolume indicator comparison.
Discussion:
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From the figure V.4, we can see that the HV values of GNN-QSC and TS-QCA are
almost the same, and TS-QCA is slightly better. This means that the solution sets
for GNN-QSC and TS-QCA are nearly identical. However, the HV values confirm that

GNN-QSC has a much better performance solution set compared to SC-FLA, Improved
GA, and MGA approaches.

V.3.6 Exp 5: GNN-QSC approach optimality evaluation

In this final experiment, we compare the optimality of the composition of GNN-QSC, TS-
QCA, SC-FLA, Improved GA, MGA and PSA algorithms. The optimality of a composition
is the ratio of the value of the utility function for a composition that is close to optimal to
its optimal value. Suppose the compositional plane has three abstract services (m = 3),
n €{20, 30, 40, 50, 60, 100,200}. We then compute the average optimality of about fifty
simulations for each approach. The result is shown in figure V.5.
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Figure V.5: Optimality against the concrete services number.

Discussion:

As can be seen in the figure V.5, the GNN-QSC algorithm outperforms the SC-FLA,
Improved GA and MGA algorithms in terms of composition optimality. This is justified
by using neural model. This allows us to focus only on services that make sense from
a QoS perspective. However, the optimality of TS-QCA is slightly better than that of
GNN-QSC. The optimality of the PSA algorithm is ideal because it uses the concept of
Pareto dominance to find the optimal composition. However, GNN-QSC is a metaheuristic
method based on genetic algorithms that finds near-optimal compositions in a very short
time.
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V.4 Conclusion

During this chapter, we presented an illustrative scenario showing in a clear way the
sequence of steps of the approach proposed for the dynamic composition of IoT services
under global QoS constraint. Then, through a set of experiments, an evaluation of the
performance of said approach was made. The results show that the proposed approach
considerably reduces the composition time, this is mainly due to the use of neural networks
as a clustering technique, which will considerably reduce the composition space. The
GNN-QSC approach reduces composition time without too much degrade the composition
optimality, which is the strength of this approach compared to other approaches.
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Conclusion and Perspectives

Synthesis

The rapid development of distributed information systems and the spread of Internet
access have led to new paradigm development of interaction between applications. Thus,
the component-based paradigms evolved into the Service-Oriented Architecture (SOA),
which revolves around the concept of web service. The Internet of Things (IoT), being a
new and growing technology allowing the interconnection and interaction between all types
of objects (objects, animals and people, etc.) through the existing Internet infrastructure.
By adopting the Service-Oriented Architecture in IoT, the functionalities of connected
objects can be encapsulated as web services through the web, which we call [oT services.
The important feature of [oT or web services is their property of composability which allows
to create more complex services by combining more basic services taking into account user
needs. The services composition involving the ability to select, coordinate, interact, and
interoperate existing services is a complex task. This complexity is heightened when it
comes to dynamically integrating services on demand, and automatically composing them
to meet requirements that are not met by existing ones. During this thesis, we have focused
our attention on the QoS-aware IoT services composition problem. Indeed, we believe
that an approach for IoT services composition must offer the potential to realize flexible
and adaptable applications, by selecting and combining the [oT services appropriately
based on the user’s request and preferences in terms of QoS. It is in this context that
our thesis work takes place where an automatic composition approach for IoT services
based on Artificial Intelligence (AI) techniques, mainly Neural Networks and the Genetic
Algorithm, is proposed. The proposed approach considers the overall QoS optimization of
the composite service while respecting the user preferences.

The first part of this thesis is reserved for state-of-the-art works, in which we presented
the main standards related to embedded systems as a basic technology for the advent of
the Internet of Things. Afterwards, a presentation of the concepts related to the Internet
of Things is made. After the specification of the QoS-aware IoT services composition
problem, we have developed a detailed state of the art flying over the different approaches
that allow its resolution, namely: (1) bio-inspired meta-heuristic approaches, mainly based
on the Genetic Algorithm and Particle Swarm Optimization; (2) approaches based on
clustering techniques to reduce the composition space, mainly based on the K-means
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technique; and (3) approaches focus rather on the energy aspect of the composition. The
study and the analysis of the state of the art works made it possible on the one hand, to
identify the advantages and the limits of each approach, and on the other hand, to better
position our approach to see how it would be possible to improve performance criteria.

The second part is dedicated to the contributions where we described our proposal.
Our approach models the "QoS-aware Automatic Service Composition" problem, which is
NP-hard problem, as a process of predicting the category of atomic services constituting
the composition. After a QoS intervals breakdown into QoS-levels, an Ideal Theoretical
Composition (ITC) is sought on the basis of an initial population made up of theoretical
services generated in the decomposition phase. The theoretical services constituting the
ITC will be evaluated as well as the concrete services using a neural network in order
to group them according to their QoS parameters. Based on this evaluation, we can
predict the category of concrete services to be contracted for each abstract service, thus
eliminating the other categories. The thing that will reduce the composition space and
therefore the composition time. At this stage, the genetic algorithm is used to find the
concrete composition that is almost optimal respecting the user’s QoS preferences and
guaranteeing a better global QoS. All the experiments carried out show the effectiveness
of the proposed approach in terms of execution time, the Hypervolume indicator and the
composition optimality.

Perspectives

Furthermore, we believe that our work opens up other avenues of research. Several
extensions can be proposed. These perspectives respond to a main objective which is to
improve the composition of semantic Web of Things services. The perspectives we present
represent improvements of the proposed IoT service composition approach.

e Functional properties: The consideration of non-functional properties that we have
adopted is a simple representation that covers a wide range of non-functional prop-
erties that can be expressed as simple constraints. We plan to combine functional
properties with non-functional properties in the IoT services composition.

e Use of other composition structures: we also plan to extend the performance eval-
uation of the proposed service composition approach, in particular by considering
other more complex composition structures (conditional, loops)

o (Context awareness: we also intend to enrich IoT service descriptions with contextual
information that is crucial in service-oriented systems. Indeed, contextual information
(such as, for example, the user’s center of attention, his location, his orientation, the
date and time when he evolves; etc.) play an important role in the personalization
of the services composition to provide a satisfactory result to the user.

e Finally, we intend to test our composition approach on more complex scenarios and
with concrete IoT services and real users.
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