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Abstract

The increasing prevalence of Cyber-Physical Systems (CPS) demands adaptive systems capable
of responding to dynamic environmental changes. Traditionally, ensuring quality of service
in CPS involves pre-planned activities at design time, posing challenges in highly dynamic
contexts. This thesis investigates the integration of Machine Learning (ML) to bolster CPS
adaptability, emphasizing security and privacy.

The primary objective is to employ ML algorithms for real-time monitoring and dynamic
adaptation of CPS behavior in response to environmental changes. Key contributions of this
thesis encompass a meta-model for adaptive CPS, providing a conceptual foundation to com-
prehend and model interactions within CPS. In the second contribution, a ML-based architec-
ture is proposed, enhancing CPS functionalities, including data and resource management, fault
prediction, and proactive maintenance. A novel Collaborative ML-based architecture, founded
on the second contribution, is introduced, highlighting scalability, security, heightened data
privacy, and its suitability for resource-constrained environments. This Collaborative ML ap-
proach encompasses Federated Machine Learning (FML) and Split Machine Learning (SML).
Validation is conducted through a case study on fault prediction in industrial CPS, and the ex-
perimentation results showcase promising outcomes.

Keywords: CPS, Adaptability, ML, FML, SML, Meta-model, Multi-layer Architecture.



Résumé

Les systemes cyber-physiques (CPS) sont de plus en plus répandus et exigent des systemes
adaptables capables de répondre aux changements dynamiques de I’environnement. Tradition-
nellement, la garantie de la qualité de service dans les CPS repose sur des activités planifiées
a ’avance, ce qui pose des défis dans des contextes hautement dynamiques. Cette these ex-
plore I’intégration de Machine Learning (ML) pour renforcer I’adaptabilité des CPS, en mettant
I’accent sur la sécurité et la confidentialité.

L’ objectif principal est d’utiliser des algorithmes de ML pour la surveillance en temps réel et
I’adaptation dynamique du comportement des CPS en réponse aux changements environnemen-
taux. Les principales contributions de cette these comprennent un méta-modele pour les CPS
adaptatifs, fournissant une base conceptuelle pour comprendre et modéliser les interactions au
sein des CPS. Dans la deuxieme contribution, une architecture basée sur le ML est proposée,
améliorant les fonctionnalités des CPS, notamment la gestion des données et des ressources,
la prédiction des défaillances et la maintenance proactive. Ensuite, une nouvelle architecture
basée sur le ML collaboratif, fondée sur la deuxiéme contribution, est introduite, mettant en
avant la scalabilité, la sécurité, la confidentialité accrue des données et son adéquation aux en-
vironnements a ressources limitées. Cette approche de ML collaboratif englobe 1’apprentissage
fédéré (FML) et I’apprentissage par découpage (SML). La validation est effectuée a travers
une étude de cas sur la prédiction des défaillances dans les CPS industriels, et les résultats des
expérimentations présentent des résultats prometteurs.

Mots clés: CPS, Adaptation, ML, FML, SML, Meta-model, Architecture multi-couche.
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Introduction

1 Research context and problem statement

In the ever-evolving landscape of technology, Cyber-Physical Systems (CPS) have emerged as
the linchpin of our interconnected world, seamlessly merging the physical and digital realms
[89]. These systems, which encompass everything from autonomous vehicles and industrial au-
tomation to smart cities and healthcare applications, are characterized by their ability to interact
with the physical environment, process data, and make intelligent decisions in real-time [5][93].

Nowadays, CPS have evolved from stand-alone computers to highly dynamic and complex
systems with access to rich context information. In such systems, it is critical to guarantee
the quality of service, according to the requirements of the application domain. Traditionally,
this is achieved through a variety of activities and processes performed at design time, such
as requirements analysis and testing. However, in the context of CPS, some of quality of ser-
vice satisfaction requirements may need to be performed at runtime. The latter requires the
design of systems that ensure compliance with requirements through a sustainable process that
continuously provides new solutions. This can be achieved by combining system-driven and
human-driven activities to deal with the highly dynamic and uncertainties in CPS.

In fact, in a highly dynamic environment like that of a CPS, the complexity that matters is
not the huge size of the code through which such systems are programmed but it lies in how they
adapt their behavior to respond to the changes in the environment in which they will be involved.
In several studies [22] [44], it is stated that the major motivation for dynamic adaptation is the
uncertainty of the execution environment. In fact it is almost impossible to pre-plan at design
time all possible combinations of environmental conditions that will be encountered.

To support developing such new functionalities, Machine Learning (ML) algorithms were
merged. These latter allow to monitor the execution of systems. Then, they adapt, dynamically,
their behaviour in response to environmental conditions changes. Nowadays, ML algorithms
have achieved impressive results providing solutions to practical large-scale problems. ML of-
fers a powerful set of approaches, techniques, and predictive models that can process a large
amount of information and help solve many use cases efficiently [11][21]. In addition, ML iden-
tifies patterns automatically and provides predictive information to systems to make intelligent
decisions in real time. It solves a variety of problems such as analysis and planning, decision
making, predictive maintenance, and anomaly detection. Numerous studies have explored the
utilization of ML techniques to develop flexible and adaptive CPS capable of responding to

changing environmental conditions. These techniques often involve a central storage of data,
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followed by the training of a model on this centralized data repository. This approach facili-
tates comprehensive analysis and decision-making on a global scale. However, this centralized
approach gives rise to potential challenges concerning data privacy and security, as all the in-

formation is consolidated in a single location.

2 Research objectives

The main objective of this thesis is to utilize ML techniques to implement and improve adapt-
ability in CPS while taking into account security and privacy aspects. To achieve this objective,

the research focuses on the following specific objectives:

* Explore the application of ML algorithms to monitor and adapt CPS behavior in re-
sponse to changing environmental conditions. This involves exploring how ML tech-
niques can continuously analyze real-time data streams generated by CPS to identify pat-
terns, anomalies, and potential threats. The insights extracted from this analysis will be
utilized to trigger proactive adaptations, enabling CPS to respond effectively to dynamic

environmental changes.

* Explore collaborative ML approaches to address scalability challenges, with a particu-
lar emphasis on data privacy. Centralized ML architectures offer a streamlined approach
for processing large volumes of data, but they may raise concerns about data privacy
and centralization. Conversely, collaborative ML architectures distribute ML computa-
tions across multiple nodes, potentially alleviating privacy concerns but introducing new
challenges in terms of coordination and communication overhead. The research will in-
vestigate the trade-offs between these approaches and develop strategies for optimizing

scalability while ensuring data privacy.

3 Research contributions

This thesis proposes a new approach for the development of self-adaptive CPS. The approach
that we consider relies on the ML paradigm, which allows CPS to modify their behaviors at
runtime in response to changes in the environment in order to ensure a certain quality level.

More precisely, our main contributions are:

* Proposition of a Meta-Model for Adaptive CPS: Our thesis introduces a comprehensive

meta-model for adaptive CPS that captures their essential characteristics and behaviors.



Introduction 3

This meta-model provides a conceptual foundation for understanding and modeling the
complex interactions between physical and digital components within CPS. It facilitates
the design, implementation, and analysis of adaptive CPS by providing a unified frame-

work for representing their structure, behavior, and adaptability mechanisms.

* Development of a Centralized ML-Based Architecture for CPS: We develop an ar-
chitecture, which ensures the various functionalities of a CPS such as: data management,
resources management, fault prediction, predictive maintenance, etc. To ensure these
functionalities, our architecture uses advanced techniques such as ML and Cloud/Edge
Computing. Through the integration of ML algorithms, the system gains the ability to
analyze and extract meaningful insights from diverse data sources, facilitating function-
alities like fault prediction and proactive maintenance. Furthermore, the utilization of
Cloud/Edge Computing enhances the system’s scalability and responsiveness, ensuring

efficient resource management.

* Development of a Privacy-Enhanced Architecture Empowered by Collaborative ML:
Building upon the second contribution, our third contribution introduces two novel ar-
chitectures based on Federated Machine Learning (FML) and Split Machine Learning
(SML). The first architecture, based on FML, addresses scalability challenges and en-
hances security and data privacy by distributing ML computations across multiple nodes.
The second architecture, based on SML, tackles the problem of resource constraints in
CPS by partitioning data and computation tasks, ensuring efficient use of limited re-

sources while maintaining data privacy and security.

* Validation of the Proposed Architectures: A Case Study on Fault Prediction in In-
dustrial CPS Environments: To validate our approach, we conduct a series of experi-
ments using a real-world dataset, with a specific focus on fault prediction within indus-
trial CPS. The fault prediction module, situated in the learning application layer of our
architecture, is implemented using both centralized and decentralized ML approaches.
Through a detailed comparison of results from both implementations, we gain valuable in-

sights into the performance and suitability of each architecture for fault prediction within
CPS.
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4 Thesis organization

This thesis is structured into five chapters, with the first three chapters forming the state-of-the-
art part.
Chapter 1: CPS and Adaptive Systems

This chapter provides an overview of Cyber-Physical Systems (CPS) and adaptive systems.
It discusses the fundamental concepts, architectures, and challenges of CPS, as well as the

different approaches to achieving adaptability in CPS.

Chapter 2: ML and Collaborative ML
This chapter focuses on machine learning (ML) and collaborative ML. It introduces the
main concepts, algorithms, and applications of ML in CPS. It also discusses the challenges and

opportunities of using collaborative ML for CPS applications.

Chapter 3: ML for Enhancing Adaptability in CPS : A Literature Review

This chapter present an in-depth exploration of ML techniques aimed at enhancing adapt-
ability in CPS. First, we present the main challenges impeding seamless adaptability in CPS,
including dynamic environments, uncertainty, evolving requirements, fault tolerance, interop-
erability, and security. Next, we examine the advantages of ML for bolstering adaptability in

CPS and review existing literature on ML approaches tailored for CPS environments.

Chapter 4: Proposed Framework for Adaptive Cyber-Physical Systems

This chapter presents the proposed framework for adaptive CPS. The framework consists of
three main components:

* A meta-model for understanding and modeling CPS

* A centralized ML-based architecture to enhance adaptability and efficiency

* An enhancement to the centralized architecture using FML to address data privacy, scal-

ability, and communication overhead, and SML to tackle resource constraints in CPS.

The chapter provides a detailed description of each component and explains how they work

together to achieve the overall goal of adaptability.

Chapter 5: Case Study - Fault Prediction in CPS Using Centralized/Decentralized ML
This chapter focuses on the fault prediction module within the learning application layer of

the proposed architecture. It describes the implementation of the fault prediction module using
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both centralized and decentralized ML approaches. The chapter also presents a comparison
of the results obtained from both implementations, offering insights into the performance and

effectiveness of each architecture in the context of fault prediction within CPS.



1. Cyber-Physical Systems and Self-Adaptive

Systems

Cyber-Physical Systems (CPS) represent a paradigm shift, bridging the virtual and physical
domains. This chapter lays the groundwork for comprehending these intricate systems, first
by meticulously defining and dissecting their key components. We then investigate the unique
characteristics that set CPS apart, particularly their inherent dynamism and tight coupling with
the physical world.

Recognizing the crucial role of adaptability in CPS, the latter section delves into the realm of
Self-Adaptive Systems. We introduce the principle of self-adaptation, highlighting its various
forms and the intricate processes that enable systems to adjust to changing environments in

real-time.

1 Fundamental concepts of CPS

1.1 Definitions of CPS

In the literature, the term CPS has been defined in various ways. This section aims to provide an
understanding of CPS by presenting key definitions and fundamental concepts associated with

the term.

* Definition 1: According to NIST![38], CPS encompass a spectrum of components, in-
cluding digital, analog, physical, and human-interactive elements. These components
are intentionally designed to operate through embedded physics and logic. This defini-
tion underscores the holistic nature of CPS, emphasizing the integration of computational
elements with the physical world. The inclusion of human-interactive components high-
lights the collaborative synergy between technology and human operators within the CPS

framework.

* Definition 2: According to NSF?[32], CPS are engineered systems that are intricately
built from, and reliant upon, the seamless integration of computation and physical com-
ponents. They emerge through the synergy of three fundamental elements: (1) physi-

cal components, representing the tangible entities in the system; (2) virtual components,

National Institute of Standards and Technology
2The National Science Foundation
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Physical components
Sensors, Actuators, etc.

Cyber components
Algorithms, Software, etc.

Network capabilities

WiFi, Cellular networks,
Internet access, etc.

Figure 1.1: CPS Components

signifying the computational and algorithmic aspects; and (3) connectivity to digital net-
works, highlighting the role of communication and connectivity in the CPS ecosystem.
This definition emphasizes the interdependence and collaboration among these three ele-

ments to create a cohesive and functional system.

Both the NIST and NSF definitions of CPS emphasize the integration of computation and physi-
cal components as a defining characteristic of these systems. The NIST definition highlights the
holistic nature of CPS, emphasizing the integration of computational elements with the physical
world. The NSF definition, on the other hand, emphasizes the interdependence and collabora-
tion among three fundamental elements: physical components, virtual (or cyber) components,
and connectivity to digital networks. This definition highlights the fact that CPS are complex

systems that require the interaction of these three elements to function properly.

1.2 CPS Components

From the definitions discussed earlier, CPS comprise three foundational components: physical
systems, cyber systems, and communication networks [7][48]. Figure 1.1 illustrates these three
components, each with distinct functions that collectively enable CPS to sense, analyze, and

react to the real-world environment in real-time.

1.2.1 Physical Systems

Physical systems represent the real-world components of a CPS, which can include sensors, ac-

tuators, and other physical devices. Physical systems interact with the environment and generate
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data that is crucial for the functioning of the CPS.

* Sensors: are devices that detect and respond to changes in the environment. They cap-
ture data about the physical world and converts it into measurable electrical signals [98].
These signals are then processed and analyzed by the cyber system, enabling CPS to make

real-time decisions and control the physical world.

* Actuators: Actuators are devices that convert electrical signals into physical actions,
enabling CPS to control and manipulate the physical world [74]. They receive commands
from the cyber system and translate them into physical actions, such as opening valves,

starting motors, or adjusting positions.

Beyond sensors and actuators, the physical systems may include various physical entities
such as industrial machines, appliances, infrastructure elements, and other tangible objects that

interact with the environment [10].

1.2.2 Cyber Systems

The cyber component involves the computational and algorithmic aspects of the system. This
includes the software, control algorithms, and processing units that analyze data from the phys-

ical systems and make decisions or generate responses.

1.2.3 Communication Networks

The communication component of CPS serves as the backbone of data exchange between the
physical and cyber realms, enabling seamless coordination and synchronization of CPS oper-
ations. The selection of communication networks and protocols is guided by factors such as
application requirements, data transmission rates, reliability, energy consumption, and security.
Prevalent communication networks include wired (Ethernet, RS-485, and CAN bus) and wire-
less options (Wi-Fi, Bluetooth, and Zigbee), while common protocols encompass TCP/IP, UDP,
MQTT?3, COAP*, and the widely adopted OPC-UA?, which is specifically designed for CPS

communication.

3Message Queuing Telemetry Transport (MQTT)
“4Constrained Application Protocol (COAP)
>Open Platform Communications Unified Architecture (OPC-UA)
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1.3 Characteristics of CPS

CPS systems are characterized by their ability to sense, process, and actuate on physical data in
real-time [100]. They exhibit several key characteristics that distinguish them from traditional
systems. These characteristics highlight the integrated nature of CPS, where the cyber and
physical components collaborate to achieve specific functionalities. Some key characteristics
of CPS include:

* Real-time sensing, processing, and actuation: CPS continuously gather data from the
physical world through sensors, analyze it in real-time using computational algorithms,
and trigger physical actions through actuators based on the analysis. This closed-loop

operation allows for immediate and dynamic responses to changing environments.

* Adaptability and flexibility: CPS can adjust their behavior based on new information
or changing contexts. This enables them to handle unforeseen situations and optimize

performance in diverse environments.

* Robust security: CPS are designed with security in mind, incorporating features like

encryption and authentication to protect against cyberattacks and unauthorized access.

* Interconnectivity and communication: CPS can communicate with other devices and
systems, sharing data and collaborating to achieve shared goals. This interconnectedness
enables efficient coordination and information sharing, leading to improved system-level

performance.

* Learning capabilities through machine learning: CPS systems can be programmed
to learn from their environment, employing machine learning algorithms to continuously
enhance their performance over time. This learning capability contributes to ongoing
system improvement. In this thesis, our focus revolves around exploring and detailing
the learning capabilities of CPS through Machine Learning. Chapter 2 will comprehen-
sively investigate the intricacies of Machine Learning and its application in enhancing the

adaptability and performance of CPS.

1.4 Applications of CPS

In recent years, CPS have experienced remarkable expansion, gaining widespread applications

in diverse engineering and industrial sectors. Notably, CPS has played a significant role in the
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Figure 1.2: Some applications of CPS [2]

health sector, contributing to the development of intelligent healthcare systems [2]. Addition-
ally, its influence extends to the production and manufacturing domain, where CPS is integral
to the establishment of smart factories (or Industry 4.0). Figure 1.2 illustrates the extensive
application of CPS in the transportation and vehicular sector, facilitating the realization of au-
tonomous vehicles and intelligent transportation systems. This section unfolds a panoramic
view of CPS applications focusing on the transformative impact of CPS within the industrial

domain.

1.4.1 Transportation

The integration of CPS has revolutionized the transportation sector, enhancing efficiency, safety,
and innovation. Intelligent transportation systems leverage CPS to create smart and adaptive
solutions, leading to the development of autonomous vehicles, efficient traffic management,
and advanced vehicle-to-vehicle communication. Works such as [126], [76], and [27] delve
into the applications of CPS in transportation, highlighting the transformative impact on modern

mobility solutions.
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1.4.2 Healthcare sector

The integration of CPS has brought about transformative advancements in the healthcare sec-
tor, reshaping the delivery of medical services. Employing CPS, healthcare systems have wit-
nessed the emergence of smart healthcare solutions, remote patient monitoring, and data-driven
decision-making. Noteworthy research such as [30], [20], and [131] explores the applications
of CPS in healthcare, shedding light on its potential to revolutionize patient care and medical

practices.

1.4.3 Defense/military systems

The infusion of CPS has catalyzed transformative advancements within the defense and military
sectors, revolutionizing strategic capabilities and operational methodologies. In the realm of
military innovation, CPS is instrumental in fostering intelligent and adaptive solutions, leading
to the development of autonomous defense systems, real-time threat analysis, and enhanced
situational awareness. Insightful studies, exemplified by [54], [117], and [80], delve into the
nuanced applications of CPS in defense, offering profound insights into its role in shaping

modern military landscapes.

1.4.4 Industry 4.0

In the Manufacturing area, CPS are used for the smart manufacturing, smart production, robotics,
and process control [85]. Among the various architectural frameworks proposed for CPS, the
5C Architecture [63] stands out as a prominent reference model widely employed in the de-
velopment of such systems. With the fourth industrial revolution and the increase in data and
industrial devices, other reference architectures were created with proposals related to CPS,
such as RAMI 4.0 [26] in the manufacturing sector for device virtualization in the value chain,

and IIRA [77] for integration and cooperation among industries.

* RAMI 4.0 : is an Architecture Reference Model for Industry 4.0. It introduces a vo-
cabulary, semantics, and syntax that facilitate the integration of Internet of Things and
services in the Industry 4.0 context. This Service Oriented Architecture amalgamates
IT components to support key aspects of Industry 4.0, including horizontal integration
among factory networks and plants, as well as vertical integration within a factory from

products to the Cloud [96].

Represented as a three-dimensional map with axes for Hierarchy Levels, Product Life-

cycle, and Architecture Layers, RAMI 4.0 addresses Industry 4.0 challenges systemati-
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cally. Figure 1.3 shows the three-dimensional model of the RAMI 4.0. The first axis rede-
fines the concept of Industry 3.0 by promoting flexible machines and systems, distributed
functions over the network, and interconnected products. The second axis, focusing on
the Product Life-cycle, delineates assets in the value chain from design to production and

maintenance.

The third axis, central to CPS, encapsulates the Architecture Layers of RAMI 4.0 [66].
It vertically describes the physical entities of the industrial network, such as devices and
machines, mapping them to virtual representations known as Industry 4.0 Components.
These components provide a detailed description of the properties of a CPS, contributing

to the comprehensive framework of RAMI 4.0.

* IIRA : is an open architecture for interoperability among industries [18]. It is structured
into four viewpoints : Business, Usage, Implementation, and Functional. The Business
Viewpoint focuses on identifying participants, their business views, values, and objec-
tives in CPS systems. The Usage Viewpoint outlines the expectations of the CPS system
in delivering intended business objectives. The Implementation Viewpoint specifies the
technologies required for functional components, their communication schemes, and life-

cycle procedures.

The Functional Viewpoint delves into functional components and their interrelation and
interaction with external elements in the environment. Figure 1.4 illustrates the architec-
ture of the Functional Viewpoint, along with Crosscutting Functions and Systems Char-
acteristics. The Functional Viewpoint is further categorized into five domains—control,
operation, information, application, and business, each responsible for describing essen-

tial system functions.

2 Self-Adaptive Systems

Unlike traditional systems, CPS exhibit a high degree of heterogeneity, involving diverse com-
ponents that operate at different levels of abstraction. Moreover, the dynamic and often un-
predictable nature of the physical world adds an additional layer of complexity. As a result,
the design and development of CPS that can effectively navigate this complexity and remain in
compliance with requirements have become a principal concern [35] [78].

In this section, we will focus on self-adaptive systems, exploring their design principles,
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architectural frameworks, and practical applications, with a particular emphasis on their indis-

pensable role in meeting the dynamic challenges posed by CPS.

2.1 Self-adaptation

The concept of self-adaptation is a fundamental mechanism that enables systems to autonomously
adjust and optimize their behavior based on changes in the environment or evolving require-
ments [122][121]. In a self-adaptive system, two integral parts collaborate to ensure a dynamic

and responsive operation:

* Managed System: The managed system constitutes the primary interface with the en-
vironment and is responsible for addressing domain concerns. These concerns encom-
pass the specific needs and requirements of users for whom the system is designed. The
managed system continuously interacts with its surroundings, collecting data, process-
ing information, and taking actions to fulfill its intended functionalities within the given

domain.

* Managing System:Complementing the managed system is the managing system, fea-
turing a feedback loop designed for interaction with the managed system and continuous
monitoring of its environment. The managing system takes on the responsibility of ad-
dressing adaptation concerns, focusing on optimizing and adjusting the behavior of the
managed system. This adaptation aims to respond effectively to changes in the environ-

ment or evolving user requirements, ensuring the system remains resilient and responsive.

Self-adaptation is akin to an intelligent, dynamic decision-making process where the man-
aging system learns from the behavior of the managed system and adapts its strategies accord-
ingly. This adaptive capability proves crucial in scenarios where environmental conditions are

unpredictable or subject to frequent changes.

2.2 Taxonomy for self-adaptation

A taxonomy for self-adaptation permits the systematic organization and comprehension of the
multifaceted aspects inherent in adaptive systems. This structured classification is crucial for
navigating the complexities associated with self-adaptation. Different taxonomies for self-
adaptation or adaptation have been developed over the years. As one of the first ones, Rohr
et al. describe a classification scheme for self-adaptation research in 2006 [88]. In their work,

they classify self-adaptation among the dimensions origin, activation, system layer, controller
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distribution, and operation. In [92], Salehie and Tahvildari introduce the 5W + 1H questions for

eliciting adaptation requirements:
* When to adapt ?
* Why do we have to adapt ?

* Where do we have to implement change ?

What kind of change is needed ?
* Who has to perform the adaptation ?
* How is the adaptation performed ?

In [60], authors further enrich the taxonomy by providing explicit answers to these ques-
tions. Table 1.1 succinctly illustrates the relation between the taxonomy dimensions and the
adaptation requirements questions, serving as a guide for understanding and classifying the
intricate dynamics of self-adaptation in systems. This taxonomy framework is designed to ad-
dress the unique challenges presented by context-adaptive systems, particularly in the pervasive
computing domain.

Figure 1.5 shows an overview of the proposed taxonomy. This taxonomy highlights key

aspects of self-adaptation.
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Table 1.1: Relation of the taxonomy dimensions and the SW+1H questions

Question | Dimension of the Taxonomy
When? Time (reactive vs. proactive)
Why? Reason (context, technical resources, user)
Where? Level (application, system software, communication, technical resources, context)
What? Technique (parameter, structure, context)
Who? N/A (nature of a SAS leads to an automatic type of adaptation)
How? Adaptation control (approach, adaptation decision criteria, degree of decentralization)
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Figure 1.6: MAPE-K Architecture [87]

2.3 Adaptation process

A well recognized engineering approach to realize self-adaptation is by means of a feedback
control loop called MAPE-K [52], [19] and conceived as a sequence of four computations
Monitor-Analyze-Plan-Execute over a Knowledge base.

The adaptation loop within a self-adaptive system involves a sequence of interconnected
processes designed to ensure a continuous and responsive evolution of the managed resources
[24]. As shown in figure 1.6 , this loop consists of distinct but interdependent phases: monitor,

analyze, plan, and execute.

* Monitor Process The monitor process, as the initial phase of the adaptation loop, is
responsible for collecting detailed information from managed resources. This information
encompasses topology details and configuration property settings. The monitor process

aggregates and filters this information until it detects a symptom that necessitates analysis.
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* Analyze Process Upon identifying symptoms, the analyze process takes center stage, per-
forming data analysis and reasoning. It leverages the symptoms provided by the monitor
process and is influenced by stored knowledge data. This phase involves understanding
the current state of the system and determining whether changes are required for optimal

performance.

* Plan Process When changes are deemed necessary, the plan process comes into play.
It structures actions required to achieve specific goals based on the analysis conducted.
The plan process can take various forms, ranging from a single command to a complex
workflow. It is responsible for creating or selecting a procedure to enact the desired

alteration in the managed resources.

* Execute Process The final phase of the adaptation loop is the execute process, tasked with
implementing changes in the behavior of the managed resources based on the actions
recommended by the plan process. This phase ensures the seamless execution of the

planned alterations, contributing to the system’s adaptability.

All four processes within the adaptation loop share a knowledge base, encompassing data
such as historical logs, symptoms, or policies. This knowledge base serves as a repository
that may be updated by the processes depending on the outcomes of their respective tasks. The
iterative nature of the adaptation loop allows the system to continually learn, analyze, and adapt,

fostering a dynamic and responsive environment.

2.4 Structure of self-adaptive systems

A self-adaptive system is a dynamic entity capable of adjusting its behavior and structure in
response to environmental changes, internal system dynamics, and defined goals [1][45]. The
generic conceptual architecture of a self-adaptive system is illustrated in figure 1.7, delineating
the roles and interactions between key components. As presented in section 2.1, self-adaptive
system contains two main components which are : managed and managing subsystems besides

the environment:

* Managed Subsystem: The managed subsystem abstracts the core application functionality
of the system. It represents the part of the system that is subject to adaptation based on

the perception of the environment and system goals.

* Managing Subsystem: The managing subsystem serves as an abstraction of the system’s

adaptation logic. This component identifies runtime changes and orchestrates adaptive
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Figure 1.7: Generic conceptual architecture of a self-adaptive system [1]

actions on the managed subsystem to align with and maintain the overarching system

goals.

* Environment: The environment refers to the external world with which the self-adaptive
system interacts. Both the managed and managing subsystems operate within this envi-

ronment, and changes in the environment can trigger adaptive responses.

Beyond the three core components, a network of crucial interfaces facilitates communication

and exchange of information.

* Monitor and Adapt Interfaces: The managing subsystem employs the monitor and adapt
interfaces to observe changes in the managed subsystem and enact adaptive actions, re-
spectively. These interfaces facilitate the crucial functions of monitoring and adapting,

allowing the system to stay attuned to its surroundings.

* Monitor Interface (Managing Subsystem - Environment): The monitor interface enables
context-awareness by facilitating communication between the managing subsystem and
the environment. It allows the managing subsystem to observe changes in the external

world, providing valuable insights for adaptive decision-making.
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* Adapt Interface (Managing Subsystem - Managed Subsystem): The adapt interface em-
powers the managing subsystem to perform adaptive actions on the managed subsystem.
While the managing subsystem cannot directly affect the environment, it can influence

the managed subsystem, potentially causing ripple effects in the broader context.

3 Conclusion

This chapter has provided a foundational exploration into the fundamental concepts of CPS.
From delving into diverse definitions to dissecting key components and characteristics, we’ve
sought to unravel the intricacies that define these systems at the intersection of the digital and
physical realms.

As we navigate the dynamic landscape of CPS, the chapter underscores the inherent adapt-
ability of these systems. Recognizing CPS as dynamic entities, we introduced the concept of
self-adaptive systems, where autonomy and optimization in response to ever-changing environ-
ments take center stage.

Looking ahead to the next chapter, our focus will shift to the role of Machine Learning
in ensuring adaptability within CPS. We will explore how ML algorithms contribute to the

dynamic nature of these systems, enhancing their ability to autonomously adjust and optimize.



2. Machine Learning and Collaborative Ma-

chine Learning

This chapter delves into the pivotal role of Machine Learning (ML) and collaborative ML pre-
sented in Federated Machine Learning (FML) and Split Machine Learning (SML) in address-
ing the challenges posed by dynamic CPS. Beginning with an exploration of ML, we define its
principles, types, and structured pipeline. Transitioning to FML, we highlight its relevance in
distributed systems, emphasizing privacy considerations. We then explore SML, focusing on its

ability to manage resource constraints in CPS by partitioning data and computation tasks.

1 Machine Learning

1.1 Definition of Machine Learning

In the literature, the term ML has been defined in various ways, reflecting the multidimensional
nature of this evolving field. This section aims to provide an understanding of ML by presenting

key definitions and fundamental concepts associated with the term.

* Definition 1: "Machine Learning is the science of getting computers to learn without
being explicitly programmed" [94]. This definition underscores the autonomous learn-
ing capacity of ML systems, highlighting the departure from traditional programming
paradigms. In essence, ML involves the creation of systems that can learn and adapt

without explicit human intervention.

* Definition 2: "Machine Learning is the analysis of learning processes and the creation of
systems that improve their performance on the basis of past experience" [83]. This defini-
tion emphasizes the analytical nature of ML, positioning it as a field that not only observes
and analyzes learning processes but actively develops systems capable of enhancing per-
formance through accumulated experience. It signifies the iterative and adaptive nature

of ML systems in response to changing contexts.

* Definition 3 : According to Tom M. Mitchell’s definition of ML: “A computer program
is said to learn from experience E with respect to some class of tasks T and performance
measure P, if its performance at tasks in T, as measured by P, improves with experience
E” [73][11]. A well-defined learning task is given by < P, T,E >.

20



Chapter 2. Machine Learning and Collaborative Machine Learning 21

1.2 ML versus Traditional programming

While both traditional programming and machine learning (ML) involve creating code to per-
form tasks, they take fundamentally different approaches. In traditional programming, a pro-
grammer explicitly writes code with various conditionals and loops to handle different sce-
narios. The program follows these instructions to the letter, with no room for deviation or
adaptation.

In contrast, ML algorithms learn the rules of the game by observing examples. They analyze
large amounts of data to identify patterns and relationships, and then use these insights to make
predictions or decisions on new data. Unlike traditional programs, ML algorithms can adapt
and improve over time as they encounter more data.

As presented in figure 2.1 , automatically inferring the actions from data without manual
intervention is the key differentiator between ML and traditional programming [23]. Also, ML
algorithms can handle complex tasks that would be difficult or even impossible to program
explicitly, such as recognizing faces in images or predicting customer behavior. Table 2.1 sum-

marizing the key differences between ML and traditional programming:

Table 2.1: Comparison of ML and Traditional Programming

Feature Traditional Programming Machine Learning
Learning process | Explicitly programmed by | Learns from data by identifying patterns
humans and relationships
Adaptability Not adaptable to new data Can adapt and improve over time with
more data
Suitability for | Less suitable for complex, | Well-suited for complex tasks that are dif-
complex tasks unpredictable tasks ficult to program explicitly

1.3 Types of ML

ML involves showing a large volume of data to a machine so that it can learn and make predic-
tions, find patterns, or classify data. The three machine learning types are supervised, unsuper-

vised, and reinforcement learning [101].

1.3.1 Supervised learning

Supervised learning relies on datasets where each data point is paired with a corresponding
target value or label. This labeling, the very essence of supervision, empowers the algorithm to

uncover the underlying mapping function between the input variables and the desired output.
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Figure 2.1: ML versus Traditional Programming [23]

Consequently, the algorithm learns to predict the appropriate output for unseen data, unlocking
a vast array of applications [59].

While its effectiveness is undeniable, supervised learning bears a cost: the requirement of
large-scale labeled data. Acquiring and labeling data can be expensive and time-consuming,
particularly for tasks where data is scarce. Therefore, the suitability of supervised learning
hinges on a delicate balance between the problem at hand and the availability of labeled data
[91].

These approaches can be broadly divided into two main categories:

* Classification: In classification tasks, the output variable assumes one of a predetermined
set of categories. For instance and like showed in figure 2.2, it may involve distinguishing
between categories such as "cat" or "dog," or discerning sentiment as "positive" or "neg-
ative." The algorithm, informed by labeled training data, learns to generalize and make
predictions on new, unseen data, assigning it to the appropriate category based on learned

patterns.

* Regression: Another facet of supervised learning is Regression, where the output vari-
able represents a real or continuous value. In this context, the algorithm aims to predict
values that fall within a spectrum rather than distinct categories. Examples of regression
tasks include predicting "price" based on various features, estimating "geographical lo-
cation" from given parameters, or even predicting an individual’s salary based on factors
such as years of experience (see figure 2.3). For instance, a regression model could be

trained on historical salary data to make predictions for future salary levels.
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1.3.2 Unsupervised learning

Unsupervised learning is a type of machine learning in which models are trained using unlabeled
dataset and are allowed to act on that data without any supervision [104].

In these scenarios, algorithms within the unsupervised learning domain undertake the task
of modeling the latent patterns inherent in the data. The primary objective is to unravel the
intrinsic characteristics of the dataset without the explicit guidance provided by labeled output
variables.

This learning approach is particularly valuable in situations where the inherent structure of
the data needs to be uncovered, leading to a deeper understanding of its underlying patterns.
Unsupervised learning algorithms operate on the premise of exploring and revealing the inher-
ent relationships and structures within the data, allowing for valuable insights and knowledge
discovery [91].

The unsupervised learning algorithm can be further categorized into three main types [109]:

* Clustering: Clustering stands out as a prominent type of unsupervised learning, focusing
on grouping objects into clusters based on similarities. The fundamental premise is to
form clusters where objects exhibit maximum similarity within a group and minimal or
no similarities with objects from other clusters. Cluster analysis identifies commonalities
between data objects and categorizes them based on the presence or absence of these
commonalities. This approach facilitates the discovery of natural groupings within the

dataset, aiding in the segmentation of data points with shared characteristics.

* Association rules An association rule represents a method guided by rules to uncover
relationships among variables within a given dataset. This approach is commonly em-
ployed in market basket analysis, providing companies with insights into the intricate
connections between various products. By comprehending customer consumption pat-
terns, businesses can refine their cross-selling strategies and optimize recommendation
engines. Illustrations of this practice are evident in features like Amazon’s "Customers
Who Bought This Item Also Bought," [46] showcasing the practical application of asso-

ciation rules in enhancing customer experience and driving sales.

* Dimensionality Reduction: While increased data typically leads to more precise out-
comes, it can simultaneously affect the efficiency of machine learning algorithms, po-
tentially leading to issues such as overfitting. Moreover, handling extensive datasets can
pose challenges in terms of visualization. Dimensionality reduction comes into play when

dealing with a dataset that exhibits an excessively high number of features or dimensions.
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This technique aims to streamline the dataset by decreasing the number of data inputs
to a manageable size, all the while endeavoring to retain the essential characteristics and

integrity of the original dataset.

1.3.3 Reinforcement learning

Reinforcement learning takes center stage when the objective involves making a series of deci-
sions leading to a final reward. In this paradigm, an artificial agent undergoes a learning process
where it receives either rewards or penalties based on its actions. The overarching aim is to
maximize the cumulative reward achieved over time. Instances where reinforcement learning
excels include training agents to play computer games or execute robotics tasks with a defined
end goal [34].

During the learning journey, the artificial agent dynamically adapts its decision-making
strategies, driven by the continuous feedback loop of rewards and penalties. The agent strives to
learn an optimal policy that guides its actions towards achieving the highest possible cumulative
reward [91].

As presented ins figure 2.4, reinforcement learning finds particular utility in scenarios where
explicit programming of a solution is challenging or impractical. Instead, reinforcement learn-
ing enables agents to learn and evolve their behavior autonomously through interaction with
their environment. The application domains range from training game-playing algorithms to
developing robotic systems capable of performing intricate tasks with a focus on maximizing

the overall reward.
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1.4 Machine learning pipeline

A machine learning pipeline is a series of interconnected data processing and modeling steps
designed to automate, standardize, and streamline the process of building, training, evaluating,
and deploying machine learning models. By automating repetitive tasks and ensuring consistent
execution, pipelines significantly increase efficiency, minimize errors, and ultimately lead to
more robust and successful models [108]. Figure 2.6 depicts the key steps involved in the

machine learning pipeline.

1.4.1 Data collection

The foundation of any successful ML endeavor lies in acquiring and curating reliable, rele-

vant data. This step encompasses identifying appropriate data sources, employing ethical and
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efficient data acquisition methods, and ensuring data quality through careful cleaning and pre-
processing. Think of it as meticulously gathering the stones and mortar essential for building
the ML edifice.

1.4.2 Data Preparation

Raw data rarely arrives ready for analysis. In this step, the researcher meticulously prepares
the data for consumption by the chosen ML algorithm. Tasks like Exploratory Data Analysis,
Feature Selection, Handling Unbalanced Data, and data fraction occur here, effectively shaping

the raw materials into bricks suitable for the construction process.

* Exploratory Data Analysis : is a pivotal substep in the data preparation phase, play-
ing a crucial role in analyzing and understanding the key characteristics of the dataset.
This step is essential for uncovering patterns, identifying anomalies, and extracting valu-
able insights that contribute to informed decision-making throughout the ML pipeline.
Exploratory Data Analysis involves employing a variety of techniques to analyze and
understand the key characteristics of the dataset such as : Heatmap, Pair Plots, Box-and-

Whisker Plots, and Histograms with Kernel Density Estimation.

* Feature selection : It stands as a pivotal substep within the data preparation phase, wield-
ing significant influence over the efficacy of the ML model. This process is geared to-
wards identifying and retaining the most pertinent variables, a task crucial for optimizing
model performance, minimizing computational complexity, and mitigating the risk of
overfitting. The most techniques used in feature selection are : Correlation Analysis, Fea-

ture Importance Scores, Recursive Feature Elimination, and Univariate Feature Selection.

* Handling unbalanced data : In scenarios where the distribution of classes is uneven,
with one class significantly outnumbering the others, models may exhibit biases towards
the majority class. This can lead to suboptimal performance, particularly for minority
classes. Addressing this imbalance involves employing techniques such as oversampling
the minority class, undersampling the majority class, or utilizing advanced methods like
synthetic data generation. Striking a balance in class representation ensures that the ma-
chine learning model is trained to recognize patterns across all classes, promoting robust

predictions in real-world scenarios.

* Data fraction : This substep involves partitioning the dataset into distinct subsets for

training, validation, and testing purposes. This process is essential for evaluating the
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model’s performance on unseen data and ensuring its ability to generalize effectively.

The typical split involves allocating a majority of data for training to allow the model

to learn patterns, a smaller portion for validation to fine-tune hyperparameters, and a

separate set for testing to assess real-world predictive capabilities. A well-considered

data fraction strategy contributes to model robustness and provides a reliable assessment

of its effectiveness in diverse scenarios.

1.4.3 Choice of ML Algorithms

In the pivotal step of choosing ML algorithms, the selection process hinges on aligning the

algorithms with the specific nature of the problem at hand. Key considerations include the

problem type, whether it involves classification or regression, the inherent characteristics of the

dataset, and the desired performance criteria. The diversity of ML algorithms offers a spectrum

of approaches, each tailored to address distinct problem types and nuances. Table 2.2 provides

a concise overview of some widely used ML algorithms categorized by the type of learning they

employ.

| Type of Learning

| Algorithm

Supervised Learning

Linear Regression
Decision Trees

Random Forest

Support Vector Machines
k-Nearest Neighbors
Neural Networks

Unsupervised Learning

K-Means Clustering
Hierarchical Clustering
Principal Component Analysis
Gaussian Mixture Models

Reinforcement Learning

Q-Learning
Deep Q Networks
Policy Gradient Methods

Table 2.2: Commonly Used Machine Learning Algorithms

1.4.4 Model training and evaluation

Once the data is fully prepared and the model is well chosen,the next critical step in the pipeline

is model training and evaluation. In this step, the chosen algorithm is fed with the training
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dataset, allowing it to learn the patterns and relationships within the data. The trained model is
then evaluated using a separate validation dataset to assess its performance and generalization

capabilities.

* Model Training : It involves iteratively presenting the algorithm with input data and ad-
justing its internal parameters to minimize the difference between predicted outputs and
actual outcomes. The training process continues until the model achieves satisfactory

performance on the training dataset.

* Model Evaluation : Following training, the model is evaluated using a distinct validation
dataset that it has not seen before. Evaluation metrics, such as accuracy, precision, recall,
and F1 score for classification tasks, or mean squared error for regression tasks, provide

quantitative insights into the model’s performance.

1.4.5 Parameter tuning

Parameter tuning, also known as hyperparameter optimization. It aimed at fine-tuning the in-
ternal settings of the chosen algorithm to achieve optimal performance. While model training
focuses on learning from the data, parameter tuning involves adjusting external configurations,
such as learning rates or regularization parameters, to enhance the model’s generalization and
predictive accuracy.

They are many techniques and strategies used in this step such as :

* Grid Search: Systematically search through a predefined hyperparameter grid to identify

the combination that yields the best model performance.

* Random Search: Randomly sample hyperparameter configurations, allowing for efficient

exploration of the hyperparameter space.

* Bayesian Optimization: Utilize probabilistic models to predict the performance of differ-

ent hyperparameter settings, guiding the search toward promising configurations.

1.4.6 Deploying the Trained Model for Real-world Predictions

The final stage of the machine learning pipeline involves deploying the trained model for real-
world predictions. After the model has been trained, evaluated, and its parameters fine-tuned,
it is ready to be utilized on previously unseen data to make accurate predictions and generate

valuable insights.



Chapter 2. Machine Learning and Collaborative Machine Learning 30

While the transformative power of ML is undeniable, enabling systems to learn and make
predictions from data across various domains, the conventional centralized training approach
raises concerns regarding data privacy, security, and the need to transmit sensitive information
to a central server. This is where Federated Machine Learning (FML) emerges as a solution,
emphasizing a distributed learning paradigm.

FML extends the principles of ML into a collaborative, decentralized environment. In the
subsequent section, we will delve into the intricacies of Federated Machine Learning, exploring

its foundational concepts, methodologies, and real-world applications.

2 Federated Machine Learning

2.1 Definition and Relevance of Federated Machine Learning

The concept of Federated Machine Learning (FML) is proposed by Google recently [71, 57,
58]. Also known as collaborative learning, represents a decentralized paradigm for training
machine learning models. In contrast to traditional approaches, FML eliminates the need for
exchanging raw data from client devices to global servers. Instead, the model is trained locally
on edge devices, preserving the privacy of sensitive information [99]. The main characteristics

of Federated Learning are :

* Decentralized Model Training: FML distributes the training process across individual

devices or servers, allowing local training without sharing raw data.

* Enhanced Data Privacy: By keeping data on edge devices, FML mitigates privacy con-

cerns associated with centralized data repositories.

» Shared Model Formation: The final model is collaboratively formed by aggregating local

updates, ensuring a collective representation of knowledge.

Numerous studies [68, 50, 67, 119] underscore the undeniable benefits and relevance of
FML across diverse domains. The growing body of evidence highlights FML as a pivotal so-
lution, offering innovative approaches to challenges prevalent in centralized machine learning
models. Several key aspects illuminate the significance of FML, supported by empirical find-

ings and real-world applications:

* Privacy Preservation: FML addresses growing concerns related to data privacy by al-

lowing model training on local devices without the need to transmit raw data. This is



Chapter 2. Machine Learning and Collaborative Machine Learning 31

particularly critical in contexts where preserving the confidentiality of sensitive informa-

tion is paramount.

* Edge Computing Integration: The integration of FML with edge computing heralds a
paradigm shift, enabling on-device model training. This decentralized approach aligns
seamlessly with the principles of edge computing, reducing latency and dependency on

centralized servers.

* Scalability in Edge Environments: In environments with a multitude of edge devices,
FML offers a scalable solution. It optimizes resource utilization by distributing the learn-
ing process, making it well-suited for scenarios where traditional centralized approaches

might encounter scalability challenges.

* Collaborative Knowledge Formation: The collaborative nature of FML, where the final
model is formed by aggregating local updates, promotes a collective representation of
knowledge. This collaborative knowledge formation contributes to robust and adaptable

models.

* Mitigation of Communication Overhead: By training models locally on edge devices,
FML mitigates communication overhead associated with transmitting large volumes of
raw data to centralized servers. This is particularly advantageous in resource-constrained

or bandwidth-limited environments.

2.2 Principle of Operation of FML

FML operates through a series of well-defined steps that ensure model training without com-
promising data privacy. As presented in figure 2.6, the fundamental steps involved in the FML

process are:

* Step 1: Sending Encrypted Gradients (Client to Server) : The FML process initiates
with individual clients, each possessing local datasets. In Step 1, clients compute gradi-
ents based on their local data and encrypt these gradients before transmitting them to the
central server. This cryptographic safeguard ensures that raw data remains secure during

transmission.

* Step 2: Secure Aggregation at Server : Upon receiving the encrypted gradients from
multiple clients, the central server performs secure aggregation in Step 2. This process

involves aggregating the encrypted gradients from different clients while maintaining the
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Figure 2.6: Basic principle of FML [128]

confidentiality of individual contributions. Secure aggregation methods, such as crypto-

graphic techniques, play a pivotal role in preserving data privacy.

» Step 3: Sending Back Model Updates (Server to Clients) : Following secure aggrega-
tion, the central server sends back the aggregated model updates to the respective clients
in Step 3. These updates represent the collective knowledge gleaned from the entire fed-
erated learning process. The use of encryption ensures the confidentiality of the model

updates during transmission.

» Step 4: Updating Models (Client Side) : In the final step, clients receive the aggre-
gated model updates and update their local models accordingly. This collaborative updat-
ing process ensures that each client benefits from the collective insights gained from the
entire federated learning network. By repeating these steps iteratively, FML facilitates

continuous model improvement across distributed devices.

2.2.1 Types of FML

FML gracefully adapts to diverse data landscapes through distinct approaches, each tailored to
specific data distribution patterns and privacy requirements. Figure 2.7 shows the various types

of federated learning [128].

* Horizontal Federated Learning (HFL) : Horizontal Federated Learning is the preferred

approach when the user characteristics of two datasets exhibit considerable conflict, but
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the users themselves do not. In HFL, datasets are horizontally divided based on user
dimensions. The goal is to extract data where user characteristics are similar but not
identical for training. Alternatively, data in different rows share the same data properties,
aligned by user features. HFL accommodates scenarios where there are distinct user bases

within different locations or entities providing similar services.

* Vertical Federated Learning (VFL) : Vertical Federated Learning, or feature-based
learning, is employed when two datasets share the same sample ID space but differ in
the feature space. In VFL, multiple parties have access to the same data collection, but
each party only has access to a distinct subset of features. This approach is particularly
relevant in industries such as healthcare, finance, and banking, where privacy concerns
are paramount. VFL focuses on preserving privacy by allowing collaborative learning

without exposing sensitive feature details to all parties involved.

* Federated Transfer Learning : Federated Transfer Learning represents a unique form
of federated learning, distinguished by differences in the feature space of two datasets.
Unlike horizontal and vertical federations, federated transfer learning involves datasets
acquired from various organizations with similar traits. The feature overlap between these
datasets is minimal due to differences in the businesses they serve. Successful transfer
learning in this context requires leveraging knowledge from other sections of the target
domain. This approach is akin to teaching a system to use one product and applying the

acquired knowledge to another, facilitating adaptability across diverse datasets.

2.3 Main Algorithms for Model Aggregation

In FML, model aggregation is a pivotal process that involves combining local models from
multiple clients to generate a cohesive global model. Several algorithms have been proposed
to enhance the effectiveness and efficiency of model aggregation in the context of federated
learning. Here, we explore some of the main algorithms employed for model aggregation in
FML [86]:

* FedAvg: FedAvg[71] stands as one of the earliest and widely used methods in Federated
Learning (FL). In this approach, a group of clients is randomly selected during each round
of training for aggregation. The parameters of each client are weighted and averaged to
produce a global model, where the weight is determined by the proportion of the client’s
data volume. Additionally, FedAvg allows for the incorporation of more computation to

each client by iterating the local update multiple times before the averaging step.
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* FedProx : FedProx [65] serves as an enhancement to the FedAvg method, specifically
addressing the challenge of local optimization inherent in Stochastic Gradient Descent
(SGD)-based approaches. FedProx introduces a proximal term into the objective function
to regulate the influence of local models, ensuring convergence guarantees. This addition
helps prevent suboptimal convergence or model divergence by pulling the local model

towards the global model through the constraints of the proximal term.

* FedNova : Proposed by Wang et al. [120], the FedNova algorithm enhances the model
aggregation phase of FedAvg to address non-Independently and Identically Distributed
(non-IID) data scenarios. It introduces a technique to normalize and scale local updates
from each client based on its local iteration number before updating the global model,

contributing to improved model convergence.

» Scaffold : To tackle the client-drift problem resulting from data heterogeneity, the Scaf-
fold algorithm [51] suggests employing control variable technology, specifically variance
reduction, in the local update process. By incorporating client and server control vari-
ables, Scaffold leverages the disparity between local and global control variables to rec-

tify gradient updates during local training.

* MOON : MOON [64] aims to minimize the discrepancy between local models and the
global model by incorporating a model contrastive loss as a regularization term. The
model contrastive loss serves as a metric for quantifying the dissimilarity between the

local model and the global model, enhancing model convergence in federated settings.

* Per-FedAvg : Per-FedAvg [31] combines model-agnostic meta-learning (MAML) with
Federated Learning to produce personalized local models. MAML first trains the initial
parameters of the model and then uses a small amount of data to perform one or more
gradient descents on the new task, enabling the model to achieve good performance. In
Per-FedAvg, the local model is updated using one-step gradient descent of the loss func-
tion with the objective of finding an initial model for each client, allowing for personalized

learning experiences within the federated framework.
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3 Split Machine Learning

3.1 Definition and Relevance of SML

SML is an advanced collaborative machine learning technique that partitions a neural network
into distinct segments, allowing multiple parties to collaboratively train a model without sharing
raw data [55]. SML is used for training Neural Networks among multiple data sources while
mitigating the need to directly share raw labeled data with collaboration parties. The advantages
of SML are multifold [118]:

* It allows users to train ML models without sharing their raw data with a server running

part of the model, thus preserving user privacy,
* It protects both the client and the server from revealing their parts of the model, and

* It reduces the client’s computational overhead by not running the entire model (i.e., uti-

lizing a smaller number of layers).

By splitting the network, SML addresses key challenges in privacy, data security, and resource
constraints, making it highly relevant for dynamic Cyber-Physical Systems (CPS). SML ensures
that sensitive data remains within the local environment while enabling effective model training

through distributed computation.

3.2 Split Learning Configurations

SML encompasses various configurations tailored to specific needs and constraints. Three com-

mon configurations include [118]:

* Simple Vanilla Configuration: In this configuration, each client trains a partial deep
network up to a designated layer, known as the cut layer. The outputs from this layer are
forwarded to a central server for further model training without exposing raw data. The
server aggregates gradients and sends them back to clients for local backpropagation.

This setup minimizes data exposure while facilitating collaborative model training.

* U-shaped Configurations without Label Sharing: These configurations mitigate the
need for label sharing among clients while preserving data privacy. The network archi-
tecture is wrapped around at the end layers of the server’s network, and outputs are sent
back to clients. This approach maintains privacy by ensuring that sensitive labels are not

shared.
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* Vertically Partitioned Data: This configuration enables collaborative model training
across multiple institutions with different data modalities without sharing raw data. Each
institution trains a partial model up to its designated cut layer, and outputs are concate-
nated and forwarded to a central server for further training. This setup supports collabo-

ration while maintaining the privacy of each institution’s data.

4 Conclusion

This chapter has highlighted the crucial role of ML and collaborative ML in addressing the
challenges of dynamic CPS. We’ve explored the principles of ML, including its types, and
discussed the decentralized paradigm of collaborative ML, emphasizing its ability to handle
sensitive data through collaborative, on-device training. By synthesizing these insights, we’ve
underscored the transformative impact of ML and collaborative ML on CPS adaptability and
resilience, particularly when dealing with sensitive data in industrial systems, where protecting
proprietary information and intellectual property is critical. In the next chapter, we will present
a comprehensive examination of existing literature and research efforts in utilizing ML to en-
hance adaptability within CPS. Through this review, we aim to identify key trends, challenges,
and emerging methodologies in the field, in order to set the stage for introducing our novel

contribution.



3. Machine Learning for Enhancing Adapt-
ability in CPS : A Literature Review

In this chapter, we present an in-depth exploration of ML techniques aimed at enhancing adapt-
ability in CPS. First, we present the main challenges impeding seamless adaptability in CPS,
including dynamic environments, uncertainty, evolving requirements, fault tolerance, interop-
erability, and security. Next, we present the specific benefits ML brings to enhance adaptability
within CPS, recognizing its transformative impact on resilience. Finally, we conduct a critical
comparative analysis of diverse approaches in recent ML-based research for adaptive CPS. By
highlighting their advantages and drawbacks, we were able to clarify our thesis’s contribution
compared to existing work and what new insights it brings to the field of using ML to improve

adaptation in CPS.

1 Adaptability Challenges in CPS

The adaptability of CPS refers to their ability to dynamically adjust and evolve in response to
changing conditions, emerging requirements, and unforeseen events. This section delves into
the multifaceted challenges that impede the seamless adaptability of CPS, encompassing aspects
such as dynamic environments, uncertainty, evolving requirements, fault tolerance, interoper-

ability, and security.

* Dynamic Environment and Uncertainty: CPS are characterized by dynamics and un-
certainty of operations and behavior due to exceptions in environmental conditions, sys-
tem configurations, and user interactions. CPS are present in a variety of safety/mission
critical domains [25][4]. Given the pervasiveness of CPS and their criticality to the daily
functioning of society, it is vital for such systems to operate in a reliable manner. How-
ever, since they generally function in an inherently complex and unpredictable physical
environment, a major difficulty with these systems is that they must be designed and op-
erated in the presence of uncertainty. According to Zhang et al. [130], uncertainty is
defined as the absence of certainty, indicating a lack of knowledge regarding the tim-
ing and nature of inputs, the current state of a system, anticipated future outcomes, and
other pertinent factors. Uncertainty arises from various sources, including unpredictable
environmental conditions such as weather fluctuations, dynamic changes in system con-
figurations, and the diverse and sometimes unpredictable behaviors of users interacting

with the system. As a result, CPS must be able to adapt to these dynamic and uncer-

38
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tain conditions to maintain functionality and performance, making adaptability a critical

requirement in CPS design and operation.

* Evolving Requirements and Scalability: The adaptability of CPS is further challenged
by evolving requirements driven by technological advancements, user preferences, and
regulatory changes [105][40]. Scalability becomes crucial as CPS systems expand in
complexity, data volume, and network size over time. According to [40], scalability
refers to the ability of a system to keep functioning well even in case of change in its
size/increased workload, and take full advantage of it. Ensuring scalability while main-
taining performance, reliability, and efficiency presents a formidable challenge, neces-
sitating scalable architectures, distributed computing paradigms, and adaptive resource

allocation strategies.

* Fault Tolerance and Resilience: Fault tolerance and resilience are paramount in safety-
critical CPS applications [8][84], where system failures can have catastrophic conse-
quences. Challenges abound in detecting, diagnosing, and recovering from faults in
dynamic and heterogeneous CPS environments. Achieving fault tolerance requires the
development of robust monitoring systems, fault detection algorithms, and automated re-

covery mechanisms capable of mitigating disruptions and maintaining system integrity.

* Interoperability and Heterogeneity: Interoperability challenges arise from the integra-
tion of diverse hardware and software components in CPS, including sensors, actuators,
communication protocols, and legacy systems. Heterogeneity complicates system inte-
gration, data exchange, and interoperability standards across different CPS deployments,
domains, and industries [69], [49]. Addressing interoperability and heterogeneity requires
standardized interfaces, middleware frameworks, and protocol translation mechanisms to

facilitate seamless communication and collaboration among disparate components.

* Security and Privacy:

Security and privacy in CPS are paramount due to their complex, interconnected com-
ponents and middleware, which render them vulnerable to cyber-attacks while striving
to maintain operational efficiency and performance integrity [6] [29]. Balancing secu-
rity measures with system performance, usability, and accessibility is a delicate task,
necessitating robust authentication mechanisms, encryption protocols, and access control

policies to safeguard CPS assets and information.

* Resource Constraints: CPS often operate in environments with limited computational
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resources, memory, and energy supply. These resource constraints pose significant chal-
lenges for the deployment and operation of sophisticated ML models and adaptive al-
gorithms within CPS [13]. Ensuring efficient resource management and optimizing the
performance of CPS under such constraints necessitate the development of lightweight
algorithms, efficient data processing techniques, and adaptive resource allocation strate-

gies.

2 ML Advantages for Enhanced CPS Adaptability

Driven by the need for adaptable CPS, the integration of ML has become a prominent focus
within relevant research and development communities. The inherent benefits of ML, such as
its ability to process vast amounts of data, learn from experience, and make real-time predic-
tions, make it ideal for ensuring rapid adaptation in these dynamic systems [11][21]. Numerous
studies have explored the utilization of ML techniques to develop flexible and adaptive CPS
capable of responding to changing environmental conditions. ML empowers CPS with three

key strengths for enhanced adaptability [39, 3]:

* Real-time Learning: Unlike static models, ML algorithms can continuously learn from

new data, updating their understanding and adjusting their behavior on the fly.

* Predictive Foresight: ML algorithms can analyze data patterns to anticipate upcoming
events and changing conditions. This foresight allows CPS to proactively adapt, pre-

empting disruptions and maintaining optimal performance.

* Autonomous Decision-Making: ML algorithms can analyze complex situations and
make informed decisions independently, reducing reliance on centralized control. This
decentralized intelligence makes CPS more resilient to disruptions and adaptable to un-

foreseen circumstances.

3 Review of ML Approaches for Adaptability in CPS

ML techniques integrated into CPS have been instrumental in addressing challenges like self-
adaptation, security, and data privacy, enabling CPS to autonomously adapt to dynamic en-
vironments, enhance security measures, and safeguard sensitive data [56, 81]. This section
surveys existing research on utilizing ML within CPS environments, highlighting its benefits

in facilitating self-adaptation, strengthening security mechanisms, and ensuring data privacy,
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as demonstrated in Table 3.1. The table categorizes these works based on several key criteria,

including the specific ML method employed, the learning process (centralized vs. distributed),

and considerations for privacy, security, and communication overhead in CPS deployments. Fol-

lowing this overview, we transition to a subsection "Discussion," where we critically analyze

the limitations of existing approaches and set the stage for introducing our novel contribution.

3.1 Related Work

Table 3.1: Comparative overview of ML applications in CPS

Papers Goal Method ML Learning | Privacy | Security | Commu
Process Consid- | Consid- | Over-
erations | erations | head
Diaz etal. | Machine com- | Clustering Centralized| No No High
[28] ponent knowl- | algorithms
edge discovery | based on real
data
Wu et al. | Detecting Cyber | Image  clas- | Centralized| No No High
[124] Physical attacks | sification
using ML
algorithms
Babouche | Self-adaptive Multiple ML | Centralized| No No High
etal. [16] | and scalable | algorithms
prediction/de- with statistical
tection mecha- | tests
nism
Grass et | Anomaly  de- | Historical Centralized| No No High
al. [37] tection for | sensor data
predictive and clustering
maintenance algorithms

Continued on next page
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Table 3.1 — Table continuation 3.1

Papers Goal Method ML Learning | Privacy | Security | Commu
Process Consid- | Consid- | Over-
erations | erations | head
Jahromi Two-level en- | Decision Centralized| No Yes High
etal. [47] | semble attack | tree and deep
detection  and | representation-
attribution learning
framework model
Know et | Intrusion detec- | Bidirectional | Centralized| No Yes High
al. [61] tion system for | recurrent neu-
IEEE  1815.1- | ral network
based power
system
Reza et | Bolstering secu- | NARX neural | Centralized| No Yes High
al. [43] rity of CPS in dc | network
microgrids
Keshk et | Privacy preser- | Naive Bayes, | Centralized| Yes No High
al. [53] vation in CPS Decision Tree,
SVM
Merabet | Dynamic adap- | Auto-NF Centralized| No No High
etal. [72] | tation in IoT | framework
Systems
Ahmed et | Machine learn- | Various ML | Centralized| Yes Yes High
al. [3] ing in CPS in In- | techniques
dustry 4.0
Wickram | Explainable un- | Self- Centralized| No No High
et al. | supervised ML | Organizing
[123] for CPS Maps  based
clustering
methodology

Continued on next page
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Table 3.1 — Table continuation 3.1
Papers Goal Method ML Learning | Privacy | Security | Commu
Process Consid- | Consid- | Over-
erations | erations | head
Rouzbahanj Anomaly detec- | Various ML | Centralized| No Yes High
etal. [75] | tion in CPS us- | techniques
ing ML
Sargolzaei | Fault detec- | Neural Net- | Centralized| Yes Yes High
etal. [95] | tion in VCPSs | work
using neural
network-based
technique
Omprakash Enhancing CPS | Fuzzy Logic- | Centralized| No Yes High
etal. [79] | Security in Wa- | based Feature
ter Distribution | Selection
Systems
Alshboul | Predictive main- | Feature selec- | Centralized| No Yes High
etal. [9] tenance  using | tion
ML
Li et al. | FML for Intru- | Deep Learn- | Distributed | Yes Yes Low
[65] sion Detection | ing (CNN and
in CPS GRU)
Zhang et | FML-based Federated Distributed | Yes Yes Low
al. [129] | Edge Comput- | Learning
ing Platform for
CPS
Xu et al. | FML for secure | Federated Distributed | Yes Yes Low
[127] incentive mech- | Learning
anism in CPS
Guo et al. | Deep FML for | Deep feder- | Distributed | Yes Yes Low
[41] secure microser- | ated learning

vices in CPS

In [28], authors propose a complete real-world CPS implementation cycle, ranging from

machine data acquisition to processing and interpretation. In fact, they propose a CPS for ma-
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chine component knowledge discovery based on clustering algorithms using real data from a
machining process. More precisely, they propose the development of a component behavior
multidimensional pattern using machine learning clustering techniques. Clustering algorithms
aim to partition a centralized dataset into clusters, interpreted as behavior patterns. Some prop-
erties of these clusters like the mean can give insight into their interpretation.

In [124], physical data machine learning approaches are developed and integrated for detect-
ing Cyber Physical attacks in Cyber Manufacturing system. Authors developed two examples
with simulation and experimentation to test and demonstrate the physical data machine learning
security approach. In the 3D printing process example, they used vision as physical data source
for machine learning. Three different machine learning algorithms are implemented with im-
age classification. The anomaly detection method returned the highest accuracy of 96.1% in
detecting a malicious defect in printing process.

Authors in [16] provide a self-adaptive and scalable prediction/detection mechanism for
CPS. They propose a framework called AAPF-CPS, which combines several machine learning
algorithms with statistical tests. With multiple classification algorithms, AAPF-CPS analyzes
CPS network logs simultaneously and in real-time. Friedman’s test is also used to rank each
classifier for each context in AAPF-CPS. In [37], authors present an approach for anomaly de-
tection regarding predictive maintenance in an CPS. In particular, they are focusing on historical
sensor data from a real reflow oven that is used for soldering surface mount electronic compo-
nents to printed circuit boards. The sensor data comprises information about the heat and the
power consumption of individual fans inside a reflow oven. The data set contains time anno-
tated sensor measurements in combination with additional process information over a period of
more than seven years.

Authors in [47] propose a two-level ensemble attack detection and attribution framework
specifically designed for CPS, particularly in industrial control systems. Their approach utilizes
a decision tree combined with a novel deep representation-learning model at the first level for
anomaly detection in imbalanced industrial control systems environments. This is followed by
an ensemble deep neural network at the second level for attack attribution. Evaluation using
real-world data from gas pipelines and water treatment systems demonstrates their model’s
effectiveness in outperforming other approaches with similar computational complexity.

In [79], the authors address the growing vulnerability of CPS, particularly in critical in-
frastructures such as water distribution systems (WDS), to cyber-attacks. In their proposed
approach, the authors leverage fog computing and employ fuzzy logic-based methods, specif-
ically the Intuitionistic Fuzzy System, for feature selection. Furthermore, a voting classifier is

applied to the selected features to detect anomalies within the WDS. The effectiveness of their
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system is demonstrated through testing on the Water Distribution dataset, and the results are
compared with state-of-the-art methods. This work contributes valuable insights into enhanc-
ing the security of CPS, especially in critical infrastructure scenarios.

In [61], the authors propose an intrusion detection system tailored for an IEEE 1815.1-
based power system integrated with CPS. With the integration of CPS into power systems,
new communication requirements emerge, necessitating a mapping between existing distributed
network protocol networks and IEC 61850 networks, as defined by the IEEE 1815.1 standard.
Addressing the evolving threat landscape of advanced CPS cyberattacks, the study conducts
a comprehensive analysis of the IEEE 1815.1-based power system network. It identifies an
optimal application method for an intrusion detection system and introduces a bidirectional
recurrent neural network-based anomaly detection system tailored for the nuances of an IEEE
1815.1-based network.

In [43], the authors focus on bolstering the security of CPS, with a specific emphasis on
direct current microgrids. Addressing the rising concern of cyber threats in diverse applications
like renewable energy and power distribution, they propose an innovative Al-driven method.
This method, employing time-series analysis and a tailored nonlinear auto-regressive exogenous
model (NARX) neural network, aims at timely detection and identification of cyber-attacks
within dc microgrids. Notably, the strategy accommodates the challenges posed by false data
injection attacks targeting voltage and current sensors. Through meticulous phases, including
a cyber-attack-free data collection phase and subsequent online deployment of trained NARX
networks, the proposed method showcases effectiveness.

Author in [53] propose an approach to address the challenge of privacy preservation in CPS,
which generate vast amounts of big data from the integration of physical and digital entities.
This paper explores the application of Independent Component Analysis (ICA) as a technique
for protecting sensitive information from unauthorized access. The ICA method is employed to
transform raw CPS data into a new configuration while retaining its data utility. The effective-
ness of this mechanism is assessed using a power CPS dataset, demonstrating superior privacy
protection compared to four other privacy-preservation techniques. Furthermore, the data utility
is evaluated through the utilization of three machine learning algorithms (Naive Bayes, Decision
Tree, and Support Vector Machine) to gauge their effectiveness in identifying normal and attack
patterns before and after transformation. The results highlight the enhanced privacy protection
and utility preservation achieved through the proposed ICA-based approach.

Authors in [72] propose a novel contribution to the dynamic adaptation of service-oriented
systems within the context of the Internet of Things (IoT). The work addresses the increasing

complexity of modern software systems and the demand for flexibility and self-adaptation in
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service-based IoT applications. The paper underscores the importance of predicting quality-of-
service values, especially in scenarios where users interact with a limited subset of services,
resulting in missing quality-of-service data. In response, the authors introduce the Auto-NF
framework, which consists of three steps. The framework begins by proposing an extended
similarity computation method, employing Euclidean distance to evaluate user similarity and
identify comparable neighbors. The second step involves the formation of clusters of similar
neighbors and subsequent partitioning of the initial matrix to alleviate data sparsity challenges.
The third step introduces a straightforward neural network autoencoder, designed to learn deep
features and select optimal latent factors to mitigate overfitting.

In [3], authors discuss the integration of ML techniques within CPS, focusing on Industry
4.0. CPS combines computation and physical processes and ML optimizes CPS functionalities
such as domain adaptation, system fine-tuning, and vulnerability detection. ML enables CPS
to learn from large-scale data, enhancing security and privacy in industrial settings. The paper
highlights ML applications in predictive maintenance, quality assurance, and optimization of
manufacturing processes and supply chains, emphasizing ML’s transformative impact on CPS
in Industry 4.0.

In their paper, Wickramasinghe et al. [123] propose a methodology for explainable unsuper-
vised ML tailored for CPS. They address the challenge of the *black-box’ nature of complex ML
models by introducing explainable unsupervised ML models, particularly suitable for safety-
critical CPS applications. Their approach utilizes Self-Organizing Maps (SOMs) based cluster-
ing methodology to generate both global and local explanations, enhancing the interpretability
of ML models within CPS contexts. Through feature perturbation techniques, they evaluate the
fidelity of the generated explanations, demonstrating the effectiveness of their proposed method
in identifying the most important features responsible for decision-making processes in CPS.

In [75], M. Rouzbahani et al. delve into anomaly detection in CPS using ML methods. The
authors underscore the complexity of CPS, which integrate cyber components into the physical
world, leading to diverse tasks and close interactions. With the proliferation of smart features
and communication tools in CPS, new challenges related to security and privacy have arisen,
particularly in systems like the smart grid. Anomaly detection emerges as a crucial strategy
for enhancing CPS security, yet comparing various detection methods poses challenges due to
their diversity. To address this, the chapter focuses on ML-based anomaly detection methods,
highlighting their effectiveness through a case study on False Data Injection (FDI) attacks.
Through their exploration, the authors contribute insights into the application of ML techniques
for anomaly detection in CPS, emphasizing their potential in mitigating security threats.

In [95], authors propose a novel approach for detecting faults in vehicular cyber-physical
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systems (VCPSs). They highlight the potential of VCPSs to enhance transportation safety,
mobility, and sustainability through wireless communication. However, they also address the
vulnerability of cloud-oriented architectures to cyber attacks, emphasizing the risks to safety,
privacy, and property. Their proposed solution involves a neural network-based technique aimed
at identifying and tracking fault data injection attacks in real time within a platoon of connected
vehicles. They develop a decision support system to mitigate the probability and severity of
potential accidents resulting from these attacks, ultimately enhancing system reliability, robust-
ness, and safety.

In [9], authors propose an empirical exploration of predictive maintenance in concrete man-
ufacturing. By harnessing machine learning techniques, they aim to enhance equipment reliabil-
ity in construction project management. The study identifies key features, such as 24-hour mean
voltage, crucial for predicting machinery failure within the concrete manufacturing framework.
Insights gleaned from this empirical investigation underscore the significance of integrating
machine learning methodologies into construction project management practices. This integra-
tion not only improves the accuracy of maintenance forecasts but also reinforces equipment
dependability, ensuring optimal efficacy and benefit in the concrete manufacturing paradigm.

Authors in [65] propose DeepFed, a federated deep learning scheme for detecting cyber
threats in industrial CPS. The scheme utilizes a convolutional neural network (CNN) and a
gated recurrent unit (GRU) to develop an intrusion detection model tailored for industrial CPS.
Furthermore, a federated learning framework is introduced, allowing multiple industrial CPS
to collaboratively build an intrusion detection model while preserving data privacy. A Paillier
cryptosystem-based secure communication protocol is also devised to ensure the security and
privacy of model parameters during the training process. Experimental results on real industrial
CPS datasets demonstrate the effectiveness of DeepFed in detecting various cyber threats and
its superiority over existing schemes.

Authors in [129] propose a novel FML-based Edge Computing platform named "FengHuoLun"
specifically designed for CPS. This platform aims to address the challenge of ensuring trustwor-
thy smart services in Edge Computing environments by leveraging Federated Learning. With
FengHuoLun, smart services can be implemented with machine learning models trained in a
trusted FML framework, ensuring the trustworthiness of CPS behaviors through testing and
monitoring.

In [127], authors introduce a novel approach employing multiagent federated reinforcement
learning to devise a secure incentive mechanism in intelligent CPS. While federated learning
addresses data privacy concerns in CPS, ensuring efficient incentive mechanisms remains cru-

cial. Deep reinforcement learning is explored as a solution for long-term incentivization amidst
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dynamic environments. However, the heterogeneity of CPS devices poses a challenge, affecting
the convergence rate of existing single-agent reinforcement learning. The proposed multiagent
learning-based mechanism addresses this issue by approximating stationarity in federated learn-
ing with heterogeneous CPS. The approach formulates the secure communication and data re-
source allocation problem as a Stackelberg game and models it as a partially observable Markov
decision process to handle device heterogeneity. A multiagent federated reinforcement learning
algorithm is devised to efficiently learn allocation policies, mitigating policy evaluation vari-
ances caused by device interactions without compromising privacy.

In [41], the authors propose a deep federated learning framework to enhance secure points of
interest (POI) microservices in CPS. This framework aims to improve data security by isolating
the cloud center from accessing user data on edge nodes. Through interactive training between
the cloud center and edge nodes, reliable deep-learning-based models are pre-trained on edge
nodes, and parameter updating is coordinated via federated learning. The proposed approach is
evaluated using real-world POI-related datasets, demonstrating optimal scheduling performance

and practical utility.

3.2 Discussion

While the works in the table 3.1 exhibit significant efforts in enhancing security and resilience
in CPS, some common limitations can be identified. Most prominently, the majority of the ap-
proaches rely on centralized ML solutions, concentrating on global data processing and model
training. This centralized paradigm presents challenges related to data privacy, security, and
potential single points of failure. Additionally, centralized data storage raises scalability chal-
lenges as CPS systems grow in complexity. Moreover, continuous data transmission to a central
server for model training and updates creates significant communication overhead, straining
network resources, increasing vulnerability to interception, and potentially compromising real-
time performance.

In contrast to the centralized approaches discussed earlier, decentralized methodologies,
such as FML, emerge as promising alternatives that address some of the drawbacks associated
with centralized models. Decentralized architectures, like FML, distribute the model training
process across local devices or servers, eliminating the need for continuous data transmission
to a central repository. This not only mitigates communication overhead but also safeguards
against potential security and privacy concerns associated with centralized data storage. The
decentralized nature of FML aligns with the distributed architecture of CPS, offering scalabil-

ity as systems expand in complexity. Moreover, local training on diverse datasets allows for
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adaptation to specific environmental conditions, promoting a more resilient and adaptable CPS
framework.

However, all the works presented in table 3.1 and that are based on FML, like Li et al. [65],
Zhang et al. [129], Xu et al. [127], and Guo et al. [41], do not respect resource constraints.
These approaches often assume the availability of sufficient computational power and band-
width, which may not be practical in resource-constrained environments typically encountered
in CPS.

To address these limitations, SML has been proposed as a viable solution. SML divides the
model training process between resource-constrained edge devices and more powerful central
servers. This approach reduces the computational load on local devices while still benefiting
from collaborative learning. By using SML, we propose a novel architecture in this thesis that
is specifically designed to operate efficiently within the resource constraints of CPS. This archi-
tecture ensures enhanced scalability, security, and data privacy, while also optimizing resource

utilization and maintaining high performance in real-time applications.

4 Conclusion

This chapter shed light on the multifaceted challenges hindering seamless adaptability in CPS.
We explored how ML offers a compelling solution by empowering CPS with real-time learn-
ing, predictive foresight, and autonomous decision-making capabilities. We reviewed existing
research on utilizing ML for self-adaptation, security, and data privacy within CPS environ-
ments. Finally, we identified limitations associated with current centralized approaches and
highlighted the potential of FML and SML as a promising avenue for future research.

In the next chapter, we pivot towards our contribution. Our research, presented in the fol-
lowing chapter, seeks to provide novel insights and methodologies for leveraging ML in CPS
adaptation. This work introduces three significant contributions that collectively enhance the

landscape of adaptive CPS:

* Firstly, our thesis puts forth a comprehensive meta-model tailored for adaptive CPS. This
meta-model encapsulates the essential characteristics and behaviors inherent in CPS, of-
fering a conceptual foundation for understanding and modeling their intricate interactions

between physical and digital components.

» Secondly, we unveil a centralized ML-based architecture designed specifically for CPS.

This architecture not only encompasses critical functionalities such as data management,



Chapter 3. Machine Learning for Enhancing Adaptability in CPS : A Literature Review 50

resource optimization, fault prediction, and proactive maintenance but also integrates ad-

vanced technologies like Machine Learning and Cloud/Edge Computing.

 Thirdly, we present a groundbreaking Privacy-Enhanced Architecture empowered by FML
and SML Expanding on the second contribution, this architecture addresses scalability

challenges and introduces substantial improvements in terms of security and data privacy.



4. Proposed Framework for Adaptive Cyber-
Physical Systems

Cyber-physical systems (CPS) have revolutionized various industries, seamlessly integrating
physical and computational elements to enhance efficiency, reliability, and safety. However, the
increasing complexity and dynamic nature of modern CPS necessitate adaptive architectures
capable of responding to changing conditions and unforeseen events.

This chapter introduces a comprehensive framework for adaptive CPS. The framework con-
sists of a meta-model, a centralized ML architecture, and enhancements to this architecture
using both FML and SML. The meta-model provides a foundation for understanding and mod-
eling CPS, while the centralized ML architecture leverages ML to enhance their adaptability
and efficiency. However, the centralized architecture faces limitations in data privacy, scalabil-
ity, and communication overhead. The FML-based architecture addresses these limitations by
distributing ML computations across multiple nodes, while the SML-based architecture further
tackles resource constraints in CPS, offering an efficient solution for environments with limited

computational resources.

1 Meta-Model for Adaptive CPS

Figure 4.1 depicts the meta-model we have developed for addressing self-adaptive CPS. The
proposed meta-model is based on advanced work about CPS and 10T [25] [17] and those related
to designing and managing of self-adaptive systems [90]. Our model is composed of two parts:
the first part includes all the generic elements of a CPS, whereas the second one holds the basic
elements implementing the self-adaptation system. A CPS object is the composition of a virtual
entity and a physical entity that is associated with, in order to highlight the fact that these two
concepts belong together. The both present a state that may be perceived and changed during
system running. Formally, we define a CPS as a non-empty set of intelligent components as

follow:

CPS =

n

(comp;) @.1)
i=1

In fact, a component comp of a CPS is the intersection between what is considered physical

(PhyC) and what is virtual (VrtC). It is no longer enough to understand, develop, manage and

maintain physical and virtual components separately. We will therefore note:
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comp = PhyCNVrtC 4.2)

Where: "
PhyC =) (P,) (4.3)

i=1

and

k
vriC =Y (V) (4.4)

i=1

Equation 4.2 defines a component (comp) of a CPS as the intersection between the set of
physical entities (PhyC) and the set of virtual entities (V rtC), where comp represents the shared
functionalities between the physical and virtual aspects of the system. PhyC and VrtC are
further elaborated in Equations 4.3 and 4.4, respectively. PhyC is defined as the sum of physical
components P; with i ranging from 1 to m, encompassing entities such as sensors, actuators,
tags, and other physical devices. Similarly, Vr¢C is expressed as the sum of virtual components
Vi with i ranging from 1 to k, capturing various virtual entities in the CPS. Together, these
equations establish the composition of a CPS component by combining its physical and virtual
elements.

The result of the intersection between PhyC and VrtC gives the set of functions F performed
by the CPS, where:

VP € PhyC,HVj eVrC,f, € F : Vj AP = fi 4.5)

Formula 4.5 expresses the functional relationship within a CPS by stating that for every
physical component (P;) in the set of physical entities (PhyC), there exists a virtual component
(V;) in the set of virtual entities (VrtC), and there exists a function (f) in the set of functions
(F). The logical condition V; A P; = f; signifies that the combination of a specific virtual entity
V; and a corresponding physical entity P; implies the execution of a particular function f;. In
simpler terms, this formula formalizes the notion that the interaction between physical and
virtual components in a CPS results in the performance of specific functions, contributing to the
system’s overall functionality.

Physicals Components (PhyC) are the recognizable part of the physical environment that
interests the user to achieve his goal. They can be any physical device such as: robot arm, cars,

storage elements or supply chain item, computers, electronics, ect. Like presented in formula
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4.3, in our CPS model, PhyC is a set of physical devices:
P, € {Sensor,Actuator,Tag,Other} (4.6)

A virtual entity (VrtC), representing the physical entity in the digital domain, maintains
a one-to-one association with its physical counterpart. This digital representation serves as
a key linchpin within our meta-model, encapsulating not only the essential features of the
physical components but also acting as the focal point for enabling dynamic self-awareness,
self-learning, and self-reconfiguring capabilities in CPS. Beyond mirroring the physical com-
ponents, the virtual entity integrates a sophisticated layer of software, encompassing resources,
services, and mechanisms dedicated to facilitating seamless self-adaptation. This holistic ap-
proach ensures that the virtual entity not only captures the state of the physical entity but also
enhances it in the digital realm, contributing to the overall intelligence and resilience of the
CPS.

Resources are software components that provide data or used in the operation of physical
entities. In our model, we identify two types of resources: Internal and external resource.
Concerning the first type, there is a distinction between resources on the device and network
resources. As the name suggests, on-device resources are hosted on the devices. It is the
software deployed on the device (sensor and actuator) associated with the physical entity.

On the other hand, network resources are locally deployed (in the LAN of the same orga-
nization), include executable code for accessing, processing, and storing sensor information, as
well as the code for controlling actuators. External resources are the resources that are avail-
able somewhere in the Cloud/Edge, for example, a back-end or a Cloud-based database. As
we mentioned above, our meta-model includes all the elements of self-adaptive systems which
are the key enablers of smart environments such as CPSs. In such environments, the system is
composed of the necessary elements to know the environment and to act on it. Thus, the system
has Triggers (see Fig. 4.1) for changing the state of the environment. It has, also, perceptors
(Environment Monitor) for obtaining the environment current state. In a CPS, adaptation is
the higher level of a smart system that is able to inspect itself, learning from experience and
self-modifying its specification. Consequently, in our meta-model we have the Evolution En-
gine that is qualified to know the model of the system at run-time, and to change or influence
the solution strategy built at design time. In this case, the system is able to revise its run-time
model, thus producing a new solution strategy. The Evolution Engine is able to set up a Solution
Builder in which its role is to provide a completely new solution strategy by using a repository

of established functionalities.
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2 Centralized ML-Based Architecture for CPS

CPS are distributed and loosely coupled to cyber systems and physical systems that are moni-
tored/controlled by user-defined semantic laws [62]. It is important to define the architecture of
this paradigm as well as its components and their functionalities besides the used technology.
The general objective of a CPS is to collect multiple data from various sources such as the data
received from the sensors installed in the different production machines. Thereafter, convert
them into information in the cyber world in order to process, to understand them, and then turn
them into appropriate actions in the physical world. Therefore, our architecture [15] contains
the main software modules that will ensure CPS functionalities such as: resource/data manage-
ment, process planning, and the different modules which convert machines to be self-aware,
self-learning and self-reconfiguring. As shown in Fig. 4.2, the proposed structure consists of

the following layers:
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Figure 4.2: The proposed architecture

2.1 Physical layer

It represents the basic local assembly of machines connected to the Internet via the OPC-UA

(OPen Connectivity — Unified Architecture) protocol to ensure communication standardization

between different units. This layer consists mainly of sensors and actuators:

* Sensors are used to collect signals from machines and then transform them.

* Whereas, the actuators take electrical signals and combine them with a source of energy

to create a physical movement.
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2.2 Data/Resource Processing Layer

This layer collects data from various sources, and then it interacts directly with the data producer
at the physical layer and the data storage in the Edge/Cloud. In addition, It manages requests
and responses between the different layers of our architecture. The Data/Resource processing

layer contains the following modules:

* Conditioner: its role is to record and aggregate values delivered by the sensor to restore
information on the state of the system. These values can be used by the data management

unit.

* Data Management: we preprocess data recovered from conditioner to eliminate col-
lisions and clean the data of any redundancy (collection + aggregation). During data
collection, data is acquired from devices at the physical layer, and it is sent to the aggre-
gation component to be summarized into different pieces. Finally the data is sent to the

data storage layer.

* Resource Management: A resource is defined as anything needed to perform a task.
The resource management module ensures the discovery and arrangement of source data
by storing the locations of database fragments for updating and querying purposes. This
module aims to guarantee the notion of Real-time Queries which is essential for efficient

and intelligent monitoring.

* Planning Process: its role is to plan, schedule, and allocate resources to optimize effi-
ciency. In CPS, Process planning is an advanced computer-aided planning process system
that collaborates with every part of the Learning Application layer (explained below). It
enables the automatic generation of a process plan based on machine learning techniques.
These latter help to define the optimal process plan by evaluating real-time data on the

local utilization of available machines and tools.

* Monitoring and Control: This module is responsible for controlling and monitoring the

system in real time. It supports processing optimization.

* Requests management: it manages the requests sent by physical layer. It is considered
as an intelligent router which is able to decide whether the request is urgent or not. If it
is urgent, it will be sent directly to the Monitoring and Control module. In this case, the
request will be treated and transferred to the corresponding database, otherwise it is the
normal case where the data will be, at first, treated by data management and then sent to

data storage layer.
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2.3 Data Storage Layer

This layer contains the main storage elements such as databases, log files (providing a full
history of events over time) and data sets (required by the ML layer). This Data is cleansed,
transformed, and prepared by a definite structure and thus provides opportunities for the system
to use data as required by the Business. We note here that the data storage layer is distributed
between the Edge and the Cloud, and this depends on the nature of the data and the time required
to process it. According to our architecture, after receiving data from the Conditioner module,
it sends it to the data management module for providing real time services. If we need real time
services, data will sent to the Edge layer. Otherwise these data are considered as historical data
and sent to the Cloud layer. The datasets that will be used by the ML are in the Cloud layer.
This is because it needs an important capacity of storage. In addition, ML steps take time to

process (for example the training step).

2.4 Learning Application Layer

A CPS is required to carry out a mission with minimum supervision. In fact, a CPS plans to
be flexible systems that can self-aware, self-learning and self-reconfigure. Real-time analytics
based on Machine Learning (ML) techniques provide the required functionality. The learning
application layer is one of the important layers of our architecture. It solutions to incoming
problems based on information that are locally processed and stored, as well as other bases
such as the Cloud. Thereby, the system can keep pace with changes in the environment and
machinery and make appropriate decisions. To this end, we use ML models, which allow us to
perform a variety of tasks in CPS: such as anomaly detection, fault prediction, predictive main-
tenance, process optimization, intelligent resource allocation, etc. Machine learning models can
be trained to allow the correct execution of the processes. They remap how it might handle the
error. For example, after a device failure appears it will perform fault recovery and reconfigura-
tion. The ML models can determine the probability factors of a fault. Therefore, it is possible
to predict a breakdown and machine maintenance that will avoid production’s interruption and
as a result increase the company’s productivity.

To demonstrate the viability and effectiveness of this layer, we have implemented it in a
practical context. This application aligns with the realm of : Fault Prediction Using Supervised
and Unsupervised Learning Algorithms [15]. In this real-world scenario, our system leveraged
the power of supervised and unsupervised learning algorithms to predict failures in a dynamic

environment such as CPS. The main goal of the Fault Prediction module is to predict whether
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a device is exposed to failures or not. It allows, also, to identify the failure type. Therefore,
its architecture will make use of supervised and unsupervised learning algorithms. First, we
use classification techniques for separating data into two classes: faulty and correct data. Next,
we apply the clustering method to the faulty data in order to group them into many clusters
depending on fault type. We will delve further into the implementation and experimentation of

our architecture in the following chapter.

3 Limitations of our Centralized ML-Based Architecture

Our centralized ML-based architecture presents a robust foundation for enhancing the adapt-
ability of CPS. However, it also faces some challenges, such as data security, privacy concerns,
scalability, and communication overhead, which need transmitting large volumes of data to a

central server.

3.1 Data Security and Privacy Concerns

The effectiveness of our centralized architecture, relying on data aggregation from diverse de-
vices for the learning process, introduces significant challenges in terms of data privacy. These

limitations can be summarized as follows:

* Centralized Data Collection: The architecture’s reliance on centralized data collection
poses privacy concerns as sensitive information is aggregated in a single location, making
it susceptible to potential breaches. Additionally, the nature of data generated by the
components of the CPS is typically private, and these systems do not readily disclose
their data, which makes the stage of collecting data from various systems impossible in

SOme casces.

* Privacy Vulnerabilities during Transmission: During the transmission of data from
various devices to the central server, privacy vulnerabilities may arise. Ensuring secure

communication becomes paramount to prevent unauthorized access or data interception.

3.2 Scalability Concerns

As our architecture relies on a centralized system for processing and learning, the increasing
volume of data from diverse devices may lead to performance limitations. Scaling the system to
handle larger datasets becomes a critical consideration. Additionally, the centralized approach

places a heavy load on computational resources, particularly as the number of connected devices
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grows. Ensuring that the system can efficiently scale to accommodate increased computational

demands is essential for sustained performance.

3.3 Communication Overhead

In a centralized architecture, transmitting data from various devices to a central server may
result in a significant volume of data. The sheer quantity of information being sent can impose
a strain on network bandwidth and resources. Moreover, transmitting large volumes of data over
a network can introduce latency, impacting the speed at which data travels between devices and
the central server. This latency may become a critical concern, especially in real-time or time-

sensitive applications.

4 Towards a Privacy-Enhanced Architecture Empowered by
Collaborative ML

In this section, we propose an advanced privacy-enhanced architecture using collaborative ML
to address the limitations identified in our previous system. To overcome the inherent privacy
challenges of centralized approaches, we integrate two distinct forms of Collaborative ML:
Federated Machine Learning (FML) and Split Machine Learning (SML).This entails deploying
intelligent algorithms and models at the edge of a network to facilitate local data processing
and decision-making. Through the utilization of collaborative ML, data from diverse edge
devices can collaboratively train machine learning models without the need for centralized data
collection. This approach ensures enhanced data privacy and reduced latency.

This section provides an overview of the proposed collaborative ML-based architecture,
focusing on the components of the architecture and how they function together. We will present
the additions made to our previous architecture in terms of collaborative ML, specifically FML
and SML.

4.1 The Proposed FML-Based Architecture for Enhancing Data Privacy in
CPS

As shown in Fig. 4.3, the FML-based architecture consists of three main entities: local collec-

tors, Edge aggregators and a Cloud layer.



Chapter 4. Proposed Framework for Adaptive Cyber-Physical Systems 61

Cloud Layer
(Learning Application Layer)
----------------------------- y 31
FML Sies @ 25 @ e
% i Models [ Models - Te e v
O Manager Aggregation |. Saas ==
Data storage Layer ¢ o e

Data and Resource
Processing Layer

Fay'8
localupdate |  Locjlupdate 7T | update
| o
Local mgde -
| @
Edge |
Aggregators
Loca 35:3
Local

Collectors (+)

7

Figure 4.3: The proposed FML-based architecture

4.1.1 Architecture Components

Local Collectors:

Local Collectors are responsible for collecting and managing data from the local devices or
nodes within a particular group or federation. They can encompass a wide range of devices,
including industrial equipment, individual smartphones, 10T devices, sensors, and other end-
points. The Local Collectors ensure that data remains secure and private, often by aggregating
or summarizing the data before its sent to the aggregator. The primary focus of Local Collectors
is to prepare and send relevant information to the aggregator, respecting privacy and security

constraints.

Edge Aggregators:
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Edge Aggregators are responsible for aggregating the locally computed model updates from
devices or nodes within their own federation. Each device trains its model locally using its own
data, and then these local models are sent to the Edge Aggregator. It combines the models in
some way, often by averaging the model parameters, to generate a global model update. This
global model update is then shared with other federated groups or used to update the global
model maintained by the Cloud layer. Edge aggregators facilitate collaborative learning across

devices while ensuring that sensitive data remains on the local devices
Cloud Layer:

It plays a crucial role in the FML framework. Its main goal is to facilitate the aggregation of
knowledge that originates from various local aggregators. Due to privacy considerations, our
architecture shares only the learned data that is coordinated by the Cloud layer, while the pri-
vate or sensitive data are stayed at the local aggregators. Due to potential variations in data
types and machine learning models across local aggregators, the Models Manager module in
our architecture assumes the role of overseeing and harmonizing these diverse models, ensuring
effective management and coordination. The updating of the global model is achieved through a
synchronization process that involves both the global model and the local aggregators. This syn-
chronization is achieved by the Models Aggregation module, which manages the coordination

between these components.

4.1.2 Mode of Operation

In our architecture, the goal is to collaboratively train a global model using data from N clients,
each having their own local dataset denoted as D; where: 1 < i < n. This dataset consists of a
set of K; labeled pairs :

D; = (xN ykk 4.7)

1

Where Xl-k" is referred to the training input, and Yl.k" is the corresponding label.

In our architecture, the process revolves around collaborative training between Edge (Client
side) and a Cloud layer (Server side). The goal is to update a global model by utilizing the local
models trained on each client’s local data. Algorithm 3 captures the behaviour of each client in
our architecture.

The client-side process begins with the initialization of a local model (M;,.,;) using the
initial global model (My). This local model is provided by the Cloud layer and it serves as the

starting point for the client’s training process (line 1). Subsequently, the local model is trained
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Algorithm 1 Client Side (Edge layer)
Require: M, : initial global model
D : Local data
Ensure: the gradients of the local loss
11 Mipcar <— Mo
2: Mypeqr < TrainLocalModel(Mjycq, D)
3: gradientsLocal < ComputeGradients(Mjycq;,D)
4: SendToServer(gradientsLocal)

using the client’s local data (line 2). Through this local training, a client trains its local model
Mjycq using its local dataset D to minimize a local loss function : L;(Mjycq). This is done by

the formula:

Mlocal = argminMLi (MO) (48)

Following the training phase, the gradients of the local loss with respect to the model’s
parameters are computed (line 3). These gradients are computed based on the local data and the

current model parameters.

VL; = VLOSS(Mlocalei?Yi) ()

Finally, the client sends this gradient to the Cloud layer for aggregation and updating the
global model (line 4). We note that clients send only the gradients of their local model param-
eters to the Cloud layer, rather than sending the entire model or raw data. This approach is
essential to maintaining data privacy and reducing communication overhead.

Regarding the server side, its process is described in Algorithm 4. The server plays a pivotal
role in managing the aggregation and updates of the global model by utilizing contributions
from the devices participating in the training. To begin, the server initializes the global model
denoted as My;opy (line 1). This model serves as the starting point for the collaborative train-
ing process. Then, the algorithm proceeds by iterating through a predetermined number of
rounds, indicated by the variable nbrRound (line 2). Within each round, the server performs
several tasks. It first distributes the current global model My, to the participating clients
(line 3). Then, it sets up an accumulator named aggregated_gradients to gather the gradients
sent by devices (line 4). After that and for each device enlisted in the list of participating de-
vices, the server receives the gradients (gradients_local) transmitted by the device. The server
subsequently aggregates these local gradients by adding them to the aggregated_gradients ac-

cumulator (lines 4-8). Once all the gradients have been aggregated, the server calculates the
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averaged gradients by dividing the accumulated aggregated_gradients by the total number of
participating devices (line 9). Afterwards, the server employs the calculated averaged gradients
to update the global model (Mg;pq1) through the U pdateGlobalModel function (line 10).

The global model at iteration t+1, denoted as Mgjopq,., > is Obtained by aggregating the
local models from the participating clients. In our architecture the aggregation is done using

averaging method (where N is the number participating clients):

1
Mglobal,H = N ZMglabalr (4.10)
i=1

We note that M;opa,,, is used as the new global model for the next iteration.

Algorithm 2 Server Side (Cloud layer)
Require: Devices: the participating devices for training
nbrRound : positiveNumber
Ensure: an updated global model
1: Mgjopar < InitializeGlobalModel ()
2: for (round < 0 to nbrRound — 1) do
3: broadcast My, to all clients in Devices
aggregatedgradients < 0
for (each device in Devices) do
gradients_local < ReceiveGradientsFromClient ()
aggregated_gradients < aggregated_gradients + gradients_local
end for
averaged_gradients < aggregated_gradients/nbr_devices
10: Miopar < UpdateGlobalModel(Mglobal,averaged_gradients)
11: end for
12: return (Mgjopar)

e A A

4.2 The Proposed SML-Based Architecture for Resource-Constrained CPS

While FML offers significant privacy benefits by keeping data on local devices and only sharing
model updates, it has limitations when applied to resource-constrained CPS. FML relies on the
computational capabilities of client devices to train local models, which can be problematic in
environments where devices have limited processing power, memory, and energy resources.

To address these constraints, we propose an architecture based on SML. Unlike FML, SML
divides the model training process between the client and server, significantly reducing the
computational burden on client devices. In SML, the initial layers of the model are trained on

the client side, producing intermediate representations of the data. These representations, which
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are much smaller and less complex than raw data, are then sent to the server. The server, with
its more substantial computational resources, completes the training of the remaining layers of
the model.

This approach offers several advantages for resource-constrained CPS:

* Reduced Client-Side Computation: By offloading the majority of the training process
to the server, SML minimizes the computational demands on client devices, making it

feasible for devices with limited resources.

* Improved Energy Efficiency: With less processing required on the client side, SML helps
extend the battery life of resource-constrained devices, which is crucial in CPS environ-

ments.

* Maintained Data Privacy: Similar to FML, SML ensures that raw data remains on the
client side, enhancing data privacy. Only abstract, intermediate representations are trans-

mitted to the server, reducing the risk of data leakage.

* Scalability: SML is more scalable for large-scale CPS deployments, as the computation-
ally intensive tasks are handled by the server, allowing more devices to participate in the

learning process without overloading their limited resources.

4.2.1 Architecture Components

In this subsection, we outline the key components of our SML-based architecture and illustrate
how they operate together. We focus on the enhancements introduced compared to our previous
architecture presented in Figure 4.2. As illustrated in Figure 4.4, our proposed SML-based ar-
chitecture for resource-constrained CPS retains the same fundamental components as the FML-
based architecture, comprising three main entities: local data collectors, edge aggregators, and
the main server. The primary difference lies in the training process, which is optimized to suit

resource-constrained environments.

* Local Data Collectors: These entities are responsible for collecting data from various

sensors and devices within the CPS. They preprocess the data and prepare it for training.

» Edge Aggregators: Edge aggregators manage the client-side model (M,), orchestrate the
training process, and actively collect data from local collectors. The client-side model is
initialized with random weights, and local training is conducted on the initial layers of the
neural network, up to a designated cut layer that separates the client-side and server-side

segments.
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Figure 4.4: The proposed SML-based architecture

* Main Server: The main server, or Cloud layer, communicates with clients in a sequential
manner to ensure a structured learning process. It completes the training process by
handling the later layers of the neural network and aggregating updates from multiple

edge aggregators.

In our proposed SML-based architecture for resource-constrained CPS, training is optimized
to mitigate the computational limitations of client devices while preserving data privacy. The
architecture uses edge aggregators to manage client-side model training, where initial layers
of neural networks are locally trained up to a designated cut layer. During training iterations,
activations (referred to as ’smashed data’) from these layers are securely transmitted to a main

server. The server then processes this data through its remaining layers, facilitating the re-
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finement of a global model. This iterative process ensures that computations are efficiently
distributed, enhancing model accuracy without compromising the privacy of raw data collected

by local sensors within the CPS environment.

4.2.2 Collaborative Training in our SML-architecture

In our SML-based architecture, the primary objective is collaborative model training, wherein
the server collaborates with each client in sequence for model training. Each client possesses
an individual local dataset denoted as D;.

In our architecture, the training process comprises a Client (C) and a server (S). A global
model, denoted as Mgjypq, is created, which consists of two distinct parts: M, (Client-side
Model) and M, (Server-side Model). Algorithm 3 outlines the behavior of each client within
our architecture. The M, is responsible for processing the initial layers of the neural network,
conducting local training on the client’s unique dataset, and generating "smashed data" after
forward propagation up to a designated cut layer. On the other hand, the Mj, residing on a central
server, utilizes the smashed data received from the client to complete forward propagation on the
remaining layers of the global model. The server side process is described in Algorithm 4. The
server conducts forward propagation on the server-side model (M) using the received smashed

data to obtain to minimize a loss function : L;(smash_data). This is done by the formula:

M, = argmin,,L;(smash_data) (4.11)

After the training phase, the gradients VL; of the loss function L; with respect to the model’s
parameters are calculated. These gradients are determined using the smash_data and the current

model parameters, as shown in formula 4.12.

VL; = VLoss(M;,smash_data) (4.12)

This process involves computing the loss function, engaging in backpropagation, and up-
dating its own weights until reaching the cut layer. The gradients corresponding to the smashed
data are then communicated back to the client. This collaborative training process between the

M, and the M; iterates until convergence, contributing to the refinement of the Myjpq-
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Algorithm 3 Client-Side Algorithm

Require: M, : Client-side Model with random weights
D, : Local data on the client side
num_epochs : Number of training epochs

Ensure: Smashed data for the server

1: for epoch < 1 to num_epochs do

2 M, < TrainLocalModel(M.,D.)

3 smash_data < M..get_smash_data()

4: SendToServer(smash_data)

5 gradients_from_server < ReceiveFromServer|()

6 M..backward(gradients_from_server)

7: end for

Algorithm 4 Server-Side Algorithm

Require: M; : Initial server-side model
clients : List of clients

Ensure: Updated gradients

1: for client in clients do

2: for epoch < 1 to num_epochs do
3 smash_data < receive_from_client(client)
4 predictions < M. forward (smash_data)
5: loss < calcul_loss(predictions, smash_data)
6: M;.backward(loss)
7 send_to_client (client,My.get_gradients())
8 end for
9: end for
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5 Conclusion

This chapter has presented a comprehensive framework for adaptive CPS, encompassing a
meta-model, a centralized ML architecture, and its enhancement through collaborative ML.
The meta-model provides a foundation for understanding and modeling the complex interac-
tions between physical and digital components within CPS. The centralized ML architecture
leverages ML techniques to enhance the adaptability and efficiency of CPS. However, the cen-
tralized architecture is constrained by data security and privacy concerns, scalability limitations,
and communication overhead.

To address these limitations, we introduced collaborative ML approaches, specifically FML
and SML. These approaches decentralize model training and data processing, thereby enhancing
data privacy and scalability while reducing communication overhead in resource-constrained
CPS environments. FML allows local devices to collaboratively train a global model without
sharing sensitive data, while SML partitions the training process between client-side and server-
side components, optimizing computational resources and preserving data privacy.

In the next section, we will validate our proposed framework through a case study on fault
prediction in industrial CPS. This validation aims to demonstrate the effectiveness and practical
application of our collaborative ML-enhanced architecture in real-world scenarios, showcasing

its potential to improve reliability and operational efficiency in industrial settings.



5. Case Study - Fault Prediction in CPS
Using Centralized/Decentralized ML

In this chapter, our focus turns to the fault prediction module within the learning application
layer of our architecture. This module will exploit ML techniques for predicting and anticipat-
ing potential problems before they lead to device failure. The implementation of this module
serves as a practical exploration of the feasibility and efficacy of our proposed approach.

This chapter begins with the deployment of the fault prediction module within the confines
of our centralized architecture. Subsequently, we replicate and refine the implementation within
the framework of our FML-based architecture. Prior to delving into the implementations, we
will first present a detailed overview of the structure of the fault prediction module, elucidating
its components and functionalities. Additionally, an introduction to the dataset employed in this
case study will be provided, outlining its characteristics and relevance to fault prediction.

The chapter concludes with a comprehensive comparison of the results obtained from both
implementations, offering valuable insights into the performance and effectiveness of each ar-

chitecture in the context of fault prediction within CPS.

1 Fault Prediction Module Structure

The main goal of the Fault Prediction module is to predict whether a device is exposed to failures
or not. It allows, also, to identify the failure type. Therefore, its architecture will make use of
supervised and unsupervised learning algorithms. First, we use classification techniques for
separating data into two classes: faulty and correct data. Next, we apply the clustering method
to the faulty data in order to group them into many clusters depending on fault type. Finally,
we apply prediction. As shown in figure 5.1, the functioning of the Fault Prediction module

contains the following steps:

* Classification: This step permits to separate data them into two classes: correct data and

faulty data.

* Clustering: Here we treat only the faulty data, and this is for the purpose of grouping
them into similar clusters, which allows us to know the nature of the error in each group

of wrong data.

* Prediction: Here comes the prediction stage with the use of new data.

70
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Figure 5.1: Fault Prediction Operating Principle
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2 Dataset Description

The data was collected from «Kaggle» known as predictive maintenance which offers us a syn-
thetic data set [70] that reflects the actual predictive maintenance data of a system encountered
in the industry. The dataset consists of 10,000 data points stored as rows with 6 features in

columns.

* product ID : consisting of a letter L, M, or H for low (50% of all products), medium

(30%) and high (20%) as product quality variants and a variant-specific serial number.

* air temperature [K] : generated using a random walk process later normalized to a
standard deviation of 2 K around 300 K

* process temperature [K] : generated using a random walk process normalized to a stan-

dard deviation of 1 K, added to the air temperature plus 10 K.

* rotational speed [rpm] : calculated from a power of 2860 W, overlaid with a normally

distributed noise

* torque [Nm] : torque values are normally distributed around 40 Nm with a ¢ = 10 Nm

and no negative values.

* tool wear [min] : The quality variants H/M/L add 5/3/2 minutes of tool wear to the used

tool in the process.

Additionally, in this dataset, we have the *'machine failure’ label that indicates whether the
machine has failed in this particular datapoint. If the process fails, the *'machine failure’ label is

set to 1, which is the case for 339 datapoints.

3 Implementation with Centralized Architecture

In the implementation of the fault prediction module within our centralized architecture, we
adhere to the structured approach presented in section 1.4 of chapter 2. This approach ensures
methodological rigor and facilitates meaningful insights into the performance of the system. As

presented in figure 2.6, these steps are described as follows:

* Data Collection: As presented in the previous section, this step deals with the acquisi-

tion of relevant datasets for training and testing purposes.
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* Data Preparation: This step involves preprocessing the collected data to ensure its suit-
ability for the fault prediction module. This involves tasks such as Exploratory Data

Analysis, Feature Selection, Handling Unbalanced Data, and data fraction.

* Choice of Algorithm: Selection of a suitable machine learning algorithm tailored to
the specific characteristics of the fault prediction problem. This step involves a careful

consideration of algorithmic strengths, weaknesses, and compatibility with the dataset.

* Model Training and Evaluation: The chosen algorithm is applied to the prepared dataset
for training, and the model’s performance is evaluated using distinct metrics. This step

gauges the model’s ability to learn from the data and make accurate predictions.

* Parameter Tuning: Optimization of model parameters to enhance predictive accuracy.
Through systematic tuning, we strive to fine-tune the model for optimal performance,

ensuring it generalizes well to unseen data.

* Prediction: The final model is employed to make predictions on new data.

The software development environment, comprising tools such as Google Colab, Python, Keras,
NumPy, and others, along with the hardware environment, are detailed in the appendix of this

manuscript

3.1 Data preparation

Data preparation is the most important phase in the ML process. It involves cleaning, structuring
and organizing data. Following the ML pipeline, This step involves tasks such as Exploratory

Data Analysis, Feature Selection, Handling Unbalanced Data, and data fraction.

3.1.1 Exploratory Data Analysis

This step is very critical for analyzing and understanding the insights of the key characteristics
of the data. It is mainly used to discover patterns and anomalies. Furthermore, it consists
of extracting correlations or relationships between the different data by identifying the most
and the least related attributes. To do so, data visualization methods have to be applied such
as correlation matrix, and pair plots. The Correlation matrix measures both the strength and
direction of the linear relationship between two variables. Correlation values are standardized.
It is given by the following formula:
Cov(X,Y)

rxyy = ———— (5.1)
OY * Oy
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Figure 5.2: Correlation matrix between the different features

Where:

* cov(X,Y) is the covariance between variables X and Y.
* Oy and oy are the standard deviations of X and Y, respectively.

The formula for the covariance cov(X,Y) between two variables X and Y is given by:

i1 (Xi —X) (Y - V)

X;
cov(X,Y) = N

(5.2)
Where:

* X; and Y; are individual data points in the datasets X and Y.

* X; and Y; are the means of X and Y, respectively.

* N is the number of data points.

Figure 5.2 represents the correlation matrix of the different attributes in the selected data.

We can see, clearly, that the two attributes air temperature and process temperature are highly
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Figure 5.3: Bivariate relationship between each pair of features

correlated. In this step, we can also study the bivariate relationship between each pair of features
in order to analyze the different distribution of features. Figure 5.3 depicts the relationship
between the features of our dataset. It can be seen that the target values are highly unbalanced,
i.e, the target feature has more observations in one specific class, which is the correct data class.
Moreover, we notice that the following attributes: air temperature, process temperature pair,

torque, and rotational speed are significantly different in their distribution compared to other

attributes.

3.1.2 Feature Selection

The selection process allows identifying the most efficient features for prediction by selecting
the attributes with the highest score and removing those with the lowest one. In our case, we
have used the SelectKBest technique to pick out the top k features with the highest ranked
scores. Table 5.1 presents the score of each feature of our dataset. It is shown that Torque,

Tool wear, Air temperature, Rotational speed, and process temperature are the features with the
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Features Scores
Torque [Nm] 342.79
Tool wear [min] 88.93
Air temperature [K] 61.95

Rotational speed [rpm] 16.05
Process temperature [K]  09.95

Table 5.1: Scores of each features

highest scores.

3.1.3 Handling Unbalanced Data

In classification, training data may exhibit classes with imbalanced proportions, where the target
class has a skewed distribution of observations. This imbalance can lead to misleading accuracy
metrics, as the model might struggle to effectively predict instances belonging to the minority
class. In our dataset, the class representing correct data (Target is 0) has a significantly higher
number of observations, while the other class has a notably lower number of instances.
To address this issue, we employed the Synthetic Minority Oversampling Technique (SMOTE)

method, one of the widely used oversampling techniques for handling class imbalance. SMOTE
aims to rectify the distribution of classes by randomly augmenting examples of the minority

class through synthetic data generation.

3.1.4 Data fraction

The prediction model must be tested on data that it has not yet encountered to see whether it can
successfully generalize new data from the data has already seen. To do so, we must split data
into two sub-sets: training set (with a majority of 75% of samples) and test set (with a minority
of samples 25%). We emphasize that train_test_split function, of scikit-learn library, has been

used to split randomly our data according to arbitrary proportions.

3.2 Choosing ML Algorithms for Fault Prediction

In the process of developing the Fault Prediction module, the choice of ML plays a crucial role in
ensuring the effectiveness and accuracy of the model. This section outlines the rationale behind

the selection of two specific algorithms, one for classification and the other for clustering.
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Classifier Accuracy Runtime
RF 97.66 1.96
Decision Tree 95.76 0.06
KNN 95.44 0.21
SVM 84.24 12.48
GaussianNB 82.22 0.02

Table 5.2: The obtained accuracy of each classifier

3.2.1 Classification Algorithm: Identifying Correct and Faulty Data

The first algorithm employed in the Fault Prediction module is a classification model. The main
objective of this model is to categorize data into two distinct classes: correct and faulty. This
binary classification serves as the initial step in the fault prediction pipeline, allowing the system
to differentiate between normal operation and anomalous behavior.

Many ML algorithms have been successfully applied for Classification domain such as:
Support Vector Machine (SVM), K-Nearest Neighbors (KNN), Random Forest (RF), Gaussian
Naive Bayes, and Decision Tree. In order to choose the best classifier, we conducted a series
of test to compare the aforementioned supervised machine learning predictive models using our
dataset. We note that we have applied the default models without any hyper-parameter setting
and compared their accuracy.

Table 5.2 depicts the accuracy of each model. We can see clearly that the RF model out-
performs the other models in terms of accuracy. Also, RF is capable of handling large datasets
with high dimensionality. It enhances the accuracy of the model and prevents the over fitting
issue. For the above reasons, we chose to select RF Classifier in order to build a model that can
efficiently classify out data into two classes (faulty and correct data).

During the classification phase with RF, we have used confusion matrix to visualize the
performance of the model by displaying the measurements of true positives (TP), true nega-
tives (TN), False Positives (FP), and False Negatives (FN). The model correctly predicted all
observations that fall on the matrix diagonal, while observations that fall outside the diagonal
correspond to errors in the model. In Figure 5.5, we can see that our model was able to predict
2142 data belongs to faulty class and 2098 belongs to correct class. However, 69 cases belong
to faulty class were estimated otherwise. In the other side, 33 cases that belongs to correct class
were predicted wrongly.

Finally, classification report is calculated to evaluate the performance of RF model. It allows

us to measure the quality of the predictions of the algorithm by showing the scores of the
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accuracy, precision, recall and F1-score. These metrics are calculated as follows:

» Accuracy: is the proportion of correctly classified instances out of the total instances.

Accuracy = IP+IN (5.3)
Y T TPYTN+FP+FN '

* Precision: is the ratio of correctly predicted positive observations to the total predicted

positives. It is a measure of the accuracy of the positive predictions.

TP
Precision = ———— (5.4)
TP+FP

* Recall: is the ratio of correctly predicted positive observations to all observations in the

actual class. It measures the ability of the model to capture all the positive instances.

TP
Recall = ——— (5.5)
TP+FN

* Fl-score: is the harmonic mean of precision and recall. It provides a balance between
precision and recall, especially when the classes are imbalanced.
2 - Precision - Recall

Fl-— = 5.6
score Precision + Recall (5.6)

Table 5.3 presents the comprehensive evaluation results for our RF model. The RF model
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Metric Class 0 (Faulty data) Class 1 (Correct data)

Accuracy 0.9766 0.9766
Precision 0.9841 0.9670
Recall 0.9707 0.9839
F1-score 09774 0.9754

Table 5.3: Performance Metrics for Classification Using RF

demonstrated impressive performance with an overall accuracy of approximately 97.66%. This
indicates that the model effectively classified instances into faulty and correct data. The high
precision values for both faulty (Class 0) and correct (Class 1) data (approximately 98.41% and
96.70%, respectively) reflect the model’s accuracy in making positive predictions. The recall
values, approximately 97.07% for faulty data and 98.39% for correct data, signify the model’s
ability to capture a high proportion of actual instances. The F1-scores, balancing precision
and recall, are approximately 97.74% for faulty data and 97.54% for correct data, indicating a
harmonious trade-off. Overall, these metrics collectively highlight the model’s robustness and

effectiveness in classifying data into the designated categories.

3.2.2 Clustering Algorithm: Grouping Predicted Faulty Data

After identifying potentially faulty instances, the clustering model comes into play to further
analyze and group these data points into clusters. Clustering provides valuable insights by
revealing patterns or similarities among the identified faulty data, aiding in the interpretation
and diagnosis of the detected faults. This step enhances the fault prediction process by offering
a more granular understanding of the diverse types of faults present in the system.

The most used clustering algorithms are: k-means, hierarchical clustering, and fuzzy C-
means clustering. Several comparative studies [42][125] demonstrate that K-means exhibited a
better performance in terms of accuracy than the other methods investigated. In our case, we
have used K-means to group faulty data into clusters. The fact that this technique adapts to
new examples, simple to implement and returns clusters that can be easily interpreted and even
visualized motivate this choice.

The initial step in applying K-means involves determining the optimal number of clusters,
denoted as ’K’. To achieve this, we employ the Elbow method, a popular technique for identify-
ing the point at which the addition of more clusters does not significantly improve the model’s
performance. Figure 5.5 provides a crucial insight into the identification of the optimal 'K’
value. By analyzing the curve, we observe an ’elbow’ point, where the rate of improvement

diminishes. In our case, the Elbow method suggests the presence of 4 clusters as the optimal
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configuration for the K-means algorithm.

In the next stap, we apply the K-means clustering algorithm with 4 clusters as parameters.
This allows the algorithm to group similar instances within the faulty data, facilitating the ex-
traction of meaningful insights and potentially revealing distinct patterns or subsets that might
not be immediately apparent through other analytical approaches. Figure 5.6 illustrates the
clustering results, showcasing how the faulty data is organized into distinct clusters within the
three-dimensional space. Notably, the representation highlights the presence of four discernible

clusters, each corresponding to a specific type of failure—designated as types 0, 1, 2, and 3.

3.3 Deploying the Trained Model for Real-world Predictions

In the final phase of our fault prediction module, we transition to the prediction stage where the
model is tested on unseen observations. Upon successful prediction, the fault prediction mod-
ule has the capacity to generate an output dataset encompassing all instances that are deemed
susceptible to failure, along with their corresponding failure types. This output serves as a valu-
able resource for further analysis, decision-making, and proactive maintenance efforts within
the industrial process.

While our centralized learning-based architecture has demonstrated impressive results in
terms of accuracy and precision, it is not without its challenges. Concerns regarding data secu-
rity, privacy, scalability, stability, and communication overhead have surfaced. The centralized
model necessitates transmitting large volumes of data to a central server, raising privacy issues

and causing potential communication bottlenecks. In transitioning to a decentralized architec-
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Figure 5.6: Clustering result in 3D

ture with FML, we aim to address these limitations while diligently striving to maintain the

high-performance achieved by our centralized model.

4 Implementation with Decentralized Architecture

In this section, we present the implementation of our proposed fault prediction module within
both the FML and SML-based architectures. This implementation follows a structured set of
steps to ensure a seamless and effective integration of the collaborative ML techniques into our
adaptive CPS framework.

We specifically focus on two critical stages of the implementation process: Data Preparation
and Model Training. Data Preparation involves gathering, preprocessing, and partitioning the
data in a manner suitable for decentralized learning environments. Model Training entails the
actual training of the machine learning models using collaborative techniques.

The implementation was carried out using the Google Federated TensorFlow (TFF) plat-
form, which provides robust tools for collaborative learning. For the FML-based architecture,
we used the Federated Averaging algorithm (FedAvg) algorithm to enable efficient model ag-
gregation across distributed devices. In the SML-based architecture, we applied the Vanilla

SML algorithm to effectively split the model training process between client and server.
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Details and motivations for our technical choices, including the selection of TFF, FedAvg,
and Vanilla SML, are provided in Annex 2. These choices were made to ensure scalability,

efficiency, and privacy preservation in our collaborative ML framework.

4.1 Data Preparation

The dataset that was used in the centralized approach is also being used in this step. This
strategic decision allows for a direct comparison between the results obtained from the cen-
tralized and decentralized models, providing insights into the relative performance of the two
approaches.

In our approach the most important stages of data preparation is density estimation which
refers to the process of estimating the underlying probability distribution of data within each
client’s local dataset without aggregating the actual data itself. This estimation is performed
locally on individual clients, and the results are then used to guide the training process. In this
step, we conducted initial experimentation to analyze and study the data from our clients. With
the aim of evaluating our proposal, we partitioned the dataset across three distinct clients. This
partitioning was carried out over multiple iterative phases, the goal being to achieve a reasonable
correlation among the datasets of the various clients. To facilitate this analysis, we used data
visualization methods, including correlation matrix plot. This allowed us to visually observe
the relationships between different variables and highlight emerging patterns and trends. Fig.
5.7 presents the data visualization of the three clients.

Fig. 5.7 shows a clear correlation among the data of the various clients, particularly in
relation to the variables Rotational speed, Torque, and Tool wear. A significant correlation
in density estimation suggests that the data distributions across clients are aligned. This can

simplify model training, aggregation, and result in faster convergence.

4.2 Training process in FML-based architecture

As previously discussed in chapter 4, the training process in FML relies on collaboration be-
tween the server and the clients. This collaborative process iterates over multiple rounds with
the objective of achieving a minimal loss value and a high degree of accuracy. As demonstrated
in Algorithm 3, local training relies on calculating the loss value, which is a measure of how
well the model’s predictions align with the actual target values in the training data. A smaller
loss value means that the model’s predictions are closer to the actual data points.

Fig. 5.8 shows the loss average during local optimization. We observe that the number

of training rounds can significantly affect the loss value. In the initial rounds of training, we
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Figure 5.7: Data visualization
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Figure 5.8: Loss values vs number of rounds

observe an important reduction in the loss value. This is because the model is learning from the
client data and making significant improvements. After a sufficient number of rounds (round
= 40), the loss value is stabilizing at a certain minimum value. This minimum represents the
best achievable performance given the data and model architecture. Further rounds might not
significantly reduce the loss. We tried to increase the number of rounds, but we noticed that the
loss value is constant and sometimes increasing, and this indicates that the model has reached a
point of convergence. Convergence means that the model has learned most of the patterns and
relationships present in the training data, and further training does not significantly improve
performance.

Another important aspect that warrants attention when training local models is the occur-
rence of Overfitting, which mean that the model learns the training data too well. In this case,
the model might become too specialized in capturing noise in the training data, leading to poor
generalization on unseen data.

Fig. 5.9 provides a clear depiction of how accuracy is related to the number of training
rounds. We observe that accuracy increases until it reaches a fixed or stable value, it typically
indicates that the model has converged and it has reached its optimal performance on the given
data. This stable accuracy value is positive because it indicates that the model has not overfit
the training data by memorizing noise or irrelevant details.

As a result of this experimentation, it is essential to strike a balance between training long
enough for the model to learn but not so long that it starts to overfit or reaches a point of

diminishing returns in terms of improvement. In fact, monitoring both training and validation
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Figure 5.9: Accuracy vs number of rounds

accuracy is crucial to make informed decisions about when to stop training and to ensure the
model achieves the best overall performance. We note that in this experimentation we gave
great attention to preparing data while using FML-based techniques to train local models in
order to obtain high accuracy, so that these results allow us to obtain good expectations with the

new data (unseen data). Among the techniques used during training:

* Client-Level Regularization: We apply regularization techniques like Federated L1 and

Federated L2 on the client side to encourage simpler local models.

» Early Stopping: Monitor the performance of the global model on a validation dataset

during training rounds to detect when the model starts to overfit.

* Learning Rate: Learning rate controls the step size during gradient descent. Tuning it

helps find the right balance between convergence speed and model accuracy.

* Number of Training Rounds: The number of training rounds affects convergence and

model accuracy.

In addition to the accuracy of 0.95 obtained (as illustrated in Figure 5.9), our decentralized
architecture demonstrates remarkable performance metrics. The precision, reflecting the ratio
of true positive predictions to the total predicted positives, attains a notable value of 0.94. Simi-
larly, the recall, representing the proportion of actual positives correctly predicted by the model,

achieves a commendable 0.95.
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4.3 Training process in SML-based architecture

As elucidated in chapter 4, the training process in SML hinges on a synergistic collaboration
between the server and the clients. This collaborative endeavor unfolds across multiple epochs,
aiming to minimize the loss function and maximize the model’s accuracy.

The central element of the training process is the computation of the loss value on the server
side. This loss value serves as a crucial metric, quantifying the disparity between the model’s
predictions and the actual target values in the training dataset. A smaller loss value indicates
a closer alignment between the model’s predictions and the smashed data points, signifying an
improved predictive capability.

This approach ensures that the training process not only refines the model’s parameters but
also steers it towards a state where its predictions better capture the underlying patterns within
the training data.

Figure 5.10 depicts the relationship between the number of epochs and both the loss and
accuracy for each client. It is evident that the number of training epochs plays a crucial role
in shaping the loss values. During the initial training epochs, a substantial reduction in the
loss is observed, indicating significant improvements as the model learns from client data. As
training progresses (epochs = 70), the loss stabilizes at a minimum value, representing the
optimal performance achievable with the given data and model architecture. Trying to add more
epochs shows that the loss levels stabilize, indicating that the model has reached a point where
further training doesn’t result in substantial improvement, signifying convergence. Convergence
signifies that the model has effectively captured patterns and relationships present in the training
data.

Regarding accuracy, the graph illustrates dynamic changes during the training process. As
the number of training epochs increases, accuracy steadily rises until it attains a stable value,
reaching this stability at around 70 epochs. This stability suggests that the model has learned
comprehensively, performing optimally on the provided dataset. The attainment of a consistent
accuracy level indicates that the model has successfully learned and adapted to the underlying
patterns in the training data. Notably, at each epoch, the server leverages the smashed data
received from the clients to enhance the global model, contributing to the continuous improve-
ment in accuracy. After an initial increase during the early epochs, the accuracy values for all

three clients stabilized at an average of 0.9756.
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Figure 5.10: Loss and accuracy convergence for each client
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4.4 Comparative Analysis

Table 5.4 presents the results obtained by the three architectural approaches proposed in this
thesis. It’s important to note that we utilized the same dataset for the sake of comparison.
Like presented in Table 5.4, it is striking that both the centralized and SML techniques show
similar degrees of accuracy, with both achieving accuracies up to 97%. This parity in accuracy

underscores the viability of SML as a competitive alternative to centralized learning approaches.

Table 5.4: Comparison of accuracy metrics across different ML approaches

ML approach Accuracy

SML 0.9756
FML 0.9544
Centralized 0.9785

To further assess the performance of decentralized approaches in resource-constrained en-
vironments, we delve into a comparative analysis between FML and SML approaches. While
Table 5.4 provides insights into the accuracy metrics across different ML approaches, additional
metrics are necessary to evaluate their efficiency in resource-limited contexts. Specifically, we
focus on the "Learning time for each client" metric, which sheds light on the computational
resource utilization of each approach.

Maintaining consistent experimental configurations for FML and SML ensures a fair com-
parison. This includes using identical client configurations and dataset distributions across
clients. Such uniformity enables an accurate evaluation and comparison of the performance
of FML and SML under resource-constrained environments.

As presented in Figure 5.11, the results obtained from the experiments reveal notable dif-
ferences in the learning time for each client between FML and SML. In resource-constrained
environments, where efficient resource utilization is paramount, SML demonstrates a clear ad-
vantage. The learning time for each client in SML is significantly shorter compared to FML,
indicating that clients utilizing SML consume fewer computational resources.

Specifically, the experimental results are summarized in Table 5.5, which shows the com-
parison of learning time between FML and SML for each client.

On average, across all clients, the SML approach achieves a reduction in learning time of
approximately 41%. These results highlight the efficiency of SML in reducing learning time,
which is critical for real-time applications in CPS. By significantly lowering the computational
load on clients, SML not only enhances learning speed but also conserves resources, making it

a highly suitable approach for resource-constrained environments.
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Client | Learning Time in FML | Learning Time in SML | Reduction (%)
Client 1 12.2 seconds 9.5 seconds 22.13%
Client 2 11.3 seconds 6.0 seconds 46.90%
Client 3 11.3 seconds 5.0 seconds 55.75%

Table 5.5: Comparison of learning time between FML and SML for each client

12

10 1

Total learning time (seconds)

HE Split-learning

Fed-learning

Client 1

Client 2
Clients

Client 3

Figure 5.11: Total learning time for each client in FML and SML
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Consequently, SML emerges as a more efficient and suitable approach for resource-constrained
CPS deployments. Its ability to optimize computational resource utilization makes it a com-
pelling alternative to FML in such environments. By effectively addressing the challenges as-
sociated with limited computational resources, SML showcases its potential to enhance the
performance and adaptability of CPS systems operating under resource constraints.

However, it is important to acknowledge some potential limitations of the SML approach.
Firstly, like in FML, SML relies on a central server for model aggregation, which could become
a single point of failure. Implementing fault-tolerant mechanisms or exploring decentralized
alternatives could mitigate this risk. Secondly, despite reducing communication overhead com-
pared to centralized approaches, SML still requires transmitting model updates. Optimizing this
further or managing it in networks with limited bandwidth remains an area for improvement.
Furthermore, differences in local data distributions and training processes could lead to model
inconsistencies, highlighting the importance of ensuring convergence and model stability across
different clients. Moreover, the overall performance of SML can still be affected by network
latency, especially in environments with poor connectivity. Strategies to minimize the impact

of network delays should be explored.

5 Conclusion

In this chapter, our primary objective was to validate the effectiveness of our approach through
the implementation of the fault prediction module in two distinct scenarios: centralized and
decentralized architecture. The chapter began with a presentation of the fault prediction module
structure, providing detailed insights into its components and functionalities. This was followed
by an in-depth exploration of the implementation using centralized architecture, encompassing
data preparation, ML algorithm selection, and deployment of the trained model. Subsequently,
the chapter delved into the implementation using decentralized architecture, outlining the data
preparation and training processes. Finally, the chapter concluded with a comprehensive com-
parison of the results obtained from both implementations, offering valuable insights into the
performance and effectiveness of each architecture in the context of fault prediction within CPS.

The findings of this chapter demonstrate the feasibility and efficacy of the proposed ap-
proach for fault prediction in CPS. Both centralized and decentralized architectures exhibited
promising results in predicting and anticipating potential problems before they lead to device
failure. However, the decentralized architecture (FML and SML) offered several advantages
over the centralized approach, including reduced communication overhead and enhanced data

privacy. By distributing the data across multiple nodes, the decentralized approach eliminates
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the need to store sensitive data in a centralized location, thereby reducing the risk of data
breaches and unauthorized access. Additionally, the SML approach further enhances the de-
centralized architecture by efficiently managing resource constraints in CPS, partitioning data
and computation tasks to ensure optimal use of limited resources while maintaining data privacy

and security.



Conclusion

1 Research summary

In this thesis, we have explored the dynamic and complex realm of CPS and the critical need
for adaptability in such systems. The integration of ML techniques has been proposed as a
powerful solution to monitor and adapt CPS behavior in response to changing environmental
conditions. This endeavor addresses the challenges posed by the highly dynamic nature of CPS
environments, where pre-planned design-time adaptations may fall short.

Our thesis presents a series of logically interlinked contributions that lay the foundation for
the development of more resilient, secure, and intelligent CPS. Firstly, we introduce a com-
prehensive meta-model for adaptive CPS, providing a conceptual framework for understanding
and modeling the intricate interactions between physical and digital components within these
systems. This meta-model serves as a valuable tool for CPS designers and developers, enabling
them to effectively capture and represent the complexities of adaptive CPS behavior.

Secondly, we develop a centralized ML-based architecture, incorporating advanced tech-
niques such as ML and Cloud/Edge Computing to enhance CPS functionalities. This architec-
ture provides a robust platform for CPS applications, enabling them to effectively process vast
amounts of data, extract meaningful insights, and make intelligent decisions in real-time. The
utilization of ML algorithms empowers CPS with the ability to continuously learn and adapt,
ensuring optimal performance and reliability in the face of changing conditions.

Following this, we propose a Privacy-Enhanced Architecture empowered by FML. This
architecture addresses scalability challenges and enhances security and data privacy by dis-
tributing ML computations across multiple nodes. By federating ML training and inference,
we achieve a balance between global performance and local data privacy, thus mitigating risks
associated with centralized data storage. Building on these contributions, our final contribu-
tion introduces a novel SML approach to tackle resource constraints in CPS. This architecture
optimizes resource usage while preserving data privacy and security. By efficiently processing
and collaborating in environments with limited computational resources, SML provides a viable
solution for maintaining functionality and performance under resource constraints.

To validate these contributions, a case study on fault prediction in industrial CPS environ-
ments has been conducted. The fault prediction module, implemented using both centralized,
FML, and SML approaches, offers insights into the performance and suitability of each archi-

tecture.
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2 Future work

As future work, we envision several directions for research and development:

* A crucial avenue is to combine FML and SML within the same architecture. Integrat-
ing these approaches could leverage the strengths of both techniques, offering enhanced

adaptability, scalability, and efficiency for CPS applications.

* A comprehensive comparison of our architecture with other federated learning tech-
niques, including FedProx and FedNova, is also planned. This analysis will provide
valuable insights into the relative strengths and weaknesses of each technique, particu-

larly in the context of enhancing CPS adaptability.

* We intend to conduct experiments with a larger set of clients, explore varying data distri-
butions, and assess the scalability of our architecture. These efforts will contribute to a
more thorough understanding of its robustness and suitability for real-world, large-scale

CPS deployments.

* We will focus on the transition from controlled experimental settings to real-world CPS
deployments. By assessing the performance and adaptability of our architecture in prac-
tical scenarios, we will validate its efficacy and its potential to address the evolving chal-

lenges of dynamic environments.



Annex 1 : Implementation Details of the

Centralized Architecture

This annex provides an in-depth exploration of the implementation details behind the central-
ized architecture designed for adaptive CPS. The following sections delve into the specific li-
braries utilized, the software environment, and the hardware setup that collectively contributed

to the successful development of our architecture.

1 Libraries Used for Implementation

The successful implementation of the centralized architecture for adaptive CPS relied on a ro-
bust selection of libraries that streamlined various aspects of the development process. Each
library played a distinct role in enhancing the functionality, efficiency, and visualization capa-

bilities of the architecture. Here, we provide an in-depth overview of the key libraries employed:

1.1 Scikit-learn

Scikit-learn [97], a machine learning library in Python, served as the cornerstone for imple-
menting ML algorithms within the centralized architecture. It provided a versatile set of tools
for data preprocessing, classification, regression, clustering, and more. Its simplicity and exten-
sibility made it an ideal choice for seamlessly integrating machine learning functionalities into

the CPS environment.

1.2 Pandas

Pandas [114], a powerful data manipulation and analysis library, played a pivotal role in han-
dling structured data within the architecture. Its DataFrame structure facilitated efficient data
organization, cleaning, and preprocessing. Pandas streamlined the process of preparing data for

machine learning tasks, contributing to the overall adaptability of the CPS.

1.3 NumPy

NumPy [113], a fundamental package for scientific computing in Python, provided support for
large, multi-dimensional arrays and matrices. In the context of the centralized architecture,
NumPy’s numerical operations and array manipulations were instrumental for efficient data

processing, enabling seamless integration with ML algorithms.
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1.4 Matplotlib

Matplotlib [112], a comprehensive 2D plotting library, was employed for creating static, an-
imated, and interactive visualizations. It played a crucial role in visually representing data
patterns, model predictions, and other insights. Matplotlib enhanced the interpretability of the

architecture’s outputs, contributing to better decision-making in dynamic CPS scenarios.

1.5 Seaborn

Seaborn [115], a statistical data visualization library based on Matplotlib, complemented the
visualization capabilities of the architecture. Its high-level interface simplified the creation of
informative and attractive statistical graphics. Seaborn, in conjunction with Matplotlib, facil-
itated the generation of clear and insightful visual representations of complex data structures

within the CPS environment.

2 Work Environment

2.1 Software Environment

The software environment plays a crucial role in the successful implementation of the central-
ized architecture for adaptive CPS. The following components were utilized to ensure a robust

and efficient development process:

* Anaconda : Anaconda [106] is a powerful open-source distribution, was employed to
manage and deploy the Python environment. Anaconda facilitates seamless integration
of various libraries and tools essential for machine learning and data analysis, providing

a convenient platform for development.

* Jupyter Notebook : Jupyter Notebook [111], an interactive web-based application,
served as the primary interface for developing, documenting, and executing code. Its
versatility and integration capabilities with Anaconda made it an ideal choice for creat-
ing and sharing live code, equations, visualizations, and narrative text in a collaborative

environment.
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2.2 Hardware Environment

For the implementation of the centralized architecture, a DELL laptop with the following spec-

ifications was used:

* Type: DELL Laptop

¢ Processor: Intel® Core™ 15-4200U CPU@ 2.50GHz 2.50GHz

RAM: 4.00 GB
* Operating System: Windows 10, 64-bit
* Graphics Card: Intel ® HD Graphics 5500, Intel ® HD Graphics 4600

* Network Card: Realtek PCle FE Family Controller



Annex 2 : Implementation Details of the

Decentralized Architecture

Annex 2 outlines the intricate details of implementing the decentralized architecture. It also
highlights the exploration of various platforms for Federated Machine Learning (FML) solu-
tions, leading to a comparative study to identify the most suitable platform for integration with

our FML-based architecture.

1 FML-Based Platforms

These platforms serve as the foundation for our exploration and comparative study, guiding the
selection of the most appropriate FML solution for integration with our decentralized architec-

ture.

* TensorFlow Federated [116] : TensorFlow Federated (TFF) is an open-source frame-
work developed by Google that facilitates the implementation of Federated Learning (FL)
solutions. It provides tools for training machine learning models across decentralized de-

vices, making it a prominent choice for FML applications.

» PySyft [82] : PySyftis a flexible and extensible library for federated and privacy-preserving
machine learning, built on PyTorch and TensorFlow. PySyft allows for the development

of privacy-focused applications, making it a valuable platform for FML solutions.

* IBM Federated Learning [107] : IBM Federated Learning is a platform provided by
IBM that focuses on enabling collaborative machine learning across distributed devices.
It offers a set of tools and services for building and deploying FML solutions in various

domains.

* Intel Open Federated Learning [110] : Intel Open Federated Learning is an initiative
by Intel to advance federated learning technologies. It leverages Intel’s hardware capa-
bilities to optimize FL solutions, making it suitable for scenarios where performance and

scalability are crucial.

* Flower [36] : Flower is an open-source Python library for building federated learning
systems. It acts as a framework-agnostic extension to existing machine learning frame-

works, facilitating the development of federated learning applications.
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2 Comparative Studies of Collaborative-Based Platforms

It is crucial to note that each collaborative learning platform comes with its own set of criteria.
Evaluating each platform is essential to determine which one best suits specific needs. Several

comparison criteria exist for Federated Learning Frameworks, including:

* Security: Collaborative Learning frameworks must ensure complete data security, guar-

anteeing user data confidentiality at all times.

* Communication Efficiency: Collaborative Learning frameworks should effectively man-

age communication between devices to minimize delays and interruptions.

* Scalability: Collaborative Learning frameworks must handle thousands of clients for

large-scale usage.

* Complexity: The relative complexity of each framework can influence ease of use and
maintenance. Frameworks with simpler APIs may facilitate quicker deployment and

adoption.

* Performance: Collaborative Learning frameworks should maintain high performance

even under significant bandwidth pressure.

* Free Platform: A free platform refers to an online platform or service that is accessible
without charges for users. This implies no payment is required for using the platform or

accessing its basic features.

* Cloud Usage: Cloud services are computing services provided over the Internet by cloud
service providers. These services allow users to access computing resources, applications,

and data on-demand without the need for their physical infrastructure.

These criteria serve as the basis for our comparative study, guiding the selection of the most
suitable federated learning platform for integration with our architecture. Table 5.6 presents
a comparison of Collaborative ML platforms. The symbol v indicates the presence of the
corresponding feature in each platform.

In our case, Google TFF stands out as a strong candidate due to its comprehensive support
for security, communication efficiency, scalability, and performance. TFF provides a robust
framework for implementing federated learning, aligning well with the requirements of our

centralized architecture. The extensive capabilities of TFF, including its security features and



99

N N » TOMO[]

N N N N T4 uadQ ]

N » N N A T4 IN4I

» » N A » WASAd

N N » » N » N PaJBIOPI] MO[JIOSUI],
d8esn pno[D 931 QdueulojRd Axoidwo)  AIge[edS  ASULDYJH uonedmunuwiwo))  Ajunddg uoned

Annex 2 : Implementation Details of the Decentralized Architecture

Table 5.6: Comparison of FML Platforms
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efficient communication protocols, make it a suitable choice for ensuring the success of our
FML solution. Additionally, TFF offers Cloud usage and is free, further enhancing its appeal

for our implementation.

3 Implementation of the FML-based architecture with TFF

In this section, we explain the experimental setup we used to implement our FML-based archi-
tecture using the the TFF platform. TFF is is used for parallel client training, and the training
process involves data batch division and distribution to individual clients. The federated model
is constructed based on the same architecture as the global model and is trained using the Fed-
erated Averaging (FedAvg) algorithm [71].

As we mentioned in chapter 4, the training process centers on a collaborative training task
involving both Edge Collectors and a Cloud layer. The goal is to update a global model by uti-
lizing the local models trained on each client’s local data. The first step of the training process
is the initialization of the global model. This step sets the model architecture and parameter
values before engaging in collaborative training. It involves setting up the architecture of the
learning model (specifying the number and types of layers, activation functions, and other ar-
chitectural components). In our case, we define the architecture of the global model using Ten-
sorFlow’sKeras API within TFF’s context. We use the tff.learning.from_keras_model function
to convert the Keras model into a TFF-compatible federated learning model.

For clients selection, we use the TFF’s built-in federated computations and functions. The
tff-federated module provides functionalities for creating federated computations, including the
selection of clients for each round of federated training. In our architecture, the select_clients
function is defined as a federated computation using the @tff.federated_computation decorator.
The function takes client_weights as an argument, which could be a federated integer type
representing the weights of each client.

Regarding the step of local training (client update) we define the function local_training
as follow: local_training(global_model,data_batch). The function takes as parameters the
global_model as the model architecture and a datapatch representing the local data on the
client. This function allows as initializing a copy from the global model using tff.learning .
ModelWeights.from_model. Local training is performed using TFF’s gradient tape mechanism.
The loss is computed based on the model’s predictions and actual labels, and gradients are
calculated. After executing the federated computation, the updated local model will contain the
local model with updated parameters after the local training process. The resulting local model

updates are sent to the Cloud layer.
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For model aggregation we have used the Federated Averaging (FedAvg) algorithm. It per-
mits aggregation local model updates from clients to update the global model. In our case, we
define the function models_aggregation as a federated computation using the @tff.federated_
computation decorator as follow: models_aggregation(global_model,local_models). The func-
tion takes as an input the global model and a list of local models representing the updated models
from selected clients. In this function, the predefined with_weights method is used to attach the
client weights to each local model. Also, the predefined tff.federated_mean method is applied
to compute the weighted average of the local models. This function calculates the weighted
sum of model weights and divides it by the total weight to obtain the aggregated weights.

After the global model has been updated through the aggregation process, it needs to be
broadcasted to all participating clients. This synchronization guarantees that each client has
access to the most up-to-date global model for the subsequent round of training.

In this experimentation, the global DL network is formulated as a Sequential model. Its
architecture consists of two densely connected layers with ReLU (Rectified Linear Unit) ac-
tivation functions, followed by a final layer with a sigmoid activation function. The global
DL network is trained using the FedAvg algorithm, where model updates from local clients
are aggregated on the Cloud layer. Each training round consists of a set number of epochs
(num_epochs = 70), with a specified batch size (batch_size = 32) for processing data. Addi-
tionally, the entire training process spans a predetermined number of rounds (num_rounds =
80).

4 Vanilla SML Implementation with TensorFlow Keras

Central to the SML paradigm are the client models, which encapsulate domain-specific knowl-
edge while training on local datasets. Utilizing the TensorFlow Keras API [33], we instantiate
client models with architectures tailored to accommodate the dimensions and characteristics of
local data. Each client model comprises multiple densely connected layers, incorporating acti-
vation functions such as ReL.U to introduce non-linearity and facilitate model convergence. In
our case, client models are created using the create_client_model () function, which defines
the architecture and compiles the models.

Client models are trained iteratively across multiple epochs using the fit () function from
the TensorFlow Keras API, with each epoch encompassing forward and backward propagation
facilitated by the train_on_batch() method. This method updates model parameters using
stochastic gradient descent. Training parameters such as batch size and learning rate are metic-

ulously tuned using functions such as compile() and fit() to optimize convergence while
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mitigating computational overhead. In our case, the compile () function configures the model
for training, specifying the Adam optimizer for efficient gradient descent and the binary cross-
entropy loss function. This loss function quantifies the difference between model predictions
and ground truth labels during binary classification tasks.

During training, client models exclusively access and learn from their respective local datasets,
preserving data privacy and confidentiality. This is facilitated by functions such as £it (), which
train the model on local data without sharing it externally. Following the client model construc-
tion, a central server model is also created, adhering to the principles of Vanilla SML. We utilize
the Sequential () constructor from the TensorFlow Keras API to define the server model’s ar-
chitecture. This architecture is designed to be compatible with the client models, using the
function Dense () to add densely connected layers. The server model acts as the central nexus
for knowledge aggregation within the SML paradigm. During the training process, client mod-
els train locally and extract relevant information (e.g., gradients) after a designated cut layer.
These are then sent to the server for aggregation. In our case, the server uses the functions
get_weights() and set_weights() to retrieve these gradients and incorporate them into its
own model, facilitating the collaborative learning process. This iterative exchange of gradients
between clients and the server continues until a convergence criterion is met.

Following construction, the server model is compiled using the compile () function to pre-
pare for training and knowledge aggregation, entailing specifying optimization algorithms, loss
functions, and optional evaluation metrics. In our implementation, the Adam optimizer is em-
ployed for efficient gradient descent optimization, while binary cross-entropy serves as the loss
function for binary classification tasks. Evaluation metrics, including accuracy, provide insights
into model performance and convergence during training and aggregation phases, facilitated by

functions such as evaluate().



Publications During the Thesis

During the course of this doctoral research, the following publications have been produced,
reflecting the advancements and contributions made in the fields of Cyber-Physical Systems

and Machine Learning :

* Conference Papers:

— Azeri Nabila, Hioual Ouassila, and Hioual Ouided. "Towards an Approach for Mod-
eling and Architecting of Self-Adaptive Cyber-Physical Systems." In 2022 4th Inter-
national Conference on Pattern Analysis and Intelligent Systems (PAIS), 1-7, IEEE,
2022. [12]

— Azeri Nabila, Zouikri Zeinb, Rezgui Meriem, Hioual Ouided, and Hioual Ouassila.
"Fault Prediction Using Supervised and Unsupervised Learning Algorithms in Cy-
ber Physical Systems." In 2022 2nd International Conference on New Technologies
of Information and Communication (NTIC), 1-6, IEEE, 2022. [15]

— Azeri Nabila, Hioual Ouided, and Hioual Ouassila. "Enhancing Self-Adaptive Cyber-
Physical Systems using Federated Machine Learning." In TACC 2023: 3rd Tunisian-
Algerian Joint Conference on Applied Computing, 108-119, ceur-ws.org, 2023. [14]

* Journal Paper:

— Azeri Nabila, Hioual Ouided, and Hioual Ouassila. "Efficient Vanilla Split Learn-
ing for Privacy-Preserving Collaboration in Resource-Constrained Cyber-Physical
Systems." Informatica, 48(11), 167-180, 2024.[13]
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